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Abstract

The blockchain technology has been rapidly growing since Bitcoin was invented
in 2008. The most common type of blockchain systems, public (permissionless)
blockchain systems have some unique features that lead to a tension with Eu-
ropean Union’s General Data Protection Regulation (GDPR) and other similar
data protection laws. In this paper, we report the results of a systematic liter-
ature review (SLR) on 114 research papers discussing and/or addressing such
a tension. To the best of our knowledge, our SLR is the most comprehensive
review of this topic, leading a more in-depth and broader analysis of related
research work on this important topic. Our results revealed three main types
of issues: (i) difficulties in exercising data subjects’ rights such as the ‘right
to be forgotten’ (RTBF) due to the immutable nature of public blockchains;
(ii) difficulties in identifying roles and responsibilities in the public blockchain
data processing ecosystem (particularly on the identification of data controllers
and data processors); (iii) ambiguities regarding the application of the relevant
law(s) due to the distributed nature of blockchains. Our work also led to a bet-
ter understanding of solutions for improving the GDPR, compliance of public
blockchain systems. Our work can help inform not only blockchain researchers
and developers, but also policy makers and law markers to consider how to rec-
oncile the tension between public blockchain systems and data protection laws
(the GDPR and beyond).
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1. Introduction

Since Bitcoin was conceptualised in 2008, its underlying technology about
blockchains (also known as distributed ledgers) has been considered as a break-
through of secure computing without a centralised authority in an open environ-
ment. Its potential capabilities led many researchers and practitioners to con-
sider that it is the next big revolutionising technology after the Internet (Puthal
et al., 2018). Its applications have boomed in many sectors for various purposes
and many researchers also started conducting research on this emerging technol-
ogy. Although the blockchain technology has some built-in security and privacy
mechanism by design, it has also introduced new security and privacy concerns,
one of which is the conflict between the immutable nature of data on blockchain
and the “right to be forgotten” (RTBF) of data subjects introduced in new
data protection laws such as the European Union (EU) General Data Protec-
tion Regulation (GDPR) introduced in 2016 (European Parliament, 2016). Such
new concerns let many researchers, practitioners, policy makers and blockchain
users to debate about legal compliance of blockchain systems and to explore
ways to make blockchain systems more legally compliant with such new data
protection laws and regulations. This paper aims at providing a comprehensive
review of such efforts in the research literature.

After being passed by the European Parliament in 2016, the GDPR entered
into force on 25 May 2018 in all EU member states. In addition, law markers
in three non-EU member states of the European Economic Area (EAA), Ice-
land, Liechtenstein and Norway, also decided to adopt the GDPR. For the UK,
after it left the EU, its law markers decided to keep the GDPR in its national
law, but made some necessary changes to reflect the new status of the UK as
a non-EU/EEA country, which led to the so-called UK GDPR (Information
Commissioner’s Office (ICO), UK), a UK-specific version of the EU GDPR. In
the rest of the paper, we will use the term GDPR in a broad sense to refer to
the two different versions of the GDPR, since the differences are not essential
for our discussions on the relationships between the blockchain technology and
the relevant content defined in the GDPR.

In the context of the GDPR, legal compliance issues have been raised for a
range of emerging technologies including IoT (Internet of Things), AI (artificial
intelligence) and big data analytics, and also blockchains. One mostly discussed
aspect of the tension between blockchains (especially public blockchain systems)
and the GDPR is the following: the immutable nature of blockchains makes it
impossible to delete personal information, therefore, it is not possible to exercise
the RTBF (more formally known as the right to erasure) of data subjects as
defined in the GDPR. Another aspect is about data sharing outside of the
EU/EEA /UK: for a public blockchain system, it is normally the case that every
node holds a full copy of all data, no matter where the node is physically located
or even unknown.

Due to those GDPR-compliance challenges, many researchers looked at the
tension between the GDPR and blockchains in recent years and some also at-
tempted to propose solutions to address some of the challenges. In a 2018 re-



port (Lyons et al., 2018), the EU Blockchain Observatory & Forum stated that
“Public, permissionless blockchains represent the greatest challenges in terms of
GDPR compliance”. Despite the active research on this very important topic,
to date we have noticed only two systematic literature reviews (SLRs) covering
related research progress, both published in 2021. In one SLR, Haque et al.
(2021) identified 39 papers covering this topic by searching into two databases
(IEEE and Scopus), and in the other SLR, Suripeddi and Purandare (2021)
identified 41 papers for their review by searching into three databases (Science
Direct, ACM and IEEE). Both SLRs are not sufficiently comprehensive due
to the limited databases and keywords they used and the over-strict inclusion
criteria. We also noticed another literature review paper following a different
review technique (Levy and Ellis’ narrative review of literature methodology),
which used a forward and backward search technique to posit a framework for
adopting a blockchain that follows the GDPR (Al-Abdullah et al., 2020). This
non-systematic literature review also suffers from having a very limited number
of papers covered — just 39.

For our SLR, we expanded the databases searched to Scopus, WoS (Web
of Science) and Google Scholar, which allowed us to access gray literature as
well. Our SLR therefore led to a much more comprehensive coverage with 114
research articles, making it possible to draw a much bigger picture of relevant
research work. We also decided to limit our scope to public blockchains only
considering the statement in the EU Blockchain Observatory & Forum’s 2018
report (Lyons et al., 2018). This allowed us to focus on blockchain systems with
more essential challenges in terms of the GDPR compliance.

Compared with past reviews on the same topic, our SLR makes a number of
new contributions due to our larger coverage of related research papers and a
more in-depth analysis of the included papers. First of all, we have considered
different types of personal data that can be stored and processed on a blockchain
and identified both challenges and proposed solutions for each data type. Our
findings also cover limitations and consequences of proposed solutions as well
as contradicting opinions that will allow our readers to get a better idea about
the current state of the art. Second, we considered different roles and respon-
sibilities in the blockchain data processing ecosystem, provided perspectives at
the network and application levels, and categorized discussions in the research
literature accordingly, all of which have been largely overlooked in other litera-
ture reviews. Finally, we reviewed the covered research papers by considering a
broader scope of GDPR-related elements, which allowed a much more in-depth
and precise representation of the literature.

For our SLR, we followed the PRISMA protocol widely used in many dis-
ciplines (Liberati et al., 2009). Our results revealed that the tension between
the GDPR and public blockchains has been studied around three main issues:
(i) difficulties in exercising data subjects’ rights such as the RTBF due to the
immutable nature of public blockchains; (ii) difficulties in identifying roles and
responsibilities in the public blockchain data processing ecosystem (particularly
on the identification of data controllers and data processors); (iii) ambiguities
regarding the application of the relevant law(s) due to the distributed nature of



blockchains. Our work also led to a better understanding of GDPR-compliance
related solutions proposed in the literature, e.g., those around assuring the
RTBF using hashing, and the use of smart contracts to manage consent. The
results of our SLR can help inform blockchain researchers and developers, policy
makers and law markers to consider how to reconcile the tension between public
blockchain systems and the GDPR. Note that our results are not limited to the
GDPR since many other data protection laws and regulations share similar data
protection principles with the GDPR.

The rest of the paper is organised as follows. In Section 2, important back-
ground information about the blockchain technology and the GDPR is given.
Section 3 explains our research methodology. Our detailed analysis of the cov-
ered papers is given in Section 4. Then, we summarise the results into three
main areas (GDPR-compliance, proposed solutions, roles and responsibilities)
in Section 5. The final section concludes the paper.

2. Background

2.1. Blockchain Technology

From a technical perspective, a blockchain is a distributed database that is
formed as a chain of data blocks and offers a solution through decentralising
storage and processing of data. It was originally introduced for exchanging
digital currency as its underlying technology, however, it has been used in many
other areas, such as Internet of Things (IoTs) (Huh et al., 2017), educational
systems (Turkanovié et al., 2018), and healthcare (Hasselgren et al., 2021). The
main underlying concepts used to build a blockchain can be given as follows:
cryptographic hash function, consensus mechanisms, network infrastructure and
types of blockchain (Raikwar et al., 2019). In this section, we will briefly explain
those concepts to provide a basis for the rest of the paper.

Each block in a blockchain normally composes two parts: transactional data
and metadata. The metadata typically contains, inter alia, a timestamp, hash
value of the block, and a hash value of the previous block (Zheng et al., 2017).
All hash values are computed using a cryptographically hard one-way func-
tion. This allows blocks to be linked to each other to form a chronological
database (Antonopoulos, 2014). This very nature of the blockchains results in
any modification of data to be detected by other participants of the network as
the hash of the next block would not correspond to the data on the modified
one (Nakamoto, 2008). This feature is called “immutability” and leads public
blockchains to be regarded as tamper-proof.

As another important feature of public blockchains, a full copy of a dis-
tributed database is stored at each node that is part of the blockchain system.
Since there is no central authorities, trust is achieved via the distributed stor-
age (i.e., a distributed ledger) and a distributed consensus mechanism (Zheng
et al., 2017). The latter is needed to ensure different nodes will converge to the
same distributed ledger, rather than all nodes produce different ledgers therefore
leading to inconsistency in the system. The distributed consensus mechanism



determines how new data blocks are added into a blockchain and how all nodes
agree which branch to follow if there are multiple chain branches. There are
several consensus algorithms used by different blockchain systems, and Proof
of Work (PoW) used by Bitcoin is so far the most widely used one, in which
new blocks are added to the chain by nodes who compete against each other
by solving a mathematical puzzle (normally defined by a cryptographic hashing
function) (Antonopoulos, 2014). The node who first solves the puzzle creates a
new block and a longer chain for others to follow. Such nodes are called miners.
Miners need to spend a lot of computational power on solving mathematical
puzzles and are incentivised by being awarded coins for being the first puzzle
solver. Those algorithms are used to confirm consensus of the current state of
the ledger and to ensure that all nodes have the same copy.

The blockchain technology also utilises asymmetric cryptosystems, mainly
for verifying authenticity of a transaction and its sender and receiver. Each user
in a blockchain network has their own private key and public key. The private
key is used by a transaction sender to sign a transaction using a digital signature
algorithm, which can then be verified by other users using the sender’s public
key.

Blockchain systems can be classified into three broad categories: public
(permissionless) blockchains, consortium (permissioned) blockchains and pri-
vate blockchains. Public blockchains are open to anyone and allow any partici-
pants to join the network and read, send, or receive data on the blockchain. In
contrast, there are constraints on consortium blockchains and normally write
permissions are granted to a pre-selected set of participants only. When only
one participant has such a privilege, then we have a private blockchain system.

Finally, smart contracts are another associated technology based on the
blockchain technology, which can fully automate self-enacting electronic con-
tracts (Buterin, 2014). They allow a distributed protocol (such as a set of
business rules) to be executed and enforced automatically.

2.2. The GDPR

In order to pursue the objective of protection of fundamental rights and to
protect personal data of individuals, the GDPR strengthens the protection of
individuals’ personal data primarily by defining principles and the lawful bases
for processing their personal data, and also specifying rights for individuals.

In this section, we will give the definition of a relevant subset of these ele-
ments which are important to understand the GDPR compliance issues of public
blockchain systems.

2.2.1. Personal Data and Data Subjects

Two core concepts, personal data and data subjects, are at the core of the
GDPR. The GDPR defines “personal data” in Article 4 as:

“Any information relating to an identified or identifiable natural person
(‘data subject’)”



Here, the definition of “identifiable natural person” (i.e., “data subject”) is given
as:

“One who can be identified, directly or indirectly, in particular by reference
to an identifier such as a name, an identification number, location data,
an online identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social identity of that
natural person.”

This definition is expanded under Article 4(1) and it is stated that it is
possible to define information that in itself would not be considered personal
data but, when combined with other information, it can be considered personal
data. Pseudonymised data can be given as an example here. The GDPR defines
pseudonymisation as:

“the processing of personal data in such a manner that the personal data
can no longer be attributed to a specific data subject without the use of
additional information, provided that such additional information is kept
separately and is subject to technical and organisational measures to ensure
that the personal data are not attributed to an identified or identifiable
natural person”

The ability to identify a person based on additional information in pseudon-
imisation technique leads pseudonymised data to be considered as personal data.
This opinion is based on Recital 26, which states that

“personal data which have undergone pseudonymisation, which could be
attributed to a natural person by the use of additional information should
be considered to be information on an identifiable natural person.”

In the research literature, there have been different opinions on whether pseudo-
nymisation could render data anonymous or not. One example of pseudonymous
data is encrypted data (ICO, UK, d), which is mentioned in Article 32 of the
GDPR for ensuring the security of personal data. In its essence, encryption is
a mathematical function which uses a secret value (the key) to encode data so
that only users with access to that key can read the information. The holder
of the key has the ability to re-identify individuals through decryption of that
data. It is not denoted as a mandatory technique for the GDPR compliance
but given as an essential data protection measure to mitigate the risk of data
processing activities and a convenient way for data controllers to demonstrate
compliance with the GDPR.

Unlike pseudonymised data, anonymised data is entirely excluded from the
GDPR in its Recital 26. Regarding what constitutes anonymised data, Recital 26
defines anonymisation as follows,

“the principles of data protection should therefore not apply to anony-
mous information, namely information which does not relate to an
identified or identifiable natural person or to personal data rendered
anonymous in such a manner that the data subject is not or no longer
identifiable” .



It is not an explicit definition, however, an opinion given by the Article 29 Data
Protection Working Party (Article 29 Data Protection Working Party, 2014)
in relation to the EU DPD (Data Protection Directive) 1995 (European Par-
liament, 2015), the predecessor of the GDPR, is still widely used as a general
guidance. The opinion sets a very high standard and requires that the identifi-
cation must be prevented irreversibly.

2.2.2. Data Controllers and Data Processors

In addition to personal data and data subjects, there are two other very
important roles defined in the GDPR: data controllers and data processors.
The definition of “data controller” is given in Article 4(7) as:

“the natural or legal person, public authority, agency or other body which,
alone or jointly with others, determines the purposes and means of the
processing of personal data; where the purposes and means of such pro-
cessing are determined by Union or Member State law, the controller or
the specific criteria for its nomination may be provided for by Union or
Member State law” .

The definition suggests that the controller is responsible for the processing of
personal data, imposing several legal responsibilities for the controller. In Arti-
cle 4(8), “data processor” is defined as follows:

“a natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller..”

The personal data used in both definitions can be explained as any personal
data related to a data subject.

The first part of the definition of the ‘data controller’ implies that no one,
not even a natural person, is excluded from responsibility when it comes to
the processing of personal data. The second part given as “that jointly or
alone” deepens the definition to include joint responsibility for the processing
of personal data. Finally, the third part given as “determines the purposes and
means of the processing of personal data” exemplifies that the one who has the
decision-making power, not the factual power over the processing, is considered
as the controller.

The definition of the “data processor” clarifies that a controller must exist for
a processor to exist. Furthermore, it should be a separate legal entity with regard
to the controller to be classified as a (non-controlling) processor. Controllers
delegate the task to processors who process data as separate legal entities within
the means and purposes of the controller’s own agenda.

2.2.3. Data Protection Principles

The GDPR sets specific criteria for data controllers and processors to as-
sure that personal data is processed in a fair and lawful way. For this goal, its
Article 5 sets seven key data protection principles: 1) lawfulness, fairness and
transparency; 2) purpose limitation; 3) data minimisation; 4) accuracy; 5) stor-
age limitation; 6) integrity and confidentiality (security); and 7) accountability.



For instance, gaining the data subjects’ consent is an example of lawful process-
ing since it is a valid ground under Article 6(1)(a) of the GDPR for collecting
and processing personal data. Using personal data in a fair way refers to not
processing the data in a way that is unduly detrimental, unexpected or mis-
leading to the data subject (ICO, UK, b). As its name suggests, transparency
requires to be clear, open and honest to people from the beginning about how
their personal data is being processed. The second principle, purpose limitation,
requires that personal data be “collected for specified, explicit and legitimate
purposes and not further processed”. The principle of data minimisation is
given in Point (c) of Article 5 as

“personal data shall be adequate, relevant and limited to what is
necessary in relation to the purposes for which they are processed” .

Another related principle, storage limitation requires that the period for which
the personal data is stored is limited to a very strict minimum. It should not
be longer than it is necessary for the purposes for which the personal data
are processed and data controllers must delete personal data when it is no
longer needed. The principle of accuracy dictated that data must be kept up
to date and inaccurate data must be deleted. The principle of integrity and
confidentiality ensures that the personal data is processed and stored in a fashion
that appropriate security measures are put in place to protect the personal data.
Lastly, the GDPR requires a party to exist that is responsible under the principle
of accountability. This party is expected to take the responsibility for what is
done with personal data and to have appropriate measures and records in place
to be able to demonstrate the compliance.

2.2.4. Lawful Basis for Processing

According to the GDPR, it is required to have a valid lawful basis in order
to process personal data. Obtaining explicit consent from the data subject for
the processing of any personal data is one of the most commonly used bases
for lawful processing. Explicit consent implies freely given, specific, informed
and unambiguous indication of the data subject’s preferences about the process-
ing of their personal data. Article 7 of the GDPR provides three fundamental
principles or rules for obtaining consent from the data subjects: controllers are
responsible for demonstrating consent was given, a data subject has the right to
withdraw consent at any time, and finally written requests for consent must be
clear. Exercising the right to withdraw consent is expected to be as easy as giv-
ing consent. Article 22 also notes that the data subject has the right to not be
subjected to automated decision making unless this kind of processing is based
on the data subjects’ explicit consent. The controller/processor has to stop all
automated processing of the data if an explicit consent is not gathered. How-
ever, they can continue such processing if they are able to demonstrate another
compelling legitimate ground. Article 6(1)(f) gives controllers and processors
a lawful basis for processing where interest of processing outweighs the data
subjects’ rights and freedoms. It stated that, personal data can be processed
without gathering explicit consent when:



“processing is mecessary for the purposes of the legitimate interests pur-
sued by the controller or by a third party except where such interests are
overridden by the interests or fundamental rights and freedoms of the data
subject which require protection of personal data, in particular where the
data subject is a child.”

2.2.5. Data Protection by Design and Default

The GDPR introduces explicit requirements for the protection of personal
data concerning data protection by design and by default in Article 25. Data
protection by default requires data controllers to implement technical and or-
ganisational measures that are designed to ensure that the processing of per-
sonal data meets the GDPR’s requirements and otherwise to ensure protection
of data subjects’ rights. Data protection by design requires data protection re-
quirements to be considered in all phases of system development and appropriate
measures to be fulfilled to built-in data protection measures.

2.2.6. Data Subject’s Rights

There are a number of rights granted to the data subjects in the GDPR. Both
controllers and processors must fulfil certain requirements and duties towards
such rights of data subjects to comply with the GDPR.

Right to erasure (Right to be forgotten/RTBF). The right to erasure (also known
as the right to be forgotten/RTBF) mandates that controllers delete data in
certain cases. According to Article 17, data subjects are granted with the right
to request removing all related personal data. According to Article 6(1), when
data is no longer necessary for the purposes for which it was collected, it must
be erased. If the processing is based on consent and the data subject withdraws
it, actions must be taken to erase the data as long as there is no other ground
for processing (Article 7). It is also possible for a data subject to object to
processing and if there is no overriding reason to continue storing, it must be
deleted (Article 21). Otherwise, as long as a lawful means for processing exists,
the data can continue to be stored.

Right to rectification. Under Article 16 of the GDPR, data subjects have rights
to make a request to have their inaccurate personal data rectified, or completed
if it is incomplete. Here, rectification means that data is updated to be accurate.
Thus, this right has close links to the accuracy principle of the GDPR explained
before.

Right to be informed and right to access. Right to be informed requires data
controllers to provide information to the data subjects regarding the processing
and storage of their personal data. This right is expanded by the right of access,
through which individuals can make access request to their personal data and
gain in-depth information regarding the lawfulness of processing and how their
personal data is handled.



Right to object and automated decision making. The right to object enables
data subjects to object to the processing of their personal data in certain cir-
cumstances. The controller can continue such processing if and only if they
are able to demonstrate a compelling legitimate ground and that their inter-
ests of processing outweighs the data subjects’ rights and freedoms. Article 22
of the GDPR sets additional rules to protect individuals against automated
decision-making that has legal or similarly significant effects on them. Auto-
mated decision-making means making a decision solely by automated means
without human involvement. Under Article 22, data subjects have the right not
to be subject to a decision solely based on automated processing.

Right to data portability. The right to data portability allows data subjects to
access and move, copy or transfer their personal data easily from one electronic
processing system to another in a safe and secure way, without affecting its
usability. Under this right, data subjects have the right to request their per-
sonal data in a common and easy-to-read computer format or to request that a
controller transmits this data directly to another controller.

Right to restrict processing. Data subjects have the right to request the re-
striction or suppression of their personal data in certain situations: if the data
subjects contests the accuracy of their personal data; if the processing is unlaw-
ful; if the data subject needs them to establish, exercise or defend a legal claim;
and finally if data subjects have objected to processing their data.

3. Research Methodology

The overall aim of our research is to understand how researchers have studied
the tension between public blockchain systems and the GDPR. To achieve this
aim, we formulated the following research questions (RQs):

e RQ1) What issues public blockchain systems can lead to in relation
to data subjects’ rights and data protection principles provided by the
GDPR?

e RQ2) What solutions have been proposed in the research literature to
address the tension between public blockchain systems and the GDPR?

e RQ3) How researchers have considered legal roles and responsibilities of
different stakeholders of public blockchain systems, e.g., who should be
considered as data controllers and processors in public blockchain systems?

3.1. Identifying Data Items

To conduct the SLR, we needed to first identify relevant data items — re-
search papers for our study. To this end, we utilised the PRISMA (Preferred
Reporting Items for Systematic reviews and Meta-Analyses) protocol widely
used by researchers for SLRs in multiple disciplines (Liberati et al., 2009). The
protocol involved a number of steps as shown in Figure 1.
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Records identified through

database searching (n = 472)

I

Records after duplicates removed (n = 413)

Records screened (n = 413) H Records excluded (n = 177)
Full-text articles assessed for eligibility | Full-text articles excluded, with reasons (n = 122)
(n=236)

Studies included in qualitative synthesis (n = 114) ‘

{ Included J {EligibilityJ [ Screening J { IdentificationJ

Figure 1: The diagram of the SLR procedure we used following the PRISMA protocol and
the results of different steps of data item identification.

The first step is to select databases for searching for relevant research papers.
We decided to use three scientific databases: Elsevier’s Scopus', Clarivate’s
Web of Science (WoS)?, and Google Scholar®. These databases were the most
widely used databases with a very comprehensive coverage of research papers
collectively. We did not use specific publishers’ own databases because they are
largely covered by the above three general databases. For all three databases,
we used the same search query (note that all searches are case insensitive):

( ( blockchain* OR Bitcoin OR cryptocurrenc* OR "distributed ledger*")
AND ( GDPR OR "General Data Protection Regulation" ) )

For Scopus and WoS, we searched into the metadata, i.e., titles, abstracts and
keywords. For Google Scholar, there were only two options for the searches:
title and fulltext. When we attempted searching into fulltext, Google Scholar
returned too many candidate data items, so we decided to search into titles. Be-
cause Google Scholar had a relatively simplistic search syntax, we split the above
search query into four sub-queries and then merged the results. All searches into
the three databases were completed on 21st December, 2021.

The initial set of data items returned from multiple searches were merged,
which gave us 472 papers. Then, the results were de-duplicated, leading to 413
papers. After that, we followed the following exclusion and inclusion criteria to
screen all candidate papers.

Exclusion Criteria

e Books, theses, book chapters and other data items that are not research

Lhttps://www.scopus.com/
2https://www.webofknowledge.com/
3https://scholar.google.com/
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papers were excluded because such items either have not been properly
peer reviewed or their fulltexts are hard to obtain, and many parts of their
content are often published as separate research papers.

e Non-English articles were excluded.
e The article that were not peer reviewed were excluded.

e The articles covering private or consortium blockchains only were ex-
cluded.

e The articles in which the GDPR compatibility of public blockchains are
covered only in the literature review sections with no further original dis-
cussions or research contributions relevant for our RQs were excluded.

e The articles that discuss blockchain or the GDPR in general and lack
discussions regarding the GDPR compliance issues were excluded.

Inclusion Criteria

e The articles that include some discussions on different GDPR~compliance
issues of public blockchain systems were included.

e The articles that propose one or more methods to help manage the GDPR
compliance of public blockchain systems were included.

The screening process was conducted by the first author, and it involved
reading titles and abstracts to exclude papers (leading to 236 papers) and then
reading fulltext to make the final selection (leading to 114 papers selected).

3.2. Encoding Data Items

After obtaining the relevant papers, the first author followed a thematic ap-
proach to qualitatively analyse all papers to develop an encoding theme. The
encoding process was done using NVivo?*, one of the most widely used software
tools for qualitative analysis. During the qualitative analysis of all papers, the
first author identified discussions related to one or more research questions iden-
tified for the SLR, and incrementally defined codes to capture such discussions.
Generated codes have been reviewed regularly and adjusted where necessary.
The encoding scheme was reviewed and validated by the second and third au-
thors, each of whom reviewed 25 randomly selected papers and checked the
encoding results. Their feedback was considered by the first author to finalise
the encoding scheme and make necessary changes to the encoding results. The
last author participated in the general discussion on the encoding scheme and
reviewed the final version to approve it.

4https:/ /www.qsrinternational.com/nvivo-qualitative-data-analysis-software/
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4. Results and Findings

This section describes the results from the SLR.

4.1. General Statistics

The distribution of the articles among years can be seen in Figure 2. As
displayed in the figure, the interest into the GDPR compliance issues of public
blockchain systems gained pace in 2018 and received the most attention from
researchers in 2019 and 2020. As the saturation point has been reached in 2020,
a decline in the number of papers has been observed in 2021. There is also one
paper published in 2022 because that paper became searchable in December
2021 but was included in a 2022 issue. A majority of the studies have been
conducted by researchers in computer science and related disciplines, but some
were conducted by law researchers (which is not surprising given the half of the
topic is about data protection law).
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Figure 2: Distribution of papers per year (2016-22)

4.2. Encoding Scheme

Due to the broad scope of discussions in the literature, we ended up with
several categories of codes as seen in the encoding scheme given in Table 1. The
codes that received the most attention (the ones that were used in more than
10 articles) can be seen in Figure 3. The codes are sufficiently self-explanatory
so we do not include lengthy explanations to them in Figure 3. More detailed
discussions on all themes and codes are summarised in the following subsections:
Section 4.3 covers personal data on blockchains, Section 4.4 covers GDPR-
related roles and responsibilities in blockchains, Section 4.5 covers research
papers proposing solutions to address the GDPR compliance issues of public
blockchain systems, Sections 4.6-4.13 cover different data subject rights defined
in the GDPR in the context of public blockchain systems, Section 4.14 covers
the first data protection principle on lawfulness, fairness and transparency, Sec-
tion 4.15 covers other data protection principles, and Section 4.16 covers two
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other topics: data protection by design and by default, and the territorial scope
(i.e., data sharing beyond the EU/EEA/UK). The organisation of the Results
and Findings section can be found in Figure 4 where the themes summarised
under each subsection are given to help an interested reader to navigate to the
parts of their interest. Due to space limitation, themes are not given for the
subsections which do not include any theme other than the ones already given

in the titles.

Table 1: Encoding scheme

Category/Theme

Codes

Personal data in block-
chains

PublicPrivateKeys, PersonalDataOfOthers

Roles and responsibili-
ties in blockchains

WholsProcessorOrController, DataSubjectIsDat-
aController, WhoHasLegalResponsibility

Solutions for protection
of personal data in
blockchains

ZeroKnowledgeProof, ChamelonHash, RingSigna-
tures, Salting, MerkleTrees, SecureMultiPartCom-
putation, PseudonymisedDatalsPersonalData,
PseudonymisedDatalsAnonymizedData, DoNot-
StorePersonalDataOnChain,  RisksOfQuantum-
Computers, DoNotReusePublicKeys, Anonymiza-
tionlsGDPRCompliant, AnonymizationIsNot-
GDPRCompliant, AnonymizationIsIllegal, Sensi-
tiveDataStorageOnChain

Data subject’s rights

RTBF (ImmutabilityIsAProblem, Immutability-
IsNotAProblem, HashingOut, RemoveSecretKey,
ConsensusToDelete, DisableAccess, Prunning,
MainChainSideChain), RightToRectification,
RightToBelnformed, RightOfAccess, RightToOb-
ject, AutomatedDecisionMaking, RightToData-
Portability, RightToRestictProcessing

Lawfulness, fairness
and transperancy

ConsentManagement ViaBlockchain, AccessCon-
trolViaSmartContracts, LegitimateUse, UseCas-
esForLegitimateUse, Transperancy, Lawfulness,
DataBreaches, DataBreachNotification

Other principles

DataMinimisation, StorageLimitation, Security

Other topics

ProtectionByDesignDefault, TerritorialScope

4.83. Personal Data in Public Blockchain Systems

In order to assess whether personal data may be processed legitimately on
public blockchain systems, this subsection is dedicated to understand different
types of data on the blockchain and their key components.
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HashingOut
ImmutabilityIsAProblem
WholsProcessorOrController

| 58

| 53

| 43

ConsentManagement ViaBlockchain | 26
DataMinimisation | 24
AccessControlViaSmartContracts | 23

PseudonymisedDatalsPersonalData
ProtectionByDesignDefault
DoNotStorePersonalDataOnChain

19
18
18

ZeroKnowledgeProof [ 7117
RemoveSecretKey [ 116
16
716
114
114
12
7110

Security
PublicPrivateKeys
StorageLimitation
Transperancy
RightToAccess
LegitimateUse

Figure 3: Most popular codes

4.3.1. Transactional Data

Transactional data is the most common data type in all types of blockchain
systems. Depending on the underlying use case, the content of a transaction
tends to include personal data such as personal identifiers, financial or medical
information relating directly or indirectly to data subjects. In case of public
blockchain systems that cover smart contracts, executions of smart contract
functions are also held in the transactions.

Transactional data can appear in three forms in blockchain systems: plain,
encrypted, or hashed. Keeping data in plain text is problematic from a data
protection perspective, especially for public blockchain systems. Therefore, it
is often the case that some public blockchain systems choose to keep data in an
encrypted or hashed form. However, encrypted or hashed data is still personal
data, as it falls under the category of pseudonymised data defined by the GDPR
as explained before. As mentioned before, the GDPR defines pseudonymisation
as “the processing of personal data in such a manner that the personal data
can no longer be attributed to a specific data subject without the use of addi-
tional information”. Here, the important question is to define this additional
information in the blockchain context and identify how the personal data can
be revealed. When data is stored in an encrypted form, it can still be decrypted
with the correct key which makes the key the additional information to reveal
the personal data.

It is discussed in the literature that there is a linkability risk when data
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4.1 General Statistics
4.2 Encoding Scheme

—' 4.3 Personal Data in Public Blockchain Systems
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4.8 Right of Access

—' 4.9 Right to be Informedl
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Figure 4: Organisation of the results and findings
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stored in a hashed form: the possibility to link a particular piece of data and
a hash value can still be found or a hash value might be used to infer personal
information, when the same hash value is stored multiple times (Erbguth, 2019;
Duarte, 2019). Therefore, it is not surprising that we observed a general con-
sensus in the literature, which highlights that transactional data pseudonymised
via encryption or hash functions should still be considered personal data (Gior-
dano, 2021; Politou et al., 2019; Wirth and Kolain, 2018; Molina et al., 2021;
Giannopoulou and Ferrari, 2018; Kolan et al., 2020; Wilford et al., 2021; Ferrari
et al., 2018; Duarte, 2019; Teperdjian, 2020; Dutta et al., 2020; Schmelz et al.,
2018; Karasek-Wojciechowicz, 2021; Alessi et al., 2019; Duarte, 2019).

However, even though not many, there are different opinions proposed in
the literature. The GDPR makes it clear that pseudonymisation of data does
not equal to anonymisation®, however, it does not make the distinction between
the two methods very clearly. Recital 26 of the GDPR specifies that data be-
comes anonymous if it is “reasonably likely” that no identification of the data
subject can be derived, which led to different understandings among researchers
and even different national data protection authorities. For example, accord-
ing to the Irish data protection authority (DPA) Data Protection Commission
(DPC), the data has to be rendered “irreversibly” anonymous and the crite-
rion of irreversibility is linked to the absence of reasonable likelihood of iden-
tifiability (Giannopoulou, 2020). The French data protection authority CNIL
(Commission nationale de l'informatique et des libertés) takes a similar posi-
tion and acknowledges that anonymisation tends to make identifiability “prac-
tically impossible” (Martin-Bariteau, 2018). However, Spanish DPA (AEPD,
Agencia Espaifiola de Proteccién de Datos) provides a more absolute approach
regarding hash functions and reported that whether to consider hashed data as
anonymised or pseudonymised depends on a variety of factors ranging from the
entities involved to the type of the data at hand (Giannopoulou, 2020). Simi-
larly, the UK’s DPA Information Commissioner’s Office (ICO) once advised on
its website (on 20th October 2017) that®:

“Personal data that has been pseudonymised — e.g. key-coded — can
fall within the scope of the GDPR depending on how difficult it is to
attribute the pseudonym to a particular individual.”

However, this moderate definition seems to have changed as now the ICQO’s
website clearly states that”

“However, pseudonymisation is effectively only a security measure.
It does not change the status of the data as personal data.”

5The GDPR, supra note 291, Recital 26

Shttps://ico.org.uk/media/for-organisations/data-protection-reform/overview-of-the-
gdpr-1-13.pdf (Page 4)

Thttps:/ /ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-
data-protection-regulation-gdpr/what-is- personal-data/what-is-personal-data/#pd4
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In the context of the GDPR’s predecessor the EU DPD 1995, a similar opinion
was provided by Article 29 Data Protection Working Party (Article 29 Data
Protection Working Party, 2014), which acknowledged that even though pseu-
donymisation reduces the linkability to original identity, it does not eliminate
the risk of the data subject being identified, e.g., decrypting an encrypted piece
of data via brute-force attack without the decryption key.

We observed various discussions on this topic in papers we covered in the
SLR. For instance, it was noted by Erbguth (2019) that when only the data
subject has the key and nobody else can get hold of it, it is doubtful if the
GDPR is meant to protect the data subject from the risk of decrypting the
data itself. Giordano (2021) pointed to the same issue and emphasised that,
since the key usually remains in the exclusive ownership of the user himself,
there is no intermediary nor central body has knowledge of the link between
the key and its user. Therefore, he proposed that the nature of the information
and of data flows affected by the blockchain technology is still far from being
defined. In a similar study, Rampone (2018) differentiated the two roles and
proposed that key-coded data is personal data only for the owner of the list of
correspondence that links the codes and the data subject’s identities and for
those who can reasonably gain possession of it. However, she did not consider
key-coded data personal for those who do not have the list of correspondence
and are not allowed to have access to it.

In a relevant study, Guggenmos et al. (2020) conducted a participatory ac-
tion based research and they held workshops to pinpoint blockchain systems’
GDPR compatibility issues. Their study covered developers, regular stand-ups
and management meetings. As a reflection from their legal analysis, they con-
cluded that the prototype under analysis in the study did not comply with the
GDPR as the use of an identifier made all data on the blockchain personal
data. However, surprisingly it was added that the legal opinion indicated that
a pseudonymisation solution would resolve this problem. Perhaps more surpris-
ingly, Stan and Miclea (2019) argued that the health data, which is considered
sensitive by the GDPR, could be stored as a hash on a block, without violat-
ing the GDPR as the data cannot be returned to its original state and it is
therefore sufficiently anonymous. Similarly, Politou et al. (2019) suggested to
protect sensitive data in the long term by using symmetric algorithms with long
key lengths. However, researchers also stated that such a choice would have a
severe impact on the storage requirements of the designed blockchain systems.
Eichler et al. (2018) pointed to off-chain storage solutions in the same context
and stated that if the data linking the hashed data to a data subject was kept
off-chain and was later erased, the hashed data should once again be considered
sufficiently anonymous.

Among those discussions in the literature, the main challenge is given on
the fact that data is stored for an unlimited period of time in public blockchain
systems. Thus, potential future technological development is frequently sug-
gested to be considered when assessing the reliability of current techniques to
protect privacy of personal data on blockchains. It is commonly emphasised in
the literature that even though it is unlikely for the state-of-the-art methods to
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link encrypted personal data back to the data subject at the moment, the same
cannot be guaranteed in the future due to the rapid advancement in the tech-
nology (Eichler et al., 2018; Giannopoulou and Ferrari, 2018; Schellinger et al.,
2022; Erbguth, 2019; Wirth and Kolain, 2018). For instance, advancements in
quantum computing were mentioned to pose risks to public-key cryptography
as available quantum computers may soon be powerful enough to derive private
keys used to encrypt personal data today (Shahaab et al., 2020).

To summarise, there have been different opinions regarding whether pseudo-
nymisation techniques used by blockchain systems could render data sufficiently
anonymous and there is no observed consensus on what techniques are sufficient
to anonymise personal data to the point where the resulting output can poten-
tially be stored in a blockchain system in a GDPR-compliant way.

4.3.2. Metadata

Metadata is another set of data stored in blockchains that may qualify as
personal data. Blockchain technologies rely on public-key cryptography where
public keys are used for validating transactions. Those keys are essential el-
ements of the metadata and must be publicly available on the blockchain to
enable validation of transactions.

We observed a consensus in the literature that public keys serve as the type of
identifiers mentioned in Recital 30 of the GDPR, since those keys are often used
to identify the origin of transactions and when associated with other information
they constitute personal data (Martin-Bariteau, 2018; Finck, 2018; Buocz et al.,
2019; Politou et al., 2019; Dekhuijzen, 2019; Molina et al., 2021; Ahmed et al.,
2020; Jaccard and Tharin, 2018; Kolan et al., 2020; Ferrari et al., 2018).

The French DPA CNIL considered the risk of identification of individuals
via use of additional information and noted that blockchain applications should
implement solutions to ensure that any additional personal data is not stored
on the blockchain in clear text (Martin-Bariteau, 2018). This was stressed
with highlighting the fact that public keys are essential to the blockchain’s
proper functioning and their retention periods are aligned with the those of the
blockchain’s lifetime (Martin-Bariteau, 2018).

Finck (2018) explained the potential of public keys to identify individuals
with the following examples. 1) If someone uses the blockchain to transfer
ownership of a house that will be public due to the nature of blockchain, then,
if the person’s neighbour would know that such a transfer took place, he/she
could associate the public key to the transfer that was made and link the public
key with the house owner. 2) Some users may prefer to share their public
keys online intentionally to receive donations, which may link their address to
their real-world identities. 3) Additional information that might be gathered in
accordance with regulatory requirements, such as where cryptoasset exchanges
perform “Know Your Customer” (KYC) and “Anti-Money Laundering” (AML)
duties, can lead to disclosures of real-world identities behind the public keys
(this scenario was also mentioned in (Duarte, 2019)).

In addition to the above simple scenarios where identification of data subjects
behind public keys can happen, more advanced pattern analysis is also given in
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the literature as a risk. It has been argued that patterns may emerge if the same
public key is used by the same natural person in several transactions, which can
be used to re-identify them (Schmelz et al., 2018; Duarte, 2019).

Even though not many, there are researchers who expressed opposite opin-
ions in the context of considering public keys as personal data. Rampone (2018)
argued that the definition of personal data, albeit in the form of pseudonymous
data, given in the GDPR does not apply to public keys used in blockchain sys-
tems. His argument is around public keys being used to solve a technical prob-
lem about facilitating trust in a peer-to-peer network and not actually designed
to allow for revealing personal identities. Therefore, he suggested them to be
considered neither personal nor pseudonymous data even though they could be
used to carry out advanced digital forensic searches to track down the identity
of the private key holders. He noted that a public key is not always associated
with a natural person and it may be used by a legal entity, which makes equat-
ing public keys and pseudonymous data wrong. He also added that, due to the
lack of a correspondence list that maps public keys to personal IDs, and such
a correspondence list cannot be easily obtained in normal conditions, public
key is nothing but a piece of information indicating a certain credit availability.
In payment situations where the debtor and the creditor know each other, it
would be a contingent correspondence related only to a given transaction in
progress, however, Rampone (2018) noted that this could not be extended to
other transactions.

With similar arguments, Eichler et al. (2018) proposed that public keys were
not expected to be personal data in two circumstances: when a key does not
belong to a natural person or was not created on behalf of a natural person; and
when a key could not be linked to a natural person by reasonable means and
is therefore truly anonymous. As done by Rampone (2018), highlighting that
public keys are unavoidable component of the blockchain technology, Eichler
et al. (2018) noted that the law must acknowledge a new way to think about
public keys.

A more moderate approach was followed by Koscina et al. (2021) who recog-
nised public keys as personal data, however, using them in blockchains is inter-
preted as the maximum minimisation of information (Article 5(c) of the GDPR).
Similarly, Giannopoulou and Ferrari (2018) also argued that combined with nec-
essary privacy enhancing mechanisms, public keys could fulfil the data minimi-
sation requirements of the GDPR.

In brief, to make a truly GDPR-compliant blockchain system, public keys
are one of the biggest challenges as they are an essential component of the
blockchain technology and cannot be moved to be off-chain like other data.
However, there are techniques provided in the literature for anonymisation of
public keys such as ring signatures and zero-knowledge proofs, which will be
explained later in Section 4.5.

4.4. Roles and Responsibilities in Blockchain Data Processing

One of the most common debates in the literature in the context of GDPR
compliance of public blockchain systems is around identification of data con-
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trollers and processors. As explained before, the GDPR identifies a data con-
troller as an entity that jointly or alone determines the purposes and means
for the processing of the personal data. The key component in this definition
is being able to have the decision-making power over the processing. On the
other hand, a processor is an entity who processes personal data on behalf of a
controller.

For data controllers of public blockchain systems, there are three different
opinions among researchers as discussed in the papers covered by our SLR:
nodes (lightweight nodes, full nodes, miners, all nodes as joint controllers), de-
signers/developers, and users. In contrast, for data processors public blockchain
systems, there is more consensus among researchers: users and nodes on the
blockchain network. In this subsection, we summarise such discussions and
highlight conflicting interpretations.

The majority of the articles covered in our SLR provided a network perspec-
tive and are based on the assumption that data subjects are participants of the
network and add personal data to the blockchain themselves. However, some
other researchers considered the scenario where a user of a blockchain-based
application adds personal data to the blockchain on behalf of a data subject.
The identification of roles and responsibilities in these two types of scenarios
differ greatly, as summarised in the following two subsections from two different
perspectives (the blockchain network and application domains).

4.4.1. Perspective of Blockchain Network

As stated above, a majority of studies covered in our SLR highlighted dif-
ferent roles and responsibilities of different actors who contribute to the func-
tioning of the blockchain network differently. A blockchain network can con-
sist of full nodes (nodes that maintain a full local working copy of the whole
blockchain) (Bitcoin Wiki) and lightweight nodes (those who do not down-
load the entire blockchain but only the block headers) (Bitcoin Wiki, 2018).
Lightweight nodes rely on full nodes to access the full content of the network.
Both lightweight and full nodes can request to create new transactions in the
network by broadcasting such request to all nodes. Some full nodes are miners,
who write to the blockchain network by investing processing power into solving
a cryptographic puzzle so that they can create new blocks and get rewarded
for each new block created. A blockchain system uses a distributed consensus
protocol to allow miners to create new blocks and for full nodes to jointly decide
which branch of a blockchain network will become the main chain. From the
GDPR’s perspective, this protocol determines the purposes of the blockchain
system and means of data processing. The rules in a distributed consensus pro-
tocol and a blockchain system are created by developers who are another type of
actors responsible for functioning of the network. In some studies, researchers
did not differentiate the different types of nodes and stakeholders and argued
that the owner of each node should be considered as a joint “controller” of the
processing of personal data according to the GDPR (Fabiano, 2017b; Schmelz
et al., 2018). However, other researchers recognised the different types of node
and stakeholders. Their opinions are summarised below.
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Lightweight nodes. According to Buocz et al. (2019), lightweight nodes of the
Bitcoin network cannot be considered controllers since they can only request to
create transactions and determine only the input address, the output address,
and the transferred amount. They argued that lightweight nodes’ ability to
request creation of transactions would be an excessive interpretation of the term
“controller” since they only define “what” (the transactions) but not “why” and
“how” of the processing like a real controller should do.

Full nodes and miners. Buocz et al. (2019) noted the essential contributions
of full nodes to the functioning of the blockchain network, however, as they
cannot change the protocol by themselves or choose a different protocol within
the respective software, they were not considered controllers. However, Jaccard
and Tharin (2018) argued that when a number of full nodes form more than
50% of all mining power, they should qualify as joint controllers. Considering
the activity of full nodes similar to Internet hosting, they also claimed that
every full node and perhaps every miner would qualify as a data processor
under the GDPR. They further added that following a similar logic lightweight
nodes might also qualify as processors. Responsibilities of the miners were
found insufficient as controllers by some researchers due to the lack of their
power in determining the purposes or means of the processing (Buocz et al.,
2019; Ramos and Silva, 2019; Giordano, 2021; Schellekens, 2020; Eichler et al.,
2018). Schellekens (2020) added that miners are unlikely qualified as processors
because users neither know the miners nor do they have a contractual relation
with them. On the contrary, miners were considered to be data processors by
some other researchers (Duarte, 2019; Suripeddi and Purandare, 2021).

It has also been acknowledged by some researchers that, in certain cases,
nodes and miners could define their own purposes and set up their own means
via accessing the public database stored on the blockchain to collect personal
data for commercial purposes, or changing the rules of the blockchain-based
platforms by creating a fork in the chain (Duarte, 2019). In such cases, one
could argue that nodes and miners become joint controllers.

Even though the lack of capacity to qualify as a controller dominates re-
search papers covered in our SLR, we also identified some opposite opinions.
For instance, Ibdnez et al. (2018) argued that miners could be considered as
controllers since they determine why and how their own local version of the
block is processed. Some other researchers also agreed that every miner on a
public blockchain network could qualify as a controller in theory (Hofman et al.,
2019; Herian, 2018).

All nodes as joint controllers. Holding all nodes responsible is an alternative
opinion in many papers covered (Buocz et al., 2019; Fabiano, 2017a; Wirth and
Kolain, 2018; Molina et al., 2021; Giannopoulou, 2020; Karasek-Wojciechowicz,
2021; Alessi et al., 2019). It has been argued that either all nodes collectively — as
a partnership — is the controller within the meaning of Article 4(7) of the GDPR
or all individual nodes are joint controllers under Article 26 of the GDPR (Buocz
et al., 2019; Wirth and Kolain, 2018). However, some researchers highlighted
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that joint controller-ship requires that controllers, by means of arrangements
between them, determine (and thereby divide) their respective obligations, but
this does not correspond to nodes in public blockchain systems (Dekhuijzen,
2019; Ahmed et al., 2020). Campanile et al. (2020) added that lawful processing
of personal data requires all nodes holding personal data to be known by the
users as joint controllers, which is not possible for public blockchain systems.

Designers/Developers. The discussions regarding responsibilities of designers
and developers are even more diverse. While examining the responsibilities of
the developers, Buocz et al. (2019) started the discussions with the following
question: who determines the content of the code (“governance of infrastruc-
ture”)? This question is important since it defines the responsibility of the
data controller(s) in a blockchain system. Buocz et al. (2019) highlighted the
dynamic nature of open-source project teams where a dynamic group makes
proposals and offers inputs to improve the code. They added that despite this
dynamic nature, development and maintenance of the code ultimately relies on
a small number of core developers who play a key role in the design of the
platform. Schellekens (2020) had the view that even though the core developers
determine the content of the protocol proposal, they cannot decide whether it
will actually be the way that data will be processed within a blockchain network.
Therefore, some researchers concluded that developers could not be considered
as controllers (Buocz et al., 2019; Eichler et al., 2018; Giannopoulou and Ferrari,
2018; Schellekens, 2020). Eichler et al. (2018) added that the capacity of devel-
opers is limited to developing tools and it is up to participants of the blockchain
system to decide how those developed tools are used. System administrators,
for instance, are mentioned as an important type of actors who decide whether
to adopt the code or not.

Interestingly, Jaccard and Tharin (2018) suggested that the first designers
be considered as the first data controllers and to be held liable for certain dam-
ages and responsible for the respect of certain obligations. Keeping the data
protection by design and by default principles in mind, they added that author-
ities and private parties could be tempted to hold those designers liable as data
controllers.

We also observed discussions on the responsibilities of developers of smart
contracts. Some researchers considered smart contract developers as processors
since they process personal data on behalf of data controllers according to Arti-
cle 28 of the GDPR (Ramos and Silva, 2019; Erbguth, 2019; Dutta et al., 2020).
Ramos and Silva (2019) argued that the same applied to miners as they followed
the data controllers’ instructions for checking whether a transaction meets set
technical criteria. Dutta et al. (2020) noted that both smart contract developers
and smart contracts themselves could also be considered as data processors.

Participants with special power. Some researchers claimed that (Guggenmos
et al., 2020; Campanile et al., 2021), data on a blockchain network is pseudonymised,
and it only qualifies as personal data to those participants who possess certain
additional information that allows attribution of the data to a data subject.
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Based on that, they argued that only those participants who possess the ad-
ditional information (e.g., decryption keys) required for attribution qualify as
controllers. Related opinions were proposed in (Tatar et al., 2020; Karasek-
Wojciechowicz, 2021), where it was reported that in off-chain storage solutions,
the party who controls the off-chain storage could be counted as a data con-
troller as they have the power of determining the purposes and means of data
processing.

Users. Another type of actors, users, were also discussed as controllers by some
researchers since they decide what information is included in a transaction, and
by this means, determine the details of processing (Wrigley, 2019; Ramos and
Silva, 2019; Fabiano, 2017b; Al-Abdullah et al., 2020; Kondova and Erbguth,
2020; Giannopoulou, 2020; Walters, 2019; Ferrari et al., 2018; Erbguth, 2019).
This interpretation raises the interesting point that individual users can be both
a data controller and a data subject, which makes many of the data processing
requirements unnecessary. It also raises a difficult question (Millard, 2018):
might they be exempt from regulation considering that they are processing
data in the course of a purely personal or household activity?

The strongest argument regarding the user’s role is that if a user chooses to
use a blockchain or blockchain-based application, this makes themself determine
the “purposes” and “means” (Schellekens, 2020; Duarte, 2019). For instance,
Duarte (2019) claimed that when a user chooses to use a blockchain network even
though there are different types of payment methods and different platforms,
they determines the “means” and making a transaction would mean determining
the “purpose”. On the other hand, Buocz et al. (2019) argued exactly the
opposite: although a user has the factual power over the processing as they
could choose to connect to the blockchain and leave whenever they want, it
is unclear if they have the power to determine the means and the purpose of
the processing, and thus, they could not be labelled as a controller in a public
blockchain system.

Schellekens (2020) noted that it could be desirable to designate the user as
a joint controller together with the administrators of nodes (and also with core
developers of the blockchain system). He explained that this would create a
clear addressing point for a data subject seeking to exercise their rights. How-
ever, considering the administrators as joint controllers together with the core
developers was given as the strongest argument in the same study. Schellekens
(2020) also noted that even though a user could be considered as a data con-
troller, they may not be able to fulfil the responsibilities of a controller, which
would include making binding contracts with processors, exercising the neces-
sary control over the full nodes, and deleting data from the blockchain. In this
context, Al-Abdullah et al. (2020) recommended the use of a contract which
would include the terms and conditions to be agreed upon whenever a user, a
node or a miner first uses a blockchain system. This approach can help define
the use case and then the role of a user as a data controller, a data processor or
a data subject.
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Enforcement of responsibilities. Some researchers also raised concerns on legal
responsibilities of controllers. In summary, it was reported that problems of
enforcement would remain unclear due to the distributed nature of blockchain
systems and the network lacks identifiable managing partners, and clear and
transparent allocation of responsibilities (Buocz et al., 2019; Finck, 2018; Lima,
2018; Riva, 2020; Jaccard and Tharin, 2018; Teperdjian, 2020). Holding a col-
lective responsible that does not have any statutory representatives would cause
ambiguities for legal enforcement bodies. It is hard to answer how the respon-
sible parties should take care of blockchain security, for instance, in case of a
data breach (Teperdjian, 2020). Teperdjian (2020) also emphasised that data
subjects require a contact person to exercise their rights such as the right of ac-
cess, the right to object to the processing of data and to automated processing,
however, decentralised and automated blockchain systems have no single point
of contact to make these requests.

Buocz et al. (2019) argued that legal responsibilities could be allocated to
all peers in a blockchain network, however, he also added that identifying the
individuals behind the network nodes could be very complicated in practice
since they are constantly changing. Due to those difficulties, Tatar et al. (2020)
recommended imposing the obligation to identify a person or an entity as the
representative of the whole users in a given blockchain network prior to joining
the system. Wrigley (2019) stated that even this would most likely require
a significant amount of processor agreements in practice, and in theory, it is
certainly not unfeasible to make joint agreements between all participants and
parties that run the nodes.

Another concern was given regarding the governing law. Herian (2018)
stated that, to identify the jurisdiction whose law should be applied, we need
to know where a data controller is physically located. This can be difficult to
achieve for public blockchain systems.

Governmental positions. In addition to researchers’ opinions we observed in the
research papers covered in our SLR, it is useful to compare them with positions
of relevant national authorities in the EU/EEA /UK. CNIL, the French DPA,
noted in a 2018 report (CNIL, 2018) that participants who have a right to
write on the chain and who decide to submit data for validation by miners can
be considered as data controllers. Therefore, CNIL considers any legal person
who registers personal data, on behalf of a natural person, in a blockchain
system as a data controller. However, natural persons, outside a professional or
commercial activity, are not considered as data “controllers” due to the principle
of domestic exception defined in Article 2 of the GDPR. CNIL did not evaluate
developers or creators as a whole, but noted that designers of smart contract
algorithms may be qualified as processors or controllers, depending on their
role in determining the purposes. They considered miners as processors and
suggested creating a contract between miners and the controller, specifying the
obligations of each party and incorporating the provisions of Article 28 of the
GDPR. However, CNIL did not consider miners as controllers due to their lack
of power on intervening in the purpose of the transactions.
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On the other hand, the Hungarian NPA, National Authority for Data Pro-
tection and Freedom of Information, adopted a different position and consid-
ered each user who adds data to a blockchain as a data controller (Hungarian
National Authority for Data Protection for Data Protection and Freedom of In-
formation, 2018). EU Blockchain Observatory and Forum, a semi-governmental
body in the EU, also highlighted the ambiguities in a 2018 report (Lyons et al.,
2018), which stated that in situations where application developers or consortia
act as intermediaries between individual users and a blockchain network, they
would most likely be considered as data controllers. However, it was also covered
in the report that there are cases where it was difficult, and perhaps impossi-
ble, to identify a data controller, particularly when blockchain transactions are
written by data subjects themselves.

4.4.2. Perspective of Application Domain

The discussions given in Section 4.4.1 mainly depend on the assumption that
the data subject is a participant of the blockchain system and puts personal
data of their own (see Use Case 1 in Figure 7). However, there is another
use case, which is more common in some applications, where data subjects use
an application where a blockchain system is used as a service. In the latter
case, service and application providers that determine the purpose and means
of personal data processing are argued to be data controllers (Moerel, 2018;
Erbguth, 2019; Ferrari et al., 2018). It is noted that, only when nodes and
miners have a more active role in processing the data for their purposes, they
qualify as data controllers (Al-Abdullah et al., 2020), not while processing data
on behalf of user without any impact on the algorithm used.

4.5. Technical Solutions for Protection of Personal Data in Public Blockchain
Systems
Blockchain systems do not necessarily mean to keep personal data, however,
the possibility of personal data being kept in a blockchain system cannot be
ruled out. In this subsection, we first discuss data anonymisation methods for
blockchains, and then, summarise technical solutions proposed in the literature

to protect personal data in those systems so the blockchain system can be more
GDPR-compliant.

4.5.1. Anonymisation

Some researchers investigated the GDPR, compliance issues of anonymised
data in public blockchain systems. Anonymisation services were considered
fully-compliant with the GDPR to protect privacy, however, there were con-
cerns about de-anonymisation attacks and whether the GDPR’s threshold for
anonymisation is currently reachable on public blockchain systems (Biryukov
et al., 2014; Meiklejohn et al., 2013; Karasek-Wojciechowicz, 2021). On the other
hand, Karasek-Wojciechowicz (2021) claimed that if the data is anonymised,
then the linkage of data on a public blockchain with a data subject would be
impossible for any controller without the use of additional information pos-
sessed by that data subject. She considered it practically impossible for data
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controllers to find the user in possession of additional information needed to
identify the data subject.

Another concern regarding anonymised data is the lack of legal certain-
ties and untraceable payment transactions that contradict the KYC and AML
laws (Schmelz et al., 2018). Therefore, even though the use of data anonymisa-
tion services might solve issues with the GDPR, it will likely raise other legal
issues.

It is important to underline that data anonymisation techniques are mainly
applied to transactional data, however, as discussed before personal data in
public blockchain systems are not limited to transactions (e.g., public keys can
be considered personal data). In the rest of this section, we summary data
protection techniques proposed for public blockchain systems, highlighting the
type of personal data that they can protect.

4.5.2. Hashing Out

The most common technique proposed for protecting personal data in trans-
actions is the “hashing out” technique. It is achieved by storing hashes of data
on-chain and keeping the actual data off-chain by using a local database, elim-
inating several concerns raised by the distributed nature of public blockchains.
This also allows to store more data on the blockchain as the size of hashes is
much smaller than that of actual data.

4.5.8. Zero Knowledge Proof

Another proposed solution, which received the second most attention re-
search papers covered in our SLR, is zero-knowledge proof (ZKP). ZKP is
a cryptographic technique used to ensure privacy without damaging trans-
parency (Quiniou, 2019). It allows the entire blockchain network to agree on the
validity of a transaction without revealing the content of the transaction and is
recognised by several researchers as an effective privacy-enhancing technology
that can lower the risk of liability for GDPR, violations (Hasselgren et al., 2020;
Molina et al., 2020; Erbguth, 2019; Damian et al., 2019; Molina et al., 2021; Eich-
ler et al., 2018; Jaccard and Tharin, 2018; Walters, 2019; Ferrari et al., 2018;
Dutta et al., 2020; Suripeddi and Purandare, 2021). Schellinger et al. (2022)
recommended this technique if the verification of important information such
as balances, coordinates, or signatures is required. Some researchers also added
that this technique should be considered from the very beginning of the devel-
opment cycle, i.e., it was recommended as a privacy-by-design solution (Moerel,
2018; Mannan et al., 2019; Pagallo et al., 2018; Giannopoulou, 2021). This tech-
nique was also seen as a solution to comply with the RIBF (Poelman and Igbal,
2021). Although it is a prominent solution used in many applications, its main
drawback was reported as the high computational workload (Schwerin, 2018).

4.5.4. Merkle Trees

Similar to ZKP, Merkle trees were recommended by some researchers to
assure data integrity. Schellinger et al. (2022) claimed that ZKPs or Merkle trees
can be used to achieve a privacy-preserving record of data on the blockchain that
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does not fall within the scope of the GDPR. Merkle trees were also recommended
in the scope of implementing privacy by design (Schmelz et al., 2018).

4.5.5. Ring Signatures

Another type of cryptographic methods proposed for addressing the GDPR
compliance issue are ring signatures. Ring signatures refer to digital signatures
performed by a group, each member of which has a private key to sign a given
transaction. While it is known that one of those members initiate the signing,
it is not possible to know which member it is. Thus, this provides a strong
protection to personal data. Therefore, some researchers adopted or recom-
mended the use of ring signatures for GDPR compliance (Al-Abdullah et al.,
2020; Jaccard and Tharin, 2018; de la Cruz, 2019; Walters, 2019; Dutta et al.,
2020). Giannopoulou (2021), however, noted that ring signatures are not yet
subject to standardisation processes by neither the developer communities nor
any formal standardisation bodies. In addition, it also remains unclear if they
reach the GDPR required anonymisation threshold.

Like ZKPs, ring signatures also rely on advanced cryptography, which makes
it harder to integrate into blockchain protocols (Schwerin, 2018). Moreover, the
issues on ZKPs regarding high computational workload are also valid for ring
signatures (Schwerin, 2018).

4.5.6. Secure Multi-Party Computation

Secure multi-party computation (SMPC) is another technical solution pro-
posed (Jaccard and Tharin, 2018), which aims to provide privacy by allowing
multiple parties to perform computations over encrypted data without revealing
their input to each other. This enables hiding content of a transaction while still
allowing validation of the content. In SMPC, during the processing of personal
data, each user’s input is split into multiple pieces and distributed randomly to
other users. Therefore, each user can only see some meaningless portion of the
original data. However, it does not seem to be 