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Forensic mental health services face significant challenges in managing violence and self-harm risks, optimizing
therapeutic security, and planning pathways for individuals with serious mental disorders within criminal justice
systems. Traditional risk assessment tools provide static snapshots that degrade over time and offer limited
personalization. Digital twin technology, which creates dynamic, data-driven computational replicas of real-
world entities, presents a transformative opportunity to enhance decision-making in this complex field. This
narrative review synthesizes emerging concepts, opportunities, and risks surrounding the use of digital twin
technology in forensic mental health, examining how this innovation could augment clinical practice while
addressing critical ethical and legal considerations. We conducted a narrative review of recent literature on
digital twins in healthcare, digital psychiatry, risk management in forensic mental health, and related ethical
frameworks, synthesizing findings from peer-reviewed journals, consensus statements, and policy documents to
map plausible applications, technical constraints, and governance requirements specific to forensic mental health
contexts. Digital twins could enhance violence and self-harm risk management through continuous updating,
personalize care pathways across prisons, courts, and secure hospitals, optimize ward staffing and security
protocols, and support rights-respecting care planning. However, deployment requires robust attention to data
provenance, algorithmic fairness, transparency, clinical validity, and human rights safeguards. We identify a
staged translational pathway with essential guardrails for safe implementation. While digital twin technology
holds considerable promise for forensic mental health, realizing these potential demands rigorous validation,
strong governance frameworks, and sustained co-design with service users, clinicians, and legal stakeholders to
ensure safety and rights protection.

1. Introduction recovery prospects of vulnerable individuals. Clinicians must constantly

balance therapeutic goals against risk management, navigating complex

Forensic mental health services operate at one of the most chal-
lenging intersections in healthcare, where psychiatry meets law and
public protection imperatives.' These services support individuals with
serious mental disorders who have offended or pose significant risks,
delivering care within prisons, secure hospitals, courts, and community
settings.” The decisions made within this system have profound conse-
quences not only for public safety but also for the liberty, dignity, and

* Corresponding author.
E-mail address: d.olawade@uel.ac.uk (D.B. Olawade).

https://doi.org/10.1016/j.jflm.2026.103137

legal frameworks while upholding human rights and ethical principles.”
This delicate equilibrium demands sophisticated tools that can support
nuanced, individualized decision-making.

Current approaches to risk assessment and care planning in forensic
mental health rely heavily on structured professional judgement in-
struments such as the Historical Clinical Risk Management 20 (HCR-20),
the Violence Risk Appraisal Guide (VRAG), and the Psychopathy
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Checklist Revised (PCL-R).*® These tools provide systematic frame-
works for evaluating static historical factors, dynamic clinical variables,
and risk management considerations.® While they represent significant
advances over unstructured clinical judgement, meta-analytic research
reveals important limitations. Their predictive validity varies consider-
ably across settings and populations, deteriorates over time, and pro-
vides limited guidance for individualized interventions.” Moreover,
these instruments typically produce single point-in-time assessments
that cannot capture the rapid fluctuations in risk states that characterize
many forensic patients' trajectories.” These limitations persist even with
optimal implementation, suggesting that non-technological improve-
ments alone, such as enhanced training, increased staffing, or improved
multi-disciplinary collaboration, while valuable, may be insufficient to
address the fundamental constraint of static assessment approaches in
dynamic clinical environments.

The broader landscape of healthcare is witnessing a digital trans-
formation that promises to revolutionize how we monitor, predict, and
personalize care.® Digital twin technology stands at the forefront of this
revolution.” Originally developed in aerospace and manufacturing to
create virtual replicas of physical systems, digital twins have recently
gained traction in medicine.'’ These sophisticated computational
models integrate multiple data streams, update continuously with
real-world observations, and enable scenario testing before imple-
menting changes in practice.'! Digital twins are particularly relevant for
modelling complex psychiatric phenomena in forensic contexts because
they can simultaneously integrate biological markers (sleep, activity,
heart rate variability), clinical observations (symptom fluctuations,
medication responses), behavioural patterns (social interactions, ward
incidents), and contextual factors (environmental stressors, interper-
sonal dynamics) into unified, dynamic representations that capture the
multi-factorial nature of mental health risk trajectories. Early applica-
tions in cardiology, oncology, and intensive care demonstrate the po-
tential for digital twins to improve outcomes through precision medicine
approaches.'? The extension of this technology to mental health, and
specifically to forensic mental health, represents both an exciting fron-
tier and a critical test of our ability to deploy advanced technologies
ethically in high-stakes environments.'*

Digital phenotyping, the moment-by-moment quantification of the
individual-level human phenotype using data from personal digital de-
vices, provides a complementary innovation that could fuel forensic
mental health digital twins.'* Smartphones, wearable sensors, and
environmental monitors can now capture continuous streams of
behavioural, physiological, and contextual information such as sleep
patterns, physical activity, social interactions, and ambient condi-
tions.'>!° In general psychiatry, research demonstrates that these digital
phenotypes correlate meaningfully with symptom fluctuations, medi-
cation adherence, and relapse risk.!” When combined with traditional
clinical data and sophisticated analytical approaches, these streams
could enable the kind of continuous, contextualized risk assessment that
forensic settings urgently need.'® However, the coercive nature of many
forensic environments raises profound questions about voluntariness,
privacy, and the potential for technology to entrench rather than reduce
restrictiveness. '’

Despite the promise of digital twin technology, its application to
forensic mental health remains largely conceptual and speculative, with
no robust clinical implementations yet documented in the literature.?
This represents a critical limitation that must be acknowledged from the
outset: the evidence base consists primarily of theoretical frameworks,
adjacent applications in other healthcare domains, and digital pheno-
typing research in non-forensic psychiatric populations. The technology
is immature for forensic contexts, and many of the applications dis-
cussed in this review should be understood as aspirational rather than
currently achievable. This creates both an opportunity and a re-
sponsibility to chart a careful course forward. The rationale for devel-
oping digital twin technology in forensic mental health, rather than
pursuing exclusively non-technological improvements, rests on three
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considerations: first, the documented limitations of current risk assess-
ment approaches suggest that incremental refinements to existing
methods may reach a ceiling of predictive validity; second, the matu-
ration of enabling technologies in digital health demonstrates technical
feasibility even if forensic implementations remain absent; and third, the
unique opportunity to address system-level optimization (ward envi-
ronments, pathways, resource allocation) alongside individual-level
care represents a capability that traditional quality improvement
methods cannot readily achieve. The novelty of this review lies in its
systematic mapping of digital twin concepts specifically to the unique
requirements and constraints of forensic mental health, bridging liter-
ature that have remained largely separate.

This narrative review addresses the gap between emerging techno-
logical capabilities and forensic mental health needs by synthesizing
dispersed knowledge across healthcare technology, digital psychiatry,
risk assessment research, and medical ethics. Narrative reviews are
appropriate for exploring emerging topics where evidence remains
preliminary and conceptual frameworks are still developing, allowing
flexible integration of diverse sources to map the landscape of possi-
bilities, constraints, and priorities. Our synthesis draws on literature
from peer-reviewed journals, expert consensus statements, policy doc-
uments, and related fields to construct a coherent understanding of
digital twin applications, technical requirements, ethical implications,
and governance needs specific to forensic mental health.

Our aim is to provide a comprehensive synthesis that can guide re-
searchers, clinicians, policymakers, and technology developers towards
safe, effective, and ethical implementation while acknowledging sub-
stantial uncertainties and the speculative nature of many proposed ap-
plications. The specific objectives are to: (1) define digital twin
technology in the forensic mental health context; (2) identify and crit-
ically appraise potential applications across person, ward, and system
levels; (3) evaluate the current evidence base and readiness for
deployment; (4) analyze ethical, legal, and social implications with
particular attention to coercion, surveillance, institutional power dy-
namics, and structural biases embedded in forensic data; (5) propose a
staged translational pathway with governance safeguards; and (6)
establish research priorities for the field.

2. Conceptual framework: digital twins across levels
2.1. Person-level digital twins

Person-level digital twins represent individual patients by synthe-
sizing electronic health records (diagnoses, medications, assessments,
progress notes), incident logs (aggression, self-harm, rule violations),
legal documentation (index offences, court reports, tribunal decisions),
continuous monitoring from wearables (sleep, activity, heart rate vari-
ability, circadian rhythms), proximity sensors (movement patterns, so-
cial interactions), and environmental data (noise, crowding,
temperature). These twins perform dynamic risk state estimation
providing short-term forecasts (hours to days) of violence, self-harm, or
absconding; risk trait profiling identifying enduring patterns and vul-
nerabilities; counterfactual scenario testing simulating intervention
impacts (medication adjustments, observation changes, graded leave,
environmental modifications) before implementation; and generation of
explainable narratives highlighting key risk contributors and modifiable
targets.”! Outputs support multiple high-stakes decisions including care
planning (therapeutic priorities, intervention intensity, resource allo-
cation), observation level refinement based on continuously updated
estimates rather than periodic assessments, leave planning through
simulation of progression pathways testing readiness and conditions,
and tribunal preparations providing structured, data-informed narra-
tives for transparent scrutiny of detention and risk judgements.??

However, critical ethical considerations accompany person-level
applications. The intensive individual monitoring required raises con-
cerns about surveillance, loss of privacy, and the potential for digital
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twins to function as tools of institutional control rather than therapeutic
support. In forensic settings characterized by involuntary detention and
significant power imbalances between staff and patients, the imple-
mentation of person-level digital twins risks exacerbating existing co-
ercive dynamics. Patients may feel pressured to accept monitoring or
may modify their behaviour not for therapeutic benefit but to appear
compliant and influence release decisions. Furthermore, the data
feeding person-level twins inevitably reflects historical patterns of
institutional bias, for instance, if Black patients have historically been
subject to more restrictive interventions or more frequent incident
reporting, algorithmic models trained on such data may perpetuate
these disparities by flagging similar patients as higher risk. These ethical
challenges must be addressed through robust governance, transparent
consent processes where genuinely possible, and continuous bias
monitoring.

2.2. Ward and service-level digital twins

Ward-level digital twins shift focus from individuals to the opera-
tional environment, modelling patient mix (numbers, acuity, diagnosis
distribution, risk scores, incident rates, medication complexity), staff
characteristics (skill mix, qualified nurses, support workers, specialists,
shift patterns, leave coverage, supervision ratios), physical layout,
observation policies, security protocols, room occupancy, and environ-
mental conditions. The primary function is "what if" scenario testing to
optimize safety, therapeutic climate, and resource efficiency by simu-
lating impacts of admitting high-acuity patients, evaluating de-
escalation training effects on staff confidence and incident prevention,
optimizing staffing rosters against predicted patient needs to ensure
adequate coverage without excessive costs or burnout, and supporting
physical environmental redesign including changes to layout, sensory
rooms, outdoor access, or activity spaces.23 This capability addresses
longstanding concerns about institutional environments that, while
designed for security, may inadvertently increase distress and aggres-
sion through overcrowding, under-stimulation, or lack of privacy,
enabling services to test interventions virtually and make
evidence-informed investments in environmental improvements that
reduce restrictive interventions while maintaining safety.

Ward-level applications present distinct ethical considerations
related to collective surveillance and potential unintended conse-
quences. Aggregated monitoring might identify patterns useful for
violence prevention but could also enable management practices that
prioritize institutional efficiency over patient dignity and autonomy. For
example, optimization algorithms might recommend staffing patterns or
admission decisions that reduce costs or incident rates but inadvertently
compromise therapeutic relationships or patient choice. Additionally,
ward-level data collection may normalize comprehensive surveillance as
an institutional expectation, creating environments where privacy be-
comes exceptional rather than normative. The political dimensions of
forensic decision-making further complicate matters: recommendations
from ward-level digital twins may conflict with professional judgement,
union agreements, or institutional cultures, potentially generating
resistance or selective adoption that undermines effectiveness. Safe
implementation requires transparency about optimization -criteria,
stakeholder engagement in defining acceptable trade-offs, and mecha-
nisms to challenge recommendations that conflict with patient-centered
values.

2.3. Pathway and population-level digital twins

Pathway-level digital twins model patients flow through the forensic
mental health system, from initial contact with criminal justice agencies
through various secure settings and ultimately to conditional discharge
and community integration.?” These system-level models would incor-
porate transition probabilities between settings (e.g., from prison to
medium secure hospital, from medium to low secure, from low secure to

Journal of Forensic and Legal Medicine 120 (2026) 103137

community), lengths of stay in each setting, readmission rates, and
outcomes including community tenure, violent recidivism, quality of
life, and costs.>*

Population-level digital twins could evaluate policy changes before
implementation.?® For instance, policymakers considering alternatives
to custody for certain offences could simulate the likely impact on secure
hospital demand, community service capacity, and public safety out-
comes.”® Changes to conditional discharge criteria, such as relaxing
residence requirements or reducing supervision intensity, could be
modelled to estimate effects on recall rates and resource requirements
27229 such models would need to incorporate equity considerations,
examining whether policy changes differentially affect subgroups
defined by ethnicity, gender, diagnosis, or socioeconomic factors.

These higher-level digital twins complement person and ward-level
applications by addressing system design questions that individual-
level data alone cannot answer. They also provide context for inter-
preting person-level twin outputs: an individual's predicted trajectory
exists within a system characterized by resource constraints, wait times,
and policies that shape both opportunities and barriers to recovery.
However, pathway and population-level models risk concealing struc-
tural injustices within aggregate statistics. If current forensic mental
health systems disproportionately detain ethnic minorities or disad-
vantage women due to services designed primarily for men, models that
treat these patterns as baseline assumptions rather than targets for
transformation may inadvertently legitimize inequitable structures.
Furthermore, population-level optimization focused narrowly on met-
rics like bed occupancy rates or recidivism may obscure outcomes that
matter most to service users, community integration, meaningful re-
lationships, employment, quality of life, if these are not explicitly
prioritized in modelling objectives. Ethical deployment of population-
level digital twins demands critical examination of whose interests are
served by optimization, whose voices inform the definition of desirable
outcomes, and how models can be designed to challenge rather than
replicate structural inequalities.

The conceptual framework for forensic mental health digital twins
operates across three interconnected architectural levels, as illustrated
in Fig. 1, each serving distinct but complementary functions in sup-
porting clinical decision-making and system optimization. Table 1
summarizes the key components and data streams for digital twins
across these three levels.

3. Enabling technologies: digital phenotyping and continuous
monitoring

Digital phenotyping provides continuous data streams that could fuel
person-level digital twins.>’ The concept refers to the quantification of
human behaviour using data from personal digital devices, particularly
smartphones and wearables.®’ In mental health research, studies have
demonstrated that passive smartphone sensors can detect patterns
associated with depression, anxiety, psychosis, and bipolar disor-
der.>>* Sleep regularity derived from accelerometer data correlates
with mood stability.>* Global positioning system mobility patterns
reflect behavioural activation.””> Communication metadata (call and
message frequency, timing patterns) provide proxies for social func-
tioning.36 Screen time and app usage patterns may indicate engagement
or withdrawal.’” However, it is crucial to note that these associations
derive primarily from research in general psychiatric populations and
community settings rather than forensic environments. The extent to
which digital phenotyping patterns generalize to individuals in secure
settings, where environmental constraints, institutional routines, and
the stress of detention may fundamentally alter baseline patterns, re-
mains unknown and requires dedicated validation research.

Wearable devices offer additional physiological signals including
heart rate, heart rate variability, skin conductance, and body tempera-
ture.>® Heart rate variability shows promise as a marker of autonomic
nervous system regulation and stress response, with reduced variability
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Fig. 1. Three-level digital twin (DT) architecture for forensic mental
health. The framework integrates person-level DTs (patient data, risk assess-
ment), ward-level DTs (milieu optimization, restrictive practice reduction),
and system-level DTs (patient pathways, resource allocation) with bidirectional
data flow for continuous learning and evidence-informed decision-making.

Table 1
Components and data streams for forensic mental health digital twins.
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associated with various psychiatric conditions and predictive of
aggression in some studies °°°*!. Actigraphy provides detailed
rest-activity patterns that capture sleep quality, circadian rhythms, and
daytime activity levels, all relevant to risk and recovery in severe mental
illness.””> Again, the evidence base comes predominantly from
non-forensic populations, and whether these physiological markers
maintain their predictive validity under conditions of involuntary
detention, restricted freedom of movement, and institutional stress re-
quires empirical verification.

Environmental sensors deployed in secure settings could comple-
ment personal devices by capturing ward-level contextual factors.*’
Noise level monitors might identify periods of high ambient sound that
increase arousal and tension.** Occupancy sensors could detect crowd-
ing in common areas that may precipitate conflict.** Light sensors could
inform understanding of whether patients receive adequate exposure to
natural daylight, which affects circadian rhythms and mood.*® Tem-
perature and air quality sensors might reveal environmental stressors
affecting comfort and wellbeing.*”

The integration of these streams with traditional clinical data creates
opportunities for rich, contextualized risk assessment. For example, a
digital twin might detect that an individual's violence risk escalates
following nights of disrupted sleep combined with high ward noise
levels and recent medication non-adherence, a pattern that could be
addressed through environmental interventions, sleep hygiene support,
and enhanced medication monitoring.*® This represents an aspirational
capability rather than a demonstrated one: the technical integration of
multimodal data streams, the development of validated algorithms
linking patterns to outcomes, and the establishment of causal pathways
(rather than mere correlations) between factors and risk all remain
substantial research challenges. This kind of individualized, mechanistic
understanding contrasts with the actuarial approach of traditional risk
tools.

However, the deployment of continuous monitoring in forensic set-
tings raises profound ethical questions. Many individuals in secure care
are detained involuntarily and may not be able to provide free, informed
consent to monitoring.* The power imbalance between staff and pa-
tients, combined with patients' understandable desire to present them-
selves favourable to influence discharge decisions, creates risks of
coercion.”® Transparency about what is monitored, how data are used,
who has access, and how monitoring relates to clinical care versus se-
curity becomes essential.”’ Governance frameworks must establish clear

Level

Primary Focus

Key Data Streams

Core Functions

Decision Support
Applications

Key Ethical Considerations

Person-Level
(Clinical
DT) 13

Ward-Level
(Operational
D)2

Pathway-Level
(Population
D)’

Individual
patient
trajectories and
risk states

Secure unit
functioning and
therapeutic
milieu

System flows
and population
outcomes

Electronic health records;
medications; psychological
assessments; incident logs; legal
status; wearable sensors (sleep,
activity, heart rate variability);
proximity beacons;
environmental sensors; patient-
reported outcomes

Patient census and acuity; staff
skill mix and shifts; observation
policies; security protocols; room
occupancy; incident rates;
environmental conditions (noise,
temperature); activity schedules

Transition rates between settings;
lengths of stay; readmission rates;
recidivism data; service capacity;
wait times; costs; community
outcomes; equity metrics across
demographics

Dynamic risk estimation; risk
trait profiling; counterfactual
scenario testing; explainable
narratives; uncertainty
quantification

Scenario testing for
admissions; staffing
optimization; environmental
redesign simulation;
seclusion/restraint reduction;
de-escalation training
evaluation

Policy simulation; capacity
planning; pathway
optimization; equity impact
assessment; cost-effectiveness
analysis

Care planning; observation
level adjustment; medication
optimization; leave
progression; conditional
discharge preparation;
tribunal reports

Admission decisions; staffing
allocation; environmental
modifications; policy testing;
resource planning; safety
protocol optimization

Service commissioning;
policy evaluation; resource
allocation; system redesign;
alternatives to secure care;
community service planning

Intensive surveillance; consent
under coercion; privacy erosion;
potential for behavior modification
to influence release decisions;
perpetuation of historical biases in
incident reporting

Normalization of collective
surveillance; optimization
prioritizing institutional efficiency
over dignity; potential conflicts
with professional judgment and
stakeholder values; risk of
depersonalization

Risk of legitimizing structural
inequalities; concealment of
systemic injustices within aggregate
statistics; potential prioritization of
institutional metrics over service
user-defined outcomes; equity
implications of policy
recommendations
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boundaries, ensuring that data serve therapeutic purposes and reduce
rather than entrench restrictiveness. Moreover, the very act of contin-
uous monitoring may alter behavior in ways that undermine both
therapeutic relationships and the validity of data collected. Patients
aware of being monitored may engage in strategic self-presentation,
concealing genuine distress or modifying conduct to appear low-risk,
potentially defeating the intended purpose of early risk detection
while simultaneously imposing psychological burdens associated with
persistent surveillance.

4. Potential applications and use cases
4.1. Dynamic violence risk assessment

Violence risk assessment represents perhaps the most obvious
application for forensic mental health digital twins.”” Current structured
professional judgement tools provide valuable frameworks but produce
static assessments that become outdated quickly.”® A digital twin
approach would augment baseline structured judgement with streaming
data to produce horizon-specific risk updates.®* Clinicians might receive
alerts when short-term risk escalates based on real-time indicators,
allowing preventive interventions before incidents occur.>”

This approach moves beyond simple risk scores to actionable intel-
ligence about modifiable drivers. Importantly, the digital twin would
quantify uncertainty in its estimates, acknowledging areas where evi-
dence is weak or conflicting. Clinicians would retain ultimate decision-
making authority, using twin outputs as one input alongside their own
observations, therapeutic relationships, and professional judgement.
However, the feasibility of implementing such systems currently re-
mains limited: algorithms capable of reliably distinguishing imminent
risk from baseline variation in forensic populations have not been vali-
dated, false positive rates may be unacceptably high in low-base-rate
environments (where most patients do not engage in violence), and
the mechanisms by which early warning systems would trigger clinically
meaningful responses without generating alarm fatigue or defensive
practices require empirical investigation.

4.2. Medication and treatment optimization

Forensic mental health patients often receive complex medication
regimens including antipsychotics, mood stabilizers, antidepressants,
and medications to manage side effects.”® Balancing efficacy against side
effects such as weight gain, sedation, sexual dysfunction, and metabolic
disturbance remains challenging, particularly because side effects may
contribute to non-adherence that in turn increases relapse risk.””>°® A
digital twin could model individual responses to different medication
combinations, incorporating pharmacogenetic data where available,
prior response history, current symptoms, and side effect profiles.”” This
represents an aspirational application: the mechanistic understanding of
how psychiatric medications work at the individual level remains
incomplete, inter-individual variability in response is substantial and
poorly predicted by available biomarkers, and the ability to accurately
simulate medication effects prospectively has not been demonstrated in
psychiatric populations.

Scenario testing would allow clinicians and patients to explore al-
ternatives: "If we reduce the antipsychotic dose to minimize sedation,
how might this affect symptom stability and risk over the next three
months?°? If we switch to a different mood stabilizer to address weight
gain, what is the probability of destabilization during the transition?"
Such simulations would support shared decision-making, helping pa-
tients understand trade-offs and participate meaningfully in treatment
planning.®" This transparency becomes particularly important in
forensic contexts where medication can be administered compulsorily
but where engaging patients' collaboration improves outcomes and re-
spects autonomy to the greatest extent possible. Yet the validity of such
scenario testing depends entirely on the accuracy of underlying models,
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and overstated certainty in predictions based on immature algorithms
could mislead both clinicians and patients, potentially leading to sub-
optimal decisions disguised as evidence-based medicine.

4.3. Seclusion and restraint reduction

Reducing restrictive practices remains a major priority for forensic
services, driven by both rights concerns and evidence that such in-
terventions can traumatize patients and damage therapeutic relation-
ships.®” Ward-level digital twins could identify conditions that predict
seclusion or restraint use, enabling preventive interventions.®> Analysis
might reveal incidents requiring restraint cluster at shift changes, sug-
gesting improved handover processes or additional staffing at transition
times. Or twins might show that combinations of patient acuity predict
high-risk periods, informing bed management decisions.®* These in-
sights, while potentially valuable, are also achievable through tradi-
tional quality improvement methodologies including incident analysis,
staff interviews, and observational studies, raising questions about
whether digital twin technology offers sufficient added value to justify
its costs and risks in this domain.

Scenario testing could evaluate interventions before implementa-
tion. A service considering enhanced sensory modulation rooms might
simulate their impact on incident rates by modelling patient usage
patterns and hypothesized effects on arousal regulation.®® Training
programmes focused on trauma-informed de-escalation could be eval-
uated by estimating their likely effect on staff responses to early warning
signs. Such modelling would support evidence-informed quality
improvement while minimizing the risk of investing in interventions
that prove ineffective.®” However, the accuracy of such simulations
depends on having validated models of complex multi-causal events
(seclusion and restraint incidents), understanding of how novel in-
terventions would alter staff behavior and patient responses, and base-
line data of sufficient quality, conditions that may not obtain in many
forensic services, limiting the reliability of scenario testing outputs.

4.4. Leave planning and conditional discharge

Decisions about graded community exposure and eventual discharge
rank among the most consequential in forensic mental health. Current
practice relies heavily on clinician judgement informed by risk tools,
care team discussions, trial leaves, and multi-agency input.®® Digital
twins could augment this process by simulating different leave pathways
and discharge scenarios. For an individual approaching conditional
discharge, the twin might model trajectories under various supervision
intensities, testing whether weekly versus fortnightly community psy-
chiatric nurse visits would adequately support stability.°®”° Simulations
could incorporate contingency plans, examining how quickly risk might
escalate if circumstances deteriorate and what monitoring would enable
early detection.”' These applications face the greatest uncertainty:
long-term outcome prediction in community contexts is inherently
limited by unknown future events, changes in social circumstances, and
the difficulty of modeling complex interactions between individual
vulnerabilities and community factors. Overreliance on algorithmic
predictions in discharge decisions could lead to unjustified detention (if
predictions are overly pessimistic) or inadequate support (if predictions
are overly optimistic), with profound consequences for liberty and
safety.

Importantly, such modelling would need to extend beyond recidi-
vism outcomes to capture quality of life, community integration,
employment, relationships, and patient-reported recovery outcomes.””
A discharge plan that minimizes re-offending risk through maximum
restriction may not represent optimal care if it unnecessarily limits
freedom and impedes social recovery.”® Digital twins should therefore
incorporate multiple outcomes weighted according to patient values and
legal requirements, supporting decisions that balance legitimate con-
cerns. The challenge of defining and measuring such diverse outcomes,
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eliciting patient values under conditions of involuntary detention where
preferences may be strategically expressed, and weighting competing
considerations algorithmically without inappropriate value judgments
remains substantial and may ultimately prove intractable without pre-
served human judgment at the center of decision-making.

Table 2 outlines potential use cases and anticipated benefits across
these domains, integrating consideration of both opportunities and
constraints including evidence-based versus speculative claims.

Speculative: No validated algorithms exist

for real-time forensic violence risk
prediction; digital phenotyping associations
derive from non-forensic populations

in community settings inherently uncertain;
simulation accuracy undemonstrated

Speculative: Prospective medication
Speculative: Long-term outcome prediction

Partially feasible: Incident pattern analysis

achievable with existing methods;

prospective simulation of novel
horizon with greatest uncertainty; risk of

inappropriate algorithmic influence on

response modeling not demonstrated in
liberty-depriving decisions

psychiatric populations; mechanistic
understanding insufficient for reliable
interventions remains unvalidated
Highly speculative: Longest prediction
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supervision intensity modelling;
contingency planning; equity-sensitive
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could facilitate pilot implementations, while others struggle with
resource constraints, staff shortages, and outdated infrastructure, com-
pounded by system fragmentation between prisons, hospitals, and
community services creating data sharing barriers.”® The political di-
mensions of forensic services, including tensions between therapeutic
and custodial priorities, union concerns about staffing algorithms, his-
torical distrust between services and oversight bodies, and competing
demands from commissioners, regulators, and service users, create
additional barriers to innovation that purely technical or clinical read-
iness assessments may overlook. Successful implementation will require
navigating these political dynamics thoughtfully, building coalitions of
support, and addressing legitimate stakeholder concerns rather than
treating organizational resistance as irrational obstruction.

Ethical and regulatory readiness remains the most critical gap, as
governance frameworks for artificial intelligence in healthcare evolve
without specificity to forensic mental health's unique legal and ethical
landscape, leaving unresolved questions about consent, data protection,
algorithmic fairness, clinical accountability, and human rights compat-
ibility, further complicated by mental health tribunal involvement
requiring members to understand and trust digital twin outputs while
legal precedents establish how such tools fit within existing detention
and discharge frameworks. International variation in legal frameworks
governing forensic mental health adds further complexity: systems in
England and Wales operate under substantially different statutory
frameworks than those in Scotland, other European jurisdictions, North
America, or Australia, affecting consent requirements, detention
criteria, discharge processes, and oversight mechanisms. Any digital
twin implementations will require jurisdiction-specific adaptation
rather than one-size-fits-all approaches, and guidance for such adapta-
tion remains largely absent from current literature.

6. Ethical, legal, and social implications
6.1. Human rights and least restrictive practice

Forensic mental health operates under intense human rights scrutiny
from international instruments (United Nations Convention on the
Rights of Persons with Disabilities, European Convention on Human
Rights) and domestic legislation (UK Mental Health Act) establishing
principles of least restrictive practice, proportionality, and necessity,
requiring any deployed technology to demonstrably reduce rather than
entrench restrictiveness.”? Digital twins pose both opportunities and
risks: continuously updated risk assessment could enable earlier relax-
ation of restrictions reducing unnecessary detention, transparent rec-
ommendations could support patient advocacy by making decision
rationales accessible to patients, families, and legal representatives, and
ward-level optimization could improve conditions affecting dignity and
wellbeing; conversely, risks include rationalizing excessive surveillance,
reifying stigmatizing risk categories, or shifting decision-making to-
wards algorithmic outputs lacking contextual judgement and compas-
sion essential to humane care.®>%" The history of risk assessment tools in
forensic mental health reveals a troubling pattern: innovations promised
to enable more individualized, less restrictive care but in practice were
often deployed to justify continued detention and expand surveillance.
Any digital twin implementation must be assessed not only against
stated intentions but also against demonstrated impacts on actual
restrictiveness of care, with mechanisms to identify and correct ten-
dency towards net-widening or rights erosion.

Ensuring rights compatibility requires embedding human rights
principles into digital twin design from inception by prioritizing least
restrictive outcomes in objective functions, incorporating patient pref-
erences and values into decision criteria, enabling transparent contes-
tation of recommendations, maintaining human oversight such that
algorithmic outputs inform but never determine decisions, and estab-
lishing independent oversight potentially including patient and advo-
cacy representatives to review implementations for rights impalcts.22
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Furthermore, digital twins should be designed with "opt-out" capabilities
where clinically safe to do so, ensuring that patients who object to
monitoring are not automatically subject to more restrictive conditions
as a consequence, a principle that requires careful balancing against
safety imperatives but remains essential to respecting autonomy to the
maximum extent compatible with public protection mandates.

6.2. Privacy and data protection

The data streams feeding forensic mental health digital twins would
be extraordinarily sensitive.'® Psychiatric diagnoses, incident histories,
index offences, medication details, sensor-derived behavioural patterns,
and contextual information about relationships and social networks all
carry substantial privacy implications.®! Data protection law, including
the UK General Data Protection Regulation and Data Protection Act,
establishes requirements for lawful basis, purpose limitation, data
minimization, security, and accountability.®*%

Processing health data about individuals in criminal justice contexts
creates special category considerations. While consent provides the
preferred lawful basis for data processing, forensic settings raise con-
cerns about whether detained individuals can provide free, informed
consent.”? Alternative lawful bases such as public interest, particularly
provision of health care and public health, may apply but require careful
justification and proportionality assessment.®* Purpose limitation prin-
ciples demand clarity about whether data serve clinical care, security,
research, or other purposes, with strict separation where incompatible
purposes exist.®® The risk of "function creep", where data collected for
therapeutic purposes gradually become available for security, adminis-
trative, or research uses without adequate governance, is particularly
acute in forensic settings where clinical and custodial functions overlap.
Robust technical and policy safeguards against unauthorized access and
purpose drift become essential, potentially including data segregation
architectures that physically separate clinical from security data
systems.

Recent investigations into mental health apps have revealed serious
privacy failures including sharing of sensitive data with third parties,
inadequate security leading to breaches, and lack of transparency about
data practices.®>®” Digital twins must exceed these low standards,
implementing robust security including encryption, access controls,
audit logging, and penetration testing.®® Data sharing between organi-
zational boundaries (e.g., between prison and hospital, or between
health service requires) requires explicit governance including data
sharing agreements, minimal necessary disclosure, and patient notifi-
cation.®” Moreover, forensic mental health data may be subject to
additional disclosure requirements under criminal justice legislation,
creating tensions with therapeutic confidentiality that digital twin
implementations must navigate carefully, ideally with legal advice and
clear protocols for responding to data access requests from law
enforcement, courts, or other agencies.

6.3. Algorithmic fairness and bias

Forensic mental health exhibits substantial inequalities, with ethnic
minorities (particularly Black individuals) over-represented in secure
services relative to general population prevalence even after accounting
for known risk factors, women receiving care in settings designed pri-
marily for men, and individuals with intellectual disabilities facing
communication barriers and detention for behaviours that might not
trigger forensic involvement in neurotypical individuals.’® Digital twins
trained on historical data risk perpetuating or amplifying these in-
equalities if past clinician decisions reflected implicit bias (lower
thresholds for labelling Black patients as dangerous, higher readiness to
use restrictive interventions), if monitoring data are collected unequally
(more intensive surveillance of certain groups), or if outcome data re-
flects differential policing and criminal justice processing.’’ The struc-
tural biases embedded in forensic data are not incidental noise but
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reflect deep-seated inequalities in how mental health and criminal jus-
tice systems operate. Algorithms trained on such data will learn to
replicate, and potentially amplify through feedback loops, these patterns
unless explicit counter-measures are implemented. Yet even with
fairness-aware algorithms, fundamental questions remain about
whether it is possible to build equitable systems atop unjust foundations
or whether more radical transformation of forensic mental health itself
is required before algorithmic tools can be deployed ethically.

Addressing fairness requires proactive bias audits at multiple stages:
during data collection examining whether certain groups are over- or
under-represented and whether data quality differs systematically,
during model development employing fairness-aware algorithms that
explicitly test for and mitigate disparate impact across protected char-
acteristics, and during deployment continuously monitoring outcomes
disaggregated by ethnicity, gender, age, diagnosis, and other relevant
categories while investigating and correcting emergent disparities, with
counterfactual fairness testing examining whether recommendations
would differ if only a person's protected characteristic changed.’>?
Importantly, fairness extends beyond statistical parity to encompass
substantive justice, meaning even models producing similar accuracy
across groups may perpetuate inequality if disadvantaging historically
marginalized groups, necessitating engagement with affected commu-
nities, patient advocates, and equality specialists to inform fairness
criteria and acceptability thresholds. Meaningful engagement with
affected communities requires more than token consultation: it demands
genuine power-sharing in defining what fairness means, establishing
accountability mechanisms when algorithms produce discriminatory
outcomes, and ensuring that concerns raised by marginalized groups can
halt or modify implementations rather than being noted and overridden
by technical or administrative priorities.

6.4. Transparency and explainability

Legal processes in forensic mental health demand transparency.’*
Mental health tribunals scrutinize the evidence basis for detention and
discharge decisions, with clinicians required to justify their assessments
and recommendations.”” Patients and legal representatives must be able
to challenge opinions and present contrary evidence.’® Introducing
algorithmic decision support could undermine this transparency if rec-
ommendations emerge from "black box" models that clinicians cannot
explain, and tribunals cannot interrogate.””

Explainable artificial intelligence techniques offer partial solutions.
Methods such as attention mechanisms, saliency maps, local interpret-
able model-agnostic explanations, and Shapley additive explanations
can highlight which input features most influenced a particular pre-
diction.”® However, these techniques provide post-hoc rationalization
rather than guaranteeing model decisions are inherently interpretable.
Furthermore, post-hoc explanations may be misleading or unstable:
small changes in inputs can produce dramatically different explanations,
techniques may highlight features that are correlates rather than causes
of outcomes, and explanations can appear plausible while failing to
capture actual model logic. For forensic applications where liberty in-
terests are at stake, post-hoc explainability may be insufficient, consid-
eration should be given to restricting acceptable algorithms to
inherently interpretable models (such as decision trees, rule-based sys-
tems, or generalized additive models) even if these sacrifice some pre-
dictive performance compared to black-box alternatives. For forensic
applications, model cards documenting design choices, training data,
validation performance, limitations, and intended uses should accom-
pany any deployment.®® Clinicians should receive training enabling
them to understand and communicate model logic, uncertainty, and
constraints.' %

Explanations must be tailored to audiences. Clinicians require tech-
nical details sufficient to judge reliability and applicability to specific
cases. Patients need accessible explanations that empower them to un-
derstand and question recommendations. Tribunal members need
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summaries focused on legal criteria such as necessity and proportion-
ality. Legal representatives need sufficient documentation to mount
challenges. Developing multi-level explanation approaches that serve
these diverse needs represents a substantial design challenge. Minimum
standards for legally adequate explanations in forensic contexts should
specify identification of key factors contributing to predictions with
quantified importance weights, disclosure of uncertainty ranges and
confidence intervals, documentation of model limitations including
known failure modes and circumstances where predictions are unreli-
able, clear statements of what the model does and does not assess (for
instance, a violence risk model does not assess treatment needs,
discharge readiness, or quality of life), comparisons to relevant baseline
rates and alternative assessment methods, and information about how to
challenge or override algorithmic recommendations. These standards
should be developed collaboratively with tribunal members, legal
practitioners, and patient advocates to ensure they meet the needs of
legal processes.

6.5. Clinical accountability and governance

Digital twins are decision assistants, not autonomous actors. Clinical
and legal accountability must remain with human decision-makers.?’
However, the introduction of sophisticated algorithmic tools can create
accountability ambiguity: if a clinician follows a digital twin recom-
mendation that proves mistaken, who bears responsibility? If a clinician
overrides a twin recommendation and an adverse outcome occurs, does
this create increased liability? These questions have not been resolved in
existing case law, and the absence of clear legal frameworks creates risks
for both clinicians (who may face blame regardless of whether they
follow or ignore algorithmic recommendations) and patients (who may
receive suboptimal care as clinicians defer excessively to algorithms to
avoid perceived liability for overrides). Establishing accountability
frameworks before deploying digital twins, rather than allowing them to
emerge reactively through litigation, should be a governance priority.

Clarifying accountability requires explicit governance structures.'®’
Digital twin developers bear responsibility for rigorous design using
appropriate methods and validated algorithms, transparent documen-
tation of system capabilities, limitations, and intended uses, ongoing
monitoring of deployed systems for performance degradation or safety
signals, and prompt notification of known issues or necessary updates to
implementers and users.'’> Implementers (healthcare organizations
adopting digital twins) bear responsibility for appropriate deployment
contexts matching system specifications, staff training ensuring users
understand system capabilities and limitations, integration with clinical
workflows that preserves rather than replaces professional judgment,
local monitoring of outcomes and safety, and maintaining clear policies
about when and how algorithmic recommendations may be overridden.
Clinicians bear responsibility for assessing whether twin recommenda-
tions suit individual cases, recognizing model limitations and uncer-
tainty, exercising professional judgment integrating algorithmic outputs
with other information sources, and clearly documenting clinical
reasoning whether following or overriding recommendations.'*®

Organizational governance, including designated accountable offi-
cers, clinical safety oversight committees, and incident reporting sys-
tems, should monitor digital twin performance and adverse events.'*
Shared accountability models recognizing that safe deployment requires
contributions from developers, implementers, clinicians, and oversight
bodies, rather than locating responsibility solely with any single party,
may better reflect the reality of sociotechnical systems while avoiding
diffusion of responsibility that leaves no one accountable when harms
occur.

Safety cases, borrowed from high-reliability industries such as
aviation and nuclear energy, provide a potential governance model. A
safety case comprises structured argument and evidence demonstrating
that a system is acceptably safe for specific purposes within defined
constraints. % For a forensic mental health digital twin, the safety case
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would articulate the intended application, the evidence supporting its
validity and reliability, the residual uncertainties and risks, the controls
and safeguards in place, and the monitoring and review processes.
Regulators, ethics committees, and service providers could scrutinize
safety cases before authorizing deployment, with ongoing reviews to
maintain authorization. Safety case components specific to forensic
mental health digital twins should include clear specification of inten-
ded use cases with explicit exclusions (for instance, intended for
short-term violence risk forecasting in inpatient settings but not vali-
dated for long-term predictions, community settings, or discharge de-
cisions), validation evidence from forensic populations demonstrating
performance across demographic subgroups and clinical presentations,
bias audit results with plans for continuous fairness monitoring, analysis
of failure modes including circumstances where predictions would be
unreliable, safeguards against misuse or over-reliance, interfaces and
training designed to support appropriate clinical judgment, incident
reporting and learning systems, and sunset clauses requiring periodic
revalidation or system retirement.

Table 3 summarizes key governance considerations and proposed
safeguards.

7. Limitations of this review
7.1. Evidence base limitations

This review faces inherent constraints arising from the nascent state
of the field. No published studies describe fully implemented, validated
digital twins in routine forensic mental health practice. Consequently,
much of our analysis extrapolates from adjacent domains including
digital twins in other healthcare specialties, digital phenotyping in
general psychiatry, and machine learning applications to forensic risk
assessment. While these extrapolations rest on reasonable assumptions,
they remain speculative until empirical evidence specific to forensic
mental health digital twins accumulates. Readers should interpret the
applications and benefits discussed in this review as potential rather
than demonstrated capabilities, with substantial research and develop-
ment required before clinical deployment becomes appropriate.

The heterogeneity of forensic mental health systems internationally
limits generalizability. Services in England and Wales differ substan-
tially from those in Scotland, which differ from European, North
American, and Australian systems in legal frameworks, organizational
structures, funding models, and populations served. Findings from one
jurisdiction may not translate elsewhere. Our synthesis attempts to
identify principles that transcend jurisdictional specifics, but practical
implementation will require localization. Specific jurisdictional con-
siderations affecting digital twin implementations include: (1) consent
and capacity frameworks (varying legal standards for when detained
individuals can provide valid consent); (2) detention criteria and review
processes (affecting which decisions algorithmic tools might inform); (3)
data protection regimes (affecting lawful bases for processing and cross-
border data sharing); (4) forensic service structures (affecting feasibility
of system-level modeling); (5) cultural contexts including public atti-
tudes toward surveillance, technology in criminal justice, and mental
health; and (6) resource availability for implementation and gover-
nance. Adaptation guidance for different jurisdictions should be devel-
oped collaboratively with local stakeholders, legal experts, and patient
representatives rather than assuming universal applicability.

7.2. Methodological limitations

As a narrative review, this work does not employ systematic search,
quality assessment, and meta-analytic synthesis methods characteristic
of systematic reviews. Our literature coverage, while extensive, may
have missed relevant sources. Our interpretation reflects our perspec-
tives and expertise but may not represent consensus across diverse
stakeholders. The lack of formal quality assessment means we have
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weighted sources based on judgement rather than standardized criteria.

The interdisciplinary nature of this topic spans computer science,
psychiatry, law, ethics, and health services research. While we have
attempted to synthesize across these domains, depth in any single area
necessarily remains limited. Specialists in each field might identify gaps
or nuances our generalist approach misses.

7.3. Temporal limitations

The technologies, regulations, and practices relevant to digital twins
evolve rapidly. Findings current at the time of writing may become
outdated as new evidence emerges, technologies advance, or policies
change. Digital twin definitions themselves remain contested, with
ongoing efforts towards standardization. Our synthesis represents a
snapshot of understanding in 2025 but should be updated regularly as
the field matures.

7.4. Scope limitations

We have necessarily omitted or treated superficially several impor-
tant considerations. Detailed technical specifications for data architec-
ture, interoperability standards, and algorithm design exceed our scope
but will prove critical for implementation. Cost-effectiveness analysis
and health economic modelling would inform commissioning decisions
but require empirical data not yet available. Change management,
training curricula, and workforce development merit dedicated atten-
tion beyond what we provide. International perspectives, particularly
from low- and middle-income countries, remain under-represented in
both our review and the underlying literature. Additionally, this review
has not adequately addressed the patient and carer perspective on dig-
ital twin technology: what are service users' attitudes toward continuous
monitoring, algorithmic risk assessment, and data-driven care planning?
What concerns do they prioritize, and what safeguards would they
require for acceptable deployment? Addressing these questions through
qualitative research, patient consultation, and participatory design
represents an essential prerequisite for ethical implementation that this
review identifies but does not fulfill.

Realizing the potential of digital twins in forensic mental health re-
quires a carefully staged implementation approach with robust risk
mitigation at each phase, as outlined in Fig. 2, ensuring that innovation
proceeds safely within appropriate ethical and clinical safeguards. This
pathway should be understood as a roadmap requiring adaptation based
on emerging evidence and stakeholder feedback rather than a fixed
prescription.

8. Research and policy recommendations

Given the substantial uncertainties and ethical complexities identi-
fied throughout this review, we propose the following concrete recom-
mendations to guide responsible development of digital twin technology
in forensic mental health:

8.1. Research priorities

(1) Foundational validation studies: Conduct prospective observa-
tional studies in forensic settings to establish whether digital
phenotyping patterns observed in community psychiatric pop-
ulations generalize to secure environments, examining whether
sensor-derived markers maintain predictive validity under con-
ditions of involuntary detention and institutional routine.

(2) Algorithm development and validation: Develop and rigorously
validate algorithms using multi-site forensic datasets with
external validation, temporal validation (testing whether models
trained on historical data perform adequately on future cohorts),
and subgroup validation across demographic and clinical
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Table 3

Governance framework and safeguards for forensic mental health digital twins.

Governance
Domain

Key Risks

Essential Safeguards

Oversight Mechanisms

Responsibility

Practical Implementation Challenges

Human Rights
Compliance'?

Data Protection and

Privacy'"°

Algorithmic
Fairness'®”

Transparency and
Explainability'*®

Clinical Safety'®

Lifecycle

Management'“°

Excessive restriction; loss of
dignity; procedural injustice;
inadequate voice for patients

Unauthorized access; data
breaches; purpose creep;
inadequate consent; third-party
sharing

Amplified existing biases;
disparate impact on protected
groups; inequitable outcomes;
discriminatory surveillance

Black box opacity; inability to
contest; clinician confusion;
tribunal rejection; patient
disempowerment

Incorrect predictions; adverse
events; over-reliance; deskilling;
accountability gaps

Model degradation; scope creep;
obsolescence; inadequate
updating; loss of institutional
knowledge

Human rights impact assessment pre-deployment;
least-restrictive principle embedded in algorithms;
patient preference incorporation; contestable
recommendations; independent advocacy
involvement

Encryption; access controls; audit trails; purpose
limitation; data minimization; transparent privacy
notices; lawful basis documentation; regular security
testing

Bias audit in development; protected characteristic
stratification; counterfactual fairness testing;
continuous disaggregated monitoring; corrective
recalibration; equity expertise in governance

Inherently interpretable models preferred where
feasible; post-hoc explanation methods for complex
models; model cards; documentation standards;
training for clinicians; multi-level explanations;
uncertainty communication; open validation data
where feasible

Rigorous validation (internal, external, temporal);
safety case documentation; performance monitoring;
incident reporting; drift detection; recalibration
protocols; human-in-the-loop design

Version control; change management; retirement
policies; documentation archiving; sunset clauses;
handover protocols

Human rights committee review;
patient advocate scrutiny; tribunal
examination of twin role

Data protection officer oversight;
Information Commissioner's Office
regulation; security audits; breach
notification protocols

Fairness audit committee; equality
impact assessments; community
consultation; whistleblower
protections

Ethics committee review; legal
scrutiny; patient information
testing; tribunal feedback

Clinical safety officer;
pharmacovigilance-style
monitoring; serious incident
reviews; regulatory inspections

Technical governance board;
periodic reviews; commissioning
oversight

Service providers;
clinical teams; ethics
committees; patient
advocates

Data controllers;
information governance
teams; IT security

Algorithm developers;
clinical safety teams;
equality specialists

Developers;
implementation teams;
medical education; legal
departments

Clinical governance;
medical directors;
commissioners;
regulators

IT teams; clinical
leadership; service
continuity planning

Operationalizing "least restrictive" in algorithms
difficult; balancing patient voice with safety
mandates; ensuring advocacy representatives have
technical literacy to meaningfully review
implementations

Tension between comprehensive monitoring for
clinical benefit and data minimization principles;
managing data sharing across organizational
boundaries; genuine consent difficult in coercive
settings

Defining fairness metrics in contexts with existing
structural inequalities; obtaining representative
data for subgroup validation; genuine community
engagement resource-intensive; resistance to
external oversight

Trade-offs between interpretability and
performance; explanations may be incomplete or
misleading; training curricula need development;
legal standards for adequacy undefined; resource
constraints for comprehensive documentation

Validation requires large datasets often unavailable
in forensic settings; defining safety thresholds
difficult with low base rates; incident attribution
challenging in complex systems; regulatory
frameworks immature

Maintaining expertise as staff turnover; funding for
ongoing monitoring and updates uncertain;
resistance to retiring deployed systems; lack of
standards for when recalibration vs replacement
required
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Implementation Pathway and Risk Mitigation Strategy

Phase 1 Phase 2
Foundational Pilot
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Fig. 2. Staged implementation pathway for digital twin technology in forensic mental health with integrated risk mitigation. The translational pathway
progresses through four sequential phases over a 5+ year timeline: foundational research establishes technical feasibility and ethical frameworks; pilot imple-
mentation tests single-site deployments with intensive monitoring; controlled rollout expands to multiple sites with outcome evaluation; full integration achieves
system-wide adoption with policy integration. Risk mitigation checkpoints between phases ensure safety validation, while parallel governance activities (ethical
oversight, continuous validation, stakeholder engagement) provide ongoing safeguards.

(3)

(€]

5

—

6

@)

characteristics. Validation should prioritize transparency, with
data and code made openly available where ethically permissible.
Bias audits and fairness research: Conduct comprehensive bias
audits examining whether digital twin recommendations
perpetuate or amplify existing inequalities in forensic mental
health, testing multiple fairness definitions (demographic parity,
equalized odds, predictive parity) and engaging affected com-
munities in defining acceptable fairness criteria.
Implementation science: Study organizational factors affecting
successful adoption, including clinician attitudes, workflow
integration, training needs, and barriers to appropriate use.
Examine how digital twins affect clinical decision-making pro-
cesses, therapeutic relationships, and organizational cultures in
forensic settings.

Participatory design research: Engage service users, carers, and
advocacy representatives in co-designing digital twin systems,
interfaces, and governance structures. Qualitative research
should explore patient perspectives on monitoring, algorithmic
assessment, and acceptable trade-offs between privacy and pur-
ported safety or therapeutic benefits.

Long-term outcomes research: Evaluate whether digital twin
implementations achieve intended benefits (reduced restrictive
practices, improved safety, enhanced discharge planning) and
monitor for unintended consequences (surveillance creep, des-
killing, erosion of therapeutic relationships, rights impacts).
Economic evaluation: Conduct cost-effectiveness and cost-benefit
analyses comparing digital twin approaches to enhanced con-
ventional methods, accounting for implementation costs, main-
tenance, governance overhead, and opportunity costs of
alternative investments.

8.2. Policy and governance recommendations

(€D

Regulatory clarity: Policymakers should establish clear regula-
tory frameworks for algorithmic decision support in forensic
mental health, specifying approval processes, safety standards,
ongoing monitoring requirements, and enforcement mechanisms.
This should include guidance on when algorithmic tools require
regulatory approval versus falling under existing medical device
or software regulations.
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Legal reform: Legislatures should consider whether existing
mental health and data protection legislation adequately ad-
dresses algorithmic tools in forensic contexts, potentially
requiring amendments to clarify consent frameworks, establish
rights to explanation, and define accountability for algorithmic
recommendations.

Standards development: Professional bodies, standards organi-
zations, and multi-stakeholder groups should develop technical
and ethical standards for forensic mental health digital twins,
including data quality requirements, validation protocols,
explainability standards, fairness metrics, and governance
structures.

Ethics guidance: Ethics committees, institutional review boards,
and research ethics organizations should develop specialized
guidance for reviewing digital twin research and implementa-
tions in forensic mental health, addressing challenges unique to
this domain including consent in coercive settings, justice con-
siderations, and long-term data retention.

Pilot programs with robust evaluation: Jurisdictions considering
digital twin implementations should begin with carefully
designed pilot programs in single sites with extensive monitoring,
independent evaluation, patient and staff feedback mechanisms,
and clearly defined stopping rules if safety or rights concerns
emerge. Pilots should be time-limited with decisions about
continuation based on demonstrated evidence of benefit and
acceptable risk.

Investment in non-technological improvements: Policymakers
should ensure that enthusiasm for digital innovation does not
divert attention and resources from proven non-technological
improvements including adequate staffing, staff training in
trauma-informed care, environmental design promoting dignity
and comfort, and expansion of community forensic services of-
fering less restrictive alternatives.

Moratorium on specific applications: Given current evidence
limitations and ethical concerns, we recommend that certain
applications should not be pursued until fundamental questions
are resolved: e Long-term outcome prediction (>6 months) for
discharge decisions, given inherent uncertainty and undemons-
trated validity
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e Fully automated decision-making without human override,
given accountability concerns and legal requirements for
human judgment

e Deployment in jurisdictions lacking independent tribunal re-
view or legal advocacy for detained patients, given inadequate
safeguards against misuse

e Use of digital twins primarily for security or custodial purposes
rather than therapeutic benefit, given incompatibility with
healthcare ethics and potential for coercion

8.3. Stakeholder engagement recommendations

(1) Service user involvement: Ensure meaningful participation of
current and former forensic mental health service users in all
stages of digital twin development, implementation, and gover-
nance. This should include paid advisory roles, representation on
oversight committees, involvement in design decisions, and
power to halt implementations that violate agreed principles.

(2) Workforce engagement: Involve clinicians, nurses, psychologists,
social workers, and other frontline staff in defining needs, design
requirements, and acceptable implementations. Address work-
force concerns about deskilling, liability, and impacts on thera-
peutic relationships proactively rather than treating resistance as
obstruction.
Public dialogue: Given forensic mental health's intersection with
public safety, conduct transparent public dialogue about digital
twin technology including its promises, limitations, risks, and
governance. Public understanding and trust are prerequisites for
sustainable implementation.
International collaboration: Foster international research col-
laborations and knowledge sharing while recognizing jurisdic-
tional differences requiring local adaptation. Learn from
implementations across different systems while avoiding uncrit-
ical transfer of approaches that may not suit different legal, cul-
tural, or organizational contexts.

3

-

(4

—

9. Conclusion

Digital twin technology represents a potentially transformative
innovation for forensic mental health, offering pathways to move
beyond episodic, static assessments towards continuously updated,
personalized, explainable decision support. The vision encompasses
person-level twins that refine risk assessment and optimize treatments;
ward-level twins that improve therapeutic environments and reduce
restrictive practices; and system-level twins that guide policy and
resource allocation. Enabling technologies including digital phenotyp-
ing, wearable sensors, and advanced analytics have matured to a point
where implementation appears technically feasible.

However, the translation of digital twins from concept to clinical
reality in forensic mental health must proceed with exceptional care and
humility about current limitations. The populations served are among
the most vulnerable in healthcare, often detained involuntarily under
conditions that restrict liberty and autonomy. The decisions supported
by digital twins carry profound consequences for both public safety and
individual rights. The history of technology in criminal justice includes
cautionary tales of systems that entrenched bias, eroded due process,
and prioritized efficiency over humanity. We must learn from these
failures.

Current evidence does not support widespread deployment of digital
twins in forensic mental health. The technology remains immature, with
no validated implementations, substantial gaps in foundational
research, unresolved ethical and legal questions, and uncertain effects
on the outcomes that matter most to service users. Enthusiasm for
innovation must be tempered by rigorous skepticism, especially when
the stakes involve liberty, dignity, and fundamental rights.

The pathway forward demands: rigorous validation establishing that
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digital twins improve outcomes across multiple dimensions including
safety, rights protection, equity, and recovery; robust governmental
frameworks that ensure transparency, contestability, and account-
ability; sustained co-design with service users ensuring that imple-
mentations respect dignity and support rather than constrain recovery;
regulatory oversight that keeps pace with technological change while
protecting fundamental rights; and workforce development that equips
clinicians to use sophisticated tools wisely, retaining professional
judgement and therapeutic relationships that technology cannot
replace.

Critically, there are contexts in which digital twins should not be
deployed regardless of technical sophistication: jurisdictions lacking
independent legal review of detention decisions; settings where patients
have no effective advocacy or legal representation; implementations
prioritizing institutional efficiency or security over therapeutic benefit;
systems failing to demonstrate measurable reduction in restrictiveness;
and environments where governance structures are inadequate to pre-
vent misuse, bias, or coercion. Acknowledging these boundaries is as
important as articulating the technology's promise.

If appropriate conditions are met, digital twins could help forensic
mental health services deliver care that is simultaneously safer and more
humane. They could enable earlier detection of deterioration, more
targeted interventions, reduced unnecessary restrictions, and trans-
parent decision-making that enhances rather than undermines trust.
They could support the challenging work of clinicians navigating the
interface of health, justice, and public protection. Most importantly,
they could improve lives, both by reducing preventable harm and by
promoting recovery, reintegration, and respect for human dignity.

However, they could equally entrench surveillance, rationalize
continued detention, amplify existing inequalities, undermine thera-
peutic relationships, and create an illusion of evidence-based decision-
making while obscuring value judgments and political choices behind a
veneer of algorithmic objectivity. Which outcome prevails will depend
not on the technology itself but on the governance, values, and power
structures within which it is embedded.

The task ahead is substantial but worthwhile. As forensic mental
health services face increasing demands, complexity, and scrutiny, in-
novations that enhance quality while upholding values become essen-
tial. Digital twins, developed and deployed with wisdom, care, and
humility, and potentially not at all if foundational questions cannot be
satisfactorily resolved, may prove to be such an innovation. The current
moment, with emerging technical capabilities and growing recognition
of digital health's potential, offers an opportunity to shape this future
deliberately and well. We must seize it thoughtfully, with clear-eyed
recognition of both opportunities and dangers, and with unwavering
commitment to the principle that technological innovation in forensic
mental health must serve human flourishing and human rights rather
than merely institutional efficiency or risk minimization.
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