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Abstract

Large Language Models (LLMs) are emerging as key enablers of Future Internet ecosys-
tems, supporting intelligent, adaptive, and context-aware services across distributed cyber-
physical environments. Beyond traditional natural language processing, LLMs are in-
creasingly integrated into Smart Internet of Things (SIoT) systems to enable semantic
interoperability, edge intelligence, multimodal interaction, and autonomous service or-
chestration. This paper presents a taxonomy-based review of LLM architectures, training
paradigms, deployment strategies, and emerging applications within Future Internet infras-
tructures. The review classifies existing studies by deployment environment, architecture,
training strategy, accessibility, and application scope, and analyses the role of LLMs in
intelligent IoT environments, with emphasis on edge-based reasoning, agentic AI, human-
centric automation, and context-aware decision-making. Key challenges are examined,
including scalability, inference latency, privacy, trustworthiness, security, hallucination,
and energy efficiency in resource-constrained environments. A comparative analysis of
representative LLMs is presented, based on deployment feasibility, multimodal capability,
accessibility, and suitability for distributed intelligent services. The originality of the review
lies in conceptualizing LLMs as cognitive middleware that provides semantic, reasoning,
and coordination capabilities across Smart IoT infrastructures. Finally, future research di-
rections are highlighted, including decentralized AI architectures, digital twins, the Model
Context Protocol, retrieval-augmented generation, multimodal sensing, and autonomous
agent-based ecosystems.

Keywords: agentic AI; autonomous systems; edge intelligence; future internet; large
language models; model context protocol; multimodal intelligence; natural language
processing; smart internet of things; transformer models

1. Introduction
The field of Natural Language Processing (NLP) has undergone a significant transfor-

mation with the emergence of Large Language Models (LLMs). These models are charac-
terized by large-scale parameterization and training on extensive text corpora, enabling
advanced capabilities in natural language understanding, content generation, reasoning,
code synthesis, and conversational intelligence [1,2]. Recent advancements in transformer-
based architecture have further expanded the applicability of LLMs across healthcare,
education, software engineering, cybersecurity, intelligent automation, and digital ser-
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vices [3]. Figure 1 summarizes the LLM capabilities and application domains that are
directly relevant to Future Internet and Smart IoT ecosystems.

 

Figure 1. LLM capabilities relevant to Future Internet and Smart IoT ecosystems, including se-
mantic interoperability, edge reasoning, multimodal interaction, autonomous agents, and service
orchestration. Source: Authors’ own work.

In the context of the Future Internet, LLMs are evolving beyond centralized cloud-
based AI systems and becoming integral components of Smart Internet of Things (SIoT)
ecosystems. These environments consist of interconnected smart devices, sensors, edge
nodes, digital services, and autonomous agents that require intelligent coordination, seman-
tic interoperability, and adaptive decision-making [4]. LLMs provide an effective interface
for bridging human intent with machine operations through natural language interaction,
contextual reasoning, and intelligent service orchestration. Consequently, LLMs are increas-
ingly recognized as enabling technologies for edge intelligence, digital twins, multimodal
sensing, decentralized AI infrastructures, and autonomous intelligent ecosystems.

Despite these opportunities, deploying LLMs in Future Internet and SIoT environ-
ments presents several challenges. These challenges include scalability, inference latency,
privacy preservation, trustworthiness, security, energy efficiency, hallucination, and the
complexity of deploying large-scale models in resource-constrained edge environments.
Therefore, Future Internet-oriented research must move beyond general NLP capabili-
ties and examine how LLMs can be classified, evaluated, and integrated into distributed,
intelligent, and human-centric digital infrastructures.

Although the literature on LLMs has expanded rapidly, much of the existing research
focuses primarily on general-purpose conversational AI, centralized cloud-based deploy-
ment, or broad NLP capabilities. Limited attention has been given to how LLMs can support
distributed intelligence, Smart IoT systems, edge computing environments, autonomous
AI agents, and digital ecosystem orchestration within the Future Internet paradigm. Fur-
thermore, existing studies often lack a structured taxonomy for evaluating LLMs based on
deployment feasibility, edge suitability, multimodal capability, privacy preservation, and
intelligent service orchestration.
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Several review studies have examined LLMs from perspectives such as architecture,
applications, training strategies, and ethical challenges. For example, Raiaan et al. [1] and
Kumar [2] provide broad overviews of LLM architectures, applications, taxonomies, and
open research challenges. Similarly, Shahzad et al. [3] focus on LLM applications within
learning environments, while recent studies have explored the integration of LLMs with IoT
ecosystems and distributed AI infrastructures [5,6]. However, limited attention has been
given to the role of LLMs within Future Internet ecosystems, particularly in relation to Smart
IoT integration, edge intelligence, autonomous AI systems, multimodal orchestration, and
MCP-enabled infrastructures. A comparison of this paper against existing review studies is
provided in Table 1. Therefore, this paper addresses these gaps through a taxonomy-based
review focused on Future Internet and autonomous intelligent ecosystems.

Table 1. Comparison of existing LLM review studies.

Survey Smart IoT Edge AI Agentic AI MCP Taxonomy

Raiaan et al. [1] No No No No Partial
Kumar [2] No No No No Partial

Shahzad et al. [3] No No No No No
This paper Yes Yes Yes Yes Yes

Source: Developed by the authors.

This review is intended for researchers, system architects, IoT developers, edge-AI
practitioners, and policy-oriented readers who require a structured understanding of how
LLMs can be integrated into Future Internet and Smart IoT infrastructures. The rationale for
the review is that most existing LLM surveys remain centered on general NLP capabilities,
whereas Future Internet systems require analysis of deployment feasibility, interoperability,
latency, privacy, multimodal sensing, and autonomous orchestration.

The study is guided by the following research questions:

1. How can LLMs be taxonomically classified for Future Internet and Smart IoT ecosystems?
2. What are the key technical challenges of deploying LLMs in edge and resource-

constrained IoT environments?
3. How can Agentic AI, retrieval-augmented generation, multimodal LLMs, and MCP

enhance autonomous Future Internet services?

This paper aims to provide a taxonomy-based review of LLMs for Future Internet
ecosystems. Specifically, this study:

• Reviews the evolution and technical foundations of LLMs;
• Examines the role of LLMs in Smart IoT and edge intelligence environments;
• Proposes a taxonomy for classifying LLMs based on architecture, deployment strategy,

accessibility, and application scope;
• Compares representative LLMs from the perspective of edge feasibility, latency, pri-

vacy, multimodal support, and IoT suitability;
• Discusses emerging trends including Agentic AI, MCP, retrieval-augmented genera-

tion, multimodal reasoning, and autonomous intelligent ecosystems.

The originality of this review lies in positioning LLMs as cognitive middleware for
Future Internet systems, providing semantic interoperability, context-aware reasoning,
autonomous service orchestration, and adaptive coordination between users, edge devices,
autonomous agents, and distributed digital infrastructures. Unlike conventional LLM
surveys, this paper focuses specifically on Smart IoT integration, edge intelligence, au-
tonomous orchestration, deployment challenges, and the future role of LLMs in intelligent
digital ecosystems.
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In this review, cognitive middleware refers to a software layer positioned between
heterogeneous IoT devices, sensors, and networks on one side and application-level services
on the other, in which LLMs provide four functions that conventional middleware does not:
(1) semantic interoperability, translating between heterogeneous data schemas, protocols,
and natural-language interfaces; (2) context-aware reasoning, aggregating multimodal
sensor input into actionable state; (3) autonomous service orchestration, coordinating tools,
agents, and external knowledge sources; and (4) adaptive coordination across distributed
edge and cloud nodes [4–6]. An LLM deployment qualifies as cognitive middleware
only when it mediates between the device layer and the application layer; standalone
conversational use does not.

The remainder of this paper is organized as follows. Section 2 presents the review
methodology. Section 3 discusses the historical evolution and technical foundations of
LLMs. Section 4 examines training paradigms and deployment-oriented adaptation meth-
ods. Section 5 introduces the proposed taxonomy for LLM characterization. Section 6
presents a comparative analysis of representative LLMs. Section 7 discusses Smart IoT
and multimodal use cases. Section 8 provides the discussion, including contributions,
implications, key takeaways, and limitations. Section 9 highlights major challenges and
open issues, while Section 10 outlines future research directions and Section 11 concludes
the paper.

2. Review Methodology
This study adopts a taxonomy-based narrative review methodology to examine the

role of LLMs within Future Internet ecosystems, particularly in the context of Smart In-
ternet of Things, edge intelligence, autonomous AI systems, and distributed intelligent
infrastructures. The primary objective of this methodology is to classify and critically
analyze literature according to themes relevant to intelligent Future Internet environments
and next-generation digital ecosystems, while maintaining a transparent procedure for
literature identification, screening, and thematic coding. The overall taxonomy-based re-
view framework, including literature identification, screening, quality assessment, thematic
coding, and synthesis, is illustrated in Figure 2.

Figure 2. Taxonomy-based review framework for analyzing LLMs in Future Internet ecosystems.
Source: Authors’ own work.

Relevant literature was searched in IEEE Xplore, ACM Digital Library, Scopus, Web
of Science, ScienceDirect, SpringerLink, arXiv, and Google Scholar. The search covered
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January 2017 to May 2026. Search terms included combinations of “large language model
*”, “LLM”, “Future Internet”, “Internet of Things”, “Smart IoT”, “edge intelligence”, “edge
AI”, “autonomous agents”, “multimodal LLM”, “retrieval augmented generation”, “digital
twins”, and “Model Context Protocol”. Boolean operators were used to combine LLM-
related terms with Future Internet, IoT, edge, multimodal, and autonomous-agent terms.

Studies were included if they addressed one or more of the following areas: LLM
architectures, training paradigms, deployment strategies, Smart IoT integration, edge
computing, multimodal interaction, autonomous agents, distributed intelligence, digital
twins, privacy preservation, trustworthiness, security, energy efficiency, or Future Internet
infrastructures. Studies were excluded if they were duplicates, non-English papers, short
opinion pieces, or works focused only on general conversational AI without relevance to
Future Internet, Smart IoT, or distributed intelligent systems.

The screening procedure involved duplicate removal, title and abstract screening, full-
text assessment, and thematic classification. Study quality was assessed using relevance
to the research questions, technical depth, methodological clarity, source credibility, and
applicability to Future Internet or Smart IoT systems. The final literature set was coded
thematically according to architecture, training paradigm, deployment environment, acces-
sibility, application scope, edge feasibility, multimodal capability, privacy/security, and
autonomous intelligence. The taxonomy dimensions were selected because they directly
reflect the design decisions required when LLMs are deployed in cloud-edge, resource-
constrained, privacy-sensitive, and interoperable Future Internet environments.

Because the manuscript is a taxonomy-based review rather than an experimental
benchmarking study, the comparison criteria were derived from reported model charac-
teristics and deployment-related literature rather than direct device-level measurements.
Where public values are unavailable, the paper reports qualitative deployment implications
instead of unsupported numerical claims, as shown in Table 2 below.

Table 2. Search and screening summary.

Element Description

Databases searched IEEE Xplore, ACM Digital Library, Scopus, Web of Science, ScienceDirect,
SpringerLink, arXiv, and Google Scholar

Date coverage January 2017 to May 2026

Search strings

(“large language model *” OR LLM) AND (“Future Internet” OR “Smart IoT” OR
“Internet of Things” OR “edge intelligence” OR “edge AI” OR “autonomous agent *”
OR “multimodal LLM” OR “retrieval augmented generation” OR “digital twin *” OR
“Model Context Protocol”)

Final included studies 66 articles

Inclusion criteria
Studies addressing LLMs, Future Internet, Smart IoT, edge AI, multimodal systems,
autonomous agents, privacy, security, energy efficiency, or distributed
intelligent infrastructures

Exclusion criteria
Duplicates, non-English papers, short opinion pieces, papers focused only on generic
conversational AI, and papers without relevance to Future Internet, SIoT, edge AI, or
distributed intelligence

Quality assessment Relevance, technical depth, methodological clarity, source credibility, and applicability
to Future Internet/SIoT systems

Coding procedure Thematic coding by architecture, training, deployment, accessibility, application
scope, edge suitability, multimodality, privacy/security, and autonomous intelligence

Developed by the authors.
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Following literature collection and relevance screening, the selected studies were ana-
lyzed and organized into thematic dimensions, including architecture, training paradigms,
deployment models, accessibility, multimodal intelligence, edge feasibility, privacy and
security considerations, Smart IoT integration, and emerging research directions. These di-
mensions were then used to construct the proposed taxonomy framework and comparative
analysis presented in later sections of this paper.

3. Historical Evolution and Technical Foundations of Large
Language Models

The evolution of LLMs has been driven by advancements in NLP, deep learning,
transformer models, and large-scale computational infrastructures. From early rule-based
systems to modern foundation models, LLMs have progressively improved their ability to
understand contextual relationships, generate coherent language, perform reasoning tasks,
and support multimodal interactions. In this review, the historical overview is presented
only to establish the technical foundations required to understand LLM deployment in
Future Internet and Smart IoT ecosystems, as illustrated in Figure 3 below.

Figure 3. Historical evolution of LLMs from rule-based NLP systems to transformer-based multi-
modal and agentic AI architectures. Source: Authors’ own work.

3.1. Pre-Neural and Statistical NLP Era

Early NLP systems primarily relied on rule-based approaches and symbolic artifi-
cial intelligence, where linguistic knowledge was manually encoded using handcrafted
grammar, lexicons, and logical rules. During the 1990s, statistical methods such as n-gram
models and Hidden Markov Models became dominant for sequence prediction, machine
translation, and speech-recognition tasks [7–9]. These approaches improved computational
efficiency and probabilistic language modeling; however, they struggled to capture long-
range contextual dependencies, semantic relationships, and deeper linguistic meaning.

3.2. Neural Network-Based NLP and Attention Mechanisms

The introduction of neural network-based approaches significantly advanced language
modeling and representation learning. Word embedding techniques such as Word2Vec and
GloVe enabled semantic vector representations of words within continuous feature spaces,
improving contextual understanding and similarity detection [10]. Recurrent Neural
Networks, Long Short-Term Memory networks, and Gated Recurrent Units improved
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sequential language modeling by capturing contextual dependencies across longer text
sequences. Further advancements were achieved through sequence-to-sequence learning
and attention mechanisms, which enhanced machine translation, contextual representation
learning, and sequence modeling capabilities [11,12].

3.3. Transformers and Foundation Models

The introduction of the Transformer architecture in “Attention Is All You Need” trans-
formed NLP by replacing recurrent architectures with self-attention mechanisms [13].
This development enabled efficient parallel computation, improved contextual repre-
sentation learning, and scalable sequence modeling. Following the emergence of trans-
former architectures, a new generation of pretrained language models evolved, including
GPT, BERT, XLNet, and ALBERT [14–16]. These models introduced transfer learning
paradigms in NLP, where large-scale pretraining on unlabeled corpora was followed by
task-specific fine-tuning.

Between 2019 and 2021, LLMs expanded significantly in both scale and capability.
GPT-2 demonstrated advanced language-generation performance, while GPT-3 increased
model scale to 175 billion parameters and introduced strong zero-shot and few-shot learn-
ing capabilities [17,18]. During the same period, models such as T5, ELECTRA, and PaLM
explored improved pretraining strategies, multitask learning, and large-scale distributed
training approaches [19–21]. These developments established the technological founda-
tion for modern multimodal, conversational, and agentic AI systems, while also high-
lighting challenges related to scalability, computational cost, alignment, and responsible
AI deployment.

3.4. Multimodal and Agentic LLMs

Recent advancements have extended LLMs beyond text-based processing toward
multimodal intelligence and autonomous agent-based systems. Modern LLMs are increas-
ingly capable of processing and integrating multiple forms of data, including text, images,
audio, video, code, and sensor information. These developments are highly relevant to
Future Internet and Smart IoT environments because such systems must interpret het-
erogeneous data streams while supporting context-aware interaction and autonomous
service coordination.

The emergence of agentic AI represents another major shift in LLM development.
Agentic LLMs can support planning, reasoning, memory management, and tool execu-
tion with varying levels of human supervision. Unlike traditional chat-based systems,
agentic AI frameworks can decompose complex tasks into subtasks, interact with external
tools, retrieve information dynamically, and adapt actions based on environmental feed-
back. ReAct combines reasoning and action strategies for interactive problem solving [22],
while Toolformer demonstrates how language models can learn to use external tools [23].
Retrieval-Augmented Generation (RAG) improves factual grounding by combining pre-
trained LLMs with external knowledge-retrieval mechanisms [24–26].

Another emerging concept is the Model Context Protocol, which supports standard-
ized communication between LLMs, external tools, databases, memory systems, and
autonomous agents [4]. MCP-based ecosystems are important for Future Internet architec-
tures, edge intelligence, and cyber-physical systems because interoperability, scalability,
and real-time adaptation are essential. Nevertheless, multimodal and agentic LLMs intro-
duce challenges related to computational overhead, security risks, hallucination control,
privacy preservation, trustworthiness, and safe autonomous reasoning.

https://doi.org/10.3390/fi18080393
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4. Training Paradigms and Deployment-Oriented Adaptation
The development of LLMs is supported by several training paradigms that enable

linguistic competence, reasoning, task adaptation, alignment, and deployment flexibil-
ity. These paradigms include large-scale pretraining, supervised fine-tuning, instruc-
tion tuning, reinforcement learning from human feedback, prompting strategies, and
efficiency-oriented adaptation methods. Within Future Internet and Smart IoT ecosys-
tems, these approaches are important because LLMs must operate across distributed,
privacy-sensitive, and resource-constrained environments while supporting intelligent and
context-aware interactions.

4.1. Pretraining and Supervised Fine-Tuning

The foundation of modern LLMs is large-scale pretraining on extensive text corpora.
Autoregressive models such as GPT learn through next-token prediction, whereas bidi-
rectional models such as BERT employ masked language modeling to capture contextual
relationships within textual data. This pretraining phase enables LLMs to acquire broad
linguistic patterns, semantic representations, and general world knowledge from large-
scale datasets. Supervised fine-tuning further adapts pretrained models to domain-specific
tasks and application environments, including question answering, summarization, code
generation, healthcare support, cybersecurity analysis, and IoT data interpretation.

4.2. Instruction Tuning and Human Alignment

Instruction tuning improves the capability of LLMs to follow natural language com-
mands and generate outputs aligned with user intent. Models such as InstructGPT and
FLAN-T5 demonstrate how training on diverse instruction-response pairs can improve
generalization across multiple tasks [27,28]. This capability is particularly important in
Smart IoT environments, where users may interact with intelligent systems through nat-
ural language requests related to energy optimization, security monitoring, healthcare
assistance, and smart-home automation. Reinforcement Learning from Human Feedback
further improves alignment by incorporating human evaluations into the training process
through reward modeling and response optimization [28,29].

4.3. Prompting and In-Context Learning for Smart IoT

Prompting techniques enable LLMs to perform downstream tasks without updating
model parameters. Approaches such as zero-shot, few-shot, and chain-of-thought prompt-
ing allow models to generalize from instructions or examples provided within the input
context. In Future Internet environments, prompting strategies support flexible interac-
tion with intelligent systems, where users or autonomous agents issue context-specific
requests and receive adaptive responses. However, prompt examples should be evaluated
in relation to the deployment context rather than as generic translation, arithmetic, or
email-writing tasks. Table 3 illustrates Smart IoT-oriented prompt categories with required
context, evaluation rules, and possible failure cases.

4.4. Efficiency-Oriented Training and Adaptation

As LLMs increase in scale and complexity, efficiency-oriented adaptation methods
have become essential for practical deployment within edge and IoT environments. Scaling-
law research demonstrates that model performance depends on the balance between model
size, training data, and computational resources [30]. Compute-optimal training further
suggests that increasing parameter size alone is insufficient, emphasizing the importance
of efficient data utilization and computational allocation strategies [31,32].
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Table 3. Smart IoT-oriented prompt examples for evaluating LLM behavior in context-aware environments.

Smart IoT Category Example Prompt Required Context Evaluation Rule Possible Failure Case

Smart-home
energy management

Analyze today’s
smart-meter, occupancy, and
thermostat data and identify
the cause of abnormal
energy consumption.

Smart-meter readings,
occupancy status,
thermostat logs,
peak-hour tariff data.

Correctly identifies the
device/time cause and
provides an action-
able recommendation.

Hallucinates a cause that
is not present in the
sensor logs.

Smart healthcare
and wearables

Summarize abnormal
heart-rate and sleep-pattern
changes and indicate
whether escalation
is needed.

Wearable sensor data,
baseline user profile,
clinical thresholds,
recent alerts.

Detects abnormal trends
without giving an
unsupported diagnosis.

Produces medical advice
beyond available evidence
or user context.

Industrial
IoT maintenance

Use vibration, temperature,
and maintenance logs to
identify whether the motor
requires inspection.

Sensor stream, asset
identifier, historical faults,
maintenance records.

Maps anomaly patterns to
inspection
recommendations and
uncertainty level.

Confuses normal
operational variation with
equipment failure.

Smart-city traffic and
emergency response

Combine traffic-flow,
camera, and incident-report
data to recommend a
rerouting strategy.

Multimodal traffic data,
event reports, map
constraints, time stamps.

Provides route-level
recommendation with
explanation and
time relevance.

Uses stale data or ignores
latency-
sensitive constraints.

Developed by the authors.

Techniques such as quantization, pruning, knowledge distillation, Low-Rank Adapta-
tion, and Quantized Low-Rank Adaptation reduce computational overhead and memory
requirements, making LLM deployment more feasible for edge devices and resource-
constrained systems [33]. These approaches are particularly relevant in Future Internet
infrastructures, where latency, energy efficiency, bandwidth limitation, and privacy preser-
vation are critical operational requirements.

4.5. Multimodal, Tool-Augmented, and Retrieval-Based Training

Modern LLMs are increasingly extended with multimodal, tool-augmented, and
retrieval-based capabilities. Multimodal models integrate text, images, audio, video, code,
and sensor data, enabling richer contextual understanding and adaptive interaction within
intelligent environments. This capability is particularly important in Smart IoT ecosystems,
where data may originate from cameras, wearable devices, environmental sensors, smart
meters, and interconnected cyber-physical systems. Tool-augmented models improve
reasoning and factual accuracy by enabling LLMs to interact with external tools such
as calculators, APIs, databases, search systems, and software frameworks [22,23]. RAG
further improves factual grounding by retrieving relevant external knowledge before
response generation [24–26].

Within Future Internet ecosystems, these paradigms support distributed intelligence,
real-time decision-making, and autonomous service orchestration across cloud-edge envi-
ronments. Federated learning, edge-based fine-tuning, and privacy-preserving training are
also becoming important because they enable decentralized learning from IoT-generated
data while preserving user privacy and reducing communication overhead [5,6].

5. Proposed Taxonomy Framework for LLM Characterization
To move beyond broad parameter-based comparisons and enable a more structured

analysis of LLMs, this study proposes a taxonomy framework for characterizing modern
LLM ecosystems. As outlined in Table 4, the proposed taxonomy classifies LLMs across five
critical dimensions: deployment environment, architecture, training strategy, accessibility,
and application scope. These dimensions were selected because they directly influence
deployment feasibility, operational reliability, and integration with Future Internet and
Smart IoT infrastructures.
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Table 4. Taxonomy dimensions for analyzing LLMs in Future Internet and Smart IoT ecosystems.

Dimension Definition Future Internet/SIoT Relevance

Deployment environment Cloud-based, edge-deployed, on-device, or
hybrid cloud-edge operation.

Determines latency, bandwidth use, privacy
exposure, energy demand, and resilience.

Architecture
Decoder-only, encoder–decoder, multimodal
transformer, sparse MoE, or
agentic/tool-augmented architecture.

Influences reasoning ability, memory footprint,
multimodal processing,
and inference efficiency.

Training strategy
Autoregressive pretraining, masked language
modeling, instruction tuning, RLHF, RAG, or
parameter-efficient tuning.

Controls adaptation to domain tasks, factual
grounding, user alignment,
and safe interaction.

Accessibility Open-source/open-weight, API-based
commercial model, or restricted-access model.

Affects reproducibility, customization,
governance, privacy control,
and edge deployment.

Application scope
General-purpose assistant, domain-specific
model, multimodal assistant,
or autonomous agent.

Connects model capability with Smart IoT
workflows, digital twins, service orchestration,
and autonomous systems.

Developed by the authors.

Unlike traditional surveys that primarily emphasize model scale and benchmark per-
formance, the proposed taxonomy incorporates edge intelligence, multimodal capability,
distributed deployment, accessibility, and autonomous agent-based functionality. These
characteristics are increasingly important within Future Internet ecosystems, where in-
telligent systems operate across cloud-edge infrastructures while supporting scalability,
interoperability, privacy preservation, and context-aware service orchestration.

Each taxonomy dimension operationalizes one of the cognitive middleware func-
tions defined in Section 1: semantic interoperability is realized through multimodal and
instruction-tuned architectures, context-aware reasoning through retrieval-augmented
grounding [24–26], autonomous service orchestration through tool-augmented and agentic
mechanisms [22,23], and adaptive coordination through the deployment environment and
edge-oriented training dimensions. The classification dimensions are therefore not arbitrary
descriptors, but the middleware functions expressed as observable model properties.

The taxonomy provides practical insights for selecting suitable LLM architectures
based on deployment constraints, computational resources, privacy requirements, and
intelligent service-orchestration needs, as described in Table 5. For example, large propri-
etary models may provide stronger multimodal and reasoning capabilities, but lightweight
open models are more feasible for edge-based and resource-constrained environments.
Similarly, RAG and agentic architecture are more appropriate when distributed systems
require dynamic information retrieval, tool use, and autonomous task execution.

Table 5. Proposed taxonomy applied to representative LLMs.

Model Deployment Architecture Training/
Alignment Strategy Accessibility Application

Scope
Future Internet/
SIoT Relevance

GPT-3 [17] Cloud Decoder-only
Transformer

Autoregressive
pretraining;
alignment
through later
instruction/
RLHF systems

API-based General lan-
guage generation

Strong reasoning
support but low
edge feasibility.

GPT-4 [34] Cloud Multimodal
Transformer

Instruction
alignment and multi-
modal adaptation

API-based Multimodal
assistant

Useful for high
-level orchest-
ration, but depen-
dent on cloud
connectivity.
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Table 5. Cont.

Model Deployment Architecture Training/
Alignment Strategy Accessibility Application

Scope
Future Internet/
SIoT Relevance

PaLM [19] Cloud Decoder-only
Transformer

Large-scale
pretraining and
instruction tuning

Restricted/API
General
reasoning and
multilingual tasks

High capability
but low direct
edge suitability.

LLaMA/
LLaMA 2 [35,36]

Cloud-
edge/hybrid

Decoder-only
Transformer

Pretraining and
instruction tuning

Open-weight
with license
conditions

Research and
customization

More feasible for
compression,
adaptation,
and edge
experimentation.

BLOOM [37] Cloud/hybrid Decoder-only
Transformer

Causal lan-
guage modeling Open-access Multilingual

text generation

Supports
reproducibility
but has high
compute demand.

BioGPT [38] Cloud Transformer-
based

Biomedical
pretraining Open-source Biomedical

text generation

Illustrates
domain-specific
specialization for
smart healthcare.

Mistral 7B [39] Cloud-
edge/hybrid

Decoder-only
Transformer with
efficiency
optimizations

Efficient pretraining;
instruction-tuned
variant available

Open-weight Efficient inference
and general tasks

Relevant to edge
and
resource-aware
LLM deployment.

Mixtral [40] Cloud-
edge/hybrid

Sparse Mixture-
of-Experts

Sparse MoE
pretraining and
instruction tuning

Open-weight
Efficient
large-scale
reasoning

Relevant where
sparse activation
can reduce active
inference cost.

Developed by the authors.

6. Comparative Analysis of Prominent Large Language Models
Several LLMs have emerged with diverse architectural designs, training objectives,

accessibility models, and deployment characteristics. Comparative analysis of these models
provides important insights into scalability, reasoning capability, multimodal support,
openness, computational efficiency, and suitability for distributed intelligent environments.
Within Future Internet and Smart IoT ecosystems, model comparison must also consider
deployment feasibility in edge and resource-constrained environments, including inference
latency, memory footprint, computational cost, energy efficiency, privacy implications, and
compatibility with smart-device workflows.

6.1. Model Scale, Architecture, and Accessibility

Prominent LLMs differ significantly in scale, architecture, training objectives, and
deployment characteristics. GPT-3 contains 175 billion parameters and follows a decoder-
only Transformer architecture, demonstrating strong few-shot and zero-shot learning
capabilities [17]. GPT-4 extends these capabilities toward multimodal processing by sup-
porting both text and image inputs, although its detailed architecture and parameter size
remain undisclosed [34]. PaLM scales to 540 billion parameters using the Pathways frame-
work for efficient distributed training and enhanced multilingual and multitask perfor-
mance [19]. In contrast, LLaMA-family models emphasize accessibility and computational
efficiency, with smaller variants achieving competitive performance through optimized
training strategies [35,36].
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Accessibility is a critical consideration in the LLM ecosystem. Commercial API-
based models can provide strong reasoning and multimodal capabilities, but they limit
reproducibility, local customization, and direct privacy control. Open-weight models such
as BLOOM, LLaMA-family models, Mistral, and Mixtral support greater transparency
and customization, although their licenses, infrastructure requirements, and deployment
constraints must be evaluated carefully [36,37,39,40].

6.2. Deployment-Aware Comparison for Future Internet and Smart IoT

For Future Internet and Smart IoT deployment, the most relevant comparison variables
are not only parameter count and model architecture. Edge feasibility, latency sensitivity,
quantization potential, bandwidth dependency, retrieval/tool support, security exposure,
privacy control, and smart-device compatibility are equally important. Table 6 summarizes
deployment-oriented characteristics of representative models. The ratings are qualitative
because public reporting of model internals, energy consumption, memory footprint, and
latency is inconsistent, and the present review does not perform direct benchmarking on
specific hardware.

6.3. Efficiency and Environmental Impact

As LLMs continue to scale in size and complexity, efficiency and environmental sus-
tainability remain critical research concerns. Training and deploying frontier-scale models
require substantial computational resources and energy consumption, raising concerns
regarding sustainability, accessibility, and environmental impact [41,42]. Techniques such
as sparsity, quantization, pruning, knowledge distillation, and parameter-efficient fine-
tuning can reduce computational overhead, but the balance among model performance,
deployment cost, energy efficiency, and system reliability remains an open problem in
Future Internet environments.

The comparative analysis highlights important trade-offs among modern LLMs. Large
proprietary models demonstrate strong reasoning and multimodal capabilities but re-
quire extensive computational resources and centralized cloud infrastructures. In contrast,
lightweight and open-weight models offer improved deployment flexibility, making them
more suitable for edge intelligence and Smart IoT applications when combined with
compression, retrieval, and safety mechanisms. Therefore, Future Internet-oriented LLM
evaluation should move beyond general benchmarks and include deployment-aware met-
rics such as latency, memory footprint, bandwidth use, privacy control, security robustness,
and smart-device compatibility.
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Table 6. Deployment-aware comparison of representative LLMs for Future Internet and Smart IoT systems.

Model Deployment
Feasibility Edge Feasibility Quantization

Support
Memory/compute
Implication Latency Implication Tool/RAG Support Privacy/Security

Implication
Smart-Device
Compatibility

GPT-3 [17] Cloud/API Low Provider-dependent
Very high; not
suitable for local
edge deployment

Network/API
latency;
cloud dependent

Can be integrated
through exter-
nal orchestration

Data leaves local
environment unless
protected by
service controls

Suitable for
cloud-connected
assistants, not direct
device inference

GPT-4 [34] Cloud/API Low Provider-dependent
Undisclosed but
frontier-scale;
cloud dependent

Network/API
latency; strong
reasoning trade-off

Supports tool and
retrieval workflows
through applications

Strong capability
but privacy
depends on deploy-
ment governance

Useful for high-level
orchestration
and multi-
modal interpretation

PaLM [19] Cloud/API Low Provider-dependent
Very high;
centralized
infrastructure

Cloud latency;
unsuitable for
time-critical
local control

Can support tool/RAG
pipelines through
external systems

Centralized
processing raises
governance and
data-control issues

Limited direct
compatibility with
embedded devices

LLaMA/
LLaMA 2 [35,36]

Local, cloud,
or hybrid

Medium to high
depending
on variant

Commonly
quantized in practice

Lower for 7B/13B
variants; still
hardware dependent

Can be reduced with
local inference
and compression

Can be combined with
RAG, agents, and tools

Local deployment
can improve
privacy control

Suitable for gateways,
edge servers, and
constrained deployments
after compression

BLOOM [37] Cloud/hybrid Medium
Possible but large
variants
remain heavy

High for
176B-scale model

High without
optimized
infrastructure

Can be integrated with
RAG/tool layers

Open access
supports auditability;
compute demand
remains high

Better suited to
research/cloud than
direct edge deployment

Mistral 7B [39] Local, cloud,
or hybrid

High relative to
large models

Commonly
quantized in practice

Lower memory
footprint than very
large models

Improved by
efficient architecture
and smaller size

Can be combined with
RAG, tool use, and
agent frameworks

Local deployment
supports stronger
data control

Suitable for edge servers
and capable gateways
after optimization

Mixtral [40] Local, cloud,
or hybrid

Medium to high
depending
on hardware

Possible; sparse
activation
supports efficiency

High total
parameters but
lower active
parameters per token

Potential throughput
benefits under
optimized serving

Can be combined with
RAG/tool layers

Open-weight
deployment
supports governance
but requires
secure serving

Suitable for edge-cloud
and local server settings
rather than
microcontrollers

Developed by the authors.
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7. Smart IoT and Multimodal Use Cases
LLMs should not be understood as replacements for low-level controllers or real-time

embedded systems. Instead, their most suitable role is to provide semantic interpretation,
natural-language interaction, anomaly explanation, decision-support summaries, workflow
orchestration, and coordination among distributed services. In this role, LLMs can act
as cognitive middleware between users, smart devices, edge nodes, digital twins, and
cloud services.

7.1. Smart-Home and Ambient Assisted Living

Smart-home applications illustrate the need for multimodal sensing rather than text-
only interaction. Ambient Assisted Living systems may combine data from Bluetooth
beacons, cameras, wearable inertial sensors, motion sensors, door sensors, thermostats,
power meters, and environmental sensors to infer context, activities, occupancy, safety
risks, or anomalies. Indoor localization is particularly important in elderly care scenarios
because fall detection, mobility monitoring, cognitive-assistance support, and caregiver
notification require not only recognition of an abnormal event, but also knowledge of where
the event occurred inside the home [43,44]. For LLM-based systems, such sensor fusion
can provide the grounding needed for more reliable explanations, alerts, and user-facing
recommendations. BLE beacon and scanner data can support activity-zone localization,
while accelerometer and gyroscope data can provide motion-based context for detecting
the user’s zone-based indoor position. Such approaches are relevant to smart homes
because they connect user activity, movement patterns, and indoor position with practical
care scenarios such as fall response, dementia-related monitoring, mobility support, and
emergency communication [43].

A broader body of work on non-contact indoor human monitoring further shows that
elderly care environments benefit from combining visual, radio-frequency, inertial, ambient,
pressure-based, audio, and vital-sign sensing modalities. These modalities support activity
recognition, gait analysis, vital-sign measurement, user identification, localization, and
3D modeling of indoor environments. Their combination can improve robustness and
adaptability because each modality has different strengths and limitations. Visual sensors
provide rich behavioral context but may raise privacy concerns, while radio-frequency
and radar-based systems can support less intrusive monitoring in low-light or privacy-
sensitive spaces [45].

For LLM-enabled smart homes, these studies provide the sensing-layer foundation.
Multimodal sensor fusion can generate the contextual evidence needed for LLM-based
explanation, alert summarization, caregiver-facing communication, and user-facing recom-
mendations. For example, an LLM integrated with a smart-home platform could summarize
why energy consumption increased, explain whether a detected fall-risk event requires
escalation, or translate complex sensor readings into accessible language for older adults
and caregivers. However, safety-critical actuation should remain governed by verified
control logic, domain rules, and human oversight. The LLM should provide interpretation
and orchestration rather than unrestricted autonomous control over physical devices.

7.2. Industrial IoT and Predictive Maintenance

In industrial IoT settings, LLMs can support predictive-maintenance workflows by
summarizing sensor anomalies, maintenance logs, and operational constraints. Recent work
on compressor monitoring shows how LLM-based predictive-maintenance frameworks
can integrate heterogeneous sensor telemetry, maintenance reports, technical manuals, and
operational context to support multimodal anomaly detection and maintenance decision
support [46]. Such examples are relevant to Future Internet-oriented industrial IoT systems
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because they show how LLMs can connect operational data, expert knowledge, and human-
facing decision support in complex industrial environments.

When combined with RAG, an LLM can retrieve equipment manuals, historical
fault records, and safety procedures before generating recommendations [26,47]. This
reduces the risk of unsupported responses and improves traceability. RAG-based in-
dustrial troubleshooting is particularly useful where technicians must diagnose faults
under data overload, outdated documentation, reliance on scarce expert knowledge, or
time-sensitive operating conditions [47]. Nevertheless, deployment must account for la-
tency, cybersecurity, access control, and the need to verify LLM outputs before they affect
industrial operations.

7.3. Smart Cities and Urban Intelligence

Smart-city applications require integration across traffic sensors, environmental moni-
toring, public-safety systems, energy grids, and citizen-facing services. LLMs can support
city operators by summarizing incidents, interpreting heterogeneous data sources, assist-
ing emergency-response coordination, and explaining optimization decisions. In these
contexts, the Future Internet value of LLMs lies in semantic interoperability: the ability to
translate between human requests, machine-readable data, service APIs, and autonomous
agents. This is particularly important in IoE-enabled smart cities, where people, processes,
data, devices, services, and applications must interoperate across heterogeneous systems.
Semantic technologies such as ontologies, linked open data, knowledge graphs, ontology
alignment, and automated reasoning provide a foundation for making such integration
more machine-interpretable and reusable [48].

Recent work on urban LLM agents extends this role from passive decision support to
agentic coordination across the cyber-physical-social space of cities. Urban LLM agents
can combine urban sensing, memory management, reasoning, execution, and learning, and
can be applied across urban planning, transportation, environmental monitoring, public
safety, and citizen-facing social services [49]. Empirical work on smart-city management
also shows that multi-agent LLM systems integrated with city document databases and
service APIs can improve the routing and quality of responses to heterogeneous urban
queries, especially when RAG is used to incorporate local regulations and city-specific
knowledge [50]. However, LLM-based urban intelligence should remain connected to veri-
fied data pipelines, explicit governance rules, auditability, and human oversight, because
planning, safety, mobility, and public-service decisions affect physical infrastructure and
citizens directly.

7.4. Digital Twins and Autonomous Agents

Digital twins provide virtual representations of physical systems and can be used to
simulate conditions, monitor system state, and support predictive analytics. LLMs can
enhance digital twins by enabling natural-language querying, explanation of simulated
outcomes, and orchestration of tool-based workflows. In industrial digital-twin environ-
ments, this role is closely connected with semantic interoperability because physical assets,
information models, simulation models, and service interfaces must exchange information
in consistent and machine-interpretable forms. Recent work shows that LLM agents can
support the generation of Asset Administration Shell models from unstructured techni-
cal datasheets, thereby reducing manual modeling effort and improving standardized
information exchange in Industry 4.0 digital twins [51].

Agentic AI can extend this capability by allowing LLM-driven agents to retrieve
information, call external tools, coordinate services, and update plans according to environ-
mental feedback. Multi-agent LLM systems have been proposed for digital-twin simulation
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parametrization, where specialized observation, reasoning, decision, and summarization
agents interact with digital-twin data and control interfaces to search for feasible simulation
parameters [52]. Related work on cyber-physical systems also shows that LLM-based
planning can translate high-level human prompts into usage plans, but that these plans
must be grounded in physical-system dynamics and checked for safety before they are
executed [53]. However, such agentic systems must be constrained by explicit permissions,
audit logs, safety policies, and fallback mechanisms.

8. Discussion
8.1. Main Objective of the Review

This review addresses the lack of a Future Internet-oriented synthesis of LLMs. Exist-
ing LLM surveys mainly emphasize model architecture, benchmark performance, training
strategies, or general NLP applications. However, Future Internet and Smart IoT ecosystems
require a different analytical focus because LLMs must operate across distributed, hetero-
geneous, latency-sensitive, privacy-sensitive, and resource-constrained environments. The
problem addressed in this paper is therefore how LLMs can be classified, compared, and
evaluated as enabling components of Smart IoT, edge intelligence, multimodal sensing,
autonomous agents, and distributed digital infrastructures.

8.2. Contributions to the Literature

This study contributes to the literature in four ways. First, it reframes LLMs as
cognitive middleware for Future Internet ecosystems rather than as general-purpose con-
versational systems. Second, it proposes a taxonomy that classifies LLMs according to
deployment environment, architecture, training strategy, accessibility, and application
scope. Third, it connects LLM capabilities with Future Internet requirements such as se-
mantic interoperability, edge feasibility, privacy preservation, tool use, retrieval support,
and autonomous orchestration. Fourth, it identifies deployment-oriented challenges and
research directions for integrating LLMs into Smart IoT and edge-cloud infrastructures.

The evidential basis for the four middleware functions is uneven, and this asymmetry
is itself a finding of the review. Semantic interoperability and context-aware reasoning are
well supported by the reviewed literature on multimodal models and retrieval-augmented
generation, and autonomous service orchestration is increasingly supported by work
on tool use, agentic mechanisms, and the Model Context Protocol. Adaptive coordina-
tion across distributed edge and cloud nodes remains the least supported function: the
deployment-aware comparison shows that most representative models are evaluated in
centralized settings, and federated or edge-native adaptation is discussed more often as a
requirement than demonstrated as a capability. Claims that LLMs already act as full cogni-
tive middleware for Future Internet ecosystems should therefore be read as conditional on
progress in this fourth function.

8.3. Practical, Social, and Research Implications

The practical implication is that system designers can use the proposed taxonomy
to select LLM architecture according to deployment constraints, including latency, mem-
ory footprint, energy consumption, privacy requirements, and compatibility with edge
or cloud-edge infrastructures. For Smart IoT developers, the review highlights that
LLMs are most useful when combined with retrieval systems, tools, multimodal sens-
ing, and domain-specific safety controls. The social implication is that LLM-enabled
Future Internet systems may improve accessibility, automation, and human-centric in-
teraction, but they also increase risks related to privacy, bias, hallucination, surveillance,
and unsafe autonomous decision-making. The research implication is that future work
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should move beyond model-size comparisons and evaluate LLMs using deployment-
aware criteria, including edge feasibility, security, interoperability, energy efficiency, and
trustworthy reasoning.

8.4. Key Takeaways

The target readers of this review include researchers in LLMs and Future Internet
systems, IoT and edge-AI engineers, smart-city and smart-home system designers, cyber-
security researchers, and decision-makers evaluating AI-enabled digital infrastructures.
The key takeaway is that LLMs can support Future Internet ecosystems only when their
integration is designed around deployment constraints, multimodal context, privacy, trust-
worthiness, and interoperability. Large cloud-based models offer strong reasoning and
multimodal capability, but lightweight, open, compressed, or hybrid models are more
realistic for edge and Smart IoT environments.

9. Challenges, Limitations, and Open Issues in LLMs
Despite the remarkable advancements and widespread adoption of Large Language

Models (LLMs), several technical, ethical, computational, and societal challenges remain
unsolved. As these models continue to increase in scale and complexity, concerns related to
computational cost, energy consumption, hallucination, bias, interpretability, privacy, and
security have become increasingly significant. Furthermore, deploying LLMs in distributed
environments such as Smart Internet of Things (SIoT), edge computing, and Future Inter-
net architecture introduces additional constraints related to latency, bandwidth, resource
limitations, energy availability, and decentralized data management. These challenges
are particularly important in resource-constrained environments where real-time decision-
making, privacy preservation, and system reliability are essential. This section discusses the
major limitations and open research challenges associated with modern LLMs, highlighting
the need for more efficient, transparent, secure, and trustworthy AI systems for Future
Internet and Smart IoT ecosystems.

a. Computational and Energy Challenges

Modern Large Language Models (LLMs) require enormous computational resources
for both training and deployment. State-of-the-art models such as GPT-4, PaLM, and
Claude are trained using thousands of GPUs or TPUs across distributed cloud infrastruc-
tures, resulting in substantial financial and environmental costs [17,19]. Training large-scale
transformer-based models consumes significant electrical energy and produces a consid-
erable carbon footprint, raising important concerns regarding sustainability, accessibility,
and environmental impact [41,42]. In addition to training complexity, inference operations
for real-time applications require high memory capacity, computational throughput, and
low-latency processing capabilities. These requirements significantly limit the deployment
of LLMs on edge devices and resource-constrained Smart Internet of Things (SIoT) environ-
ments. Future Internet applications such as autonomous vehicles, smart healthcare systems,
industrial IoT, and intelligent urban infrastructures require efficient real-time processing
closer to the data source, making computational optimization a critical challenge. Although
techniques such as quantization, pruning, knowledge distillation, sparse architectures, and
parameter-efficient fine-tuning have improved deployment efficiency [33,39,40], balancing
model performance, computational cost, energy consumption, and deployment scalability
remains a major open research problem within Future Internet and distributed intelligent
environments.

b. Hallucination and Reliability Issues
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One of the major limitations of Large Language Models (LLMs) is their tendency to
generate hallucinations, where models produce factually incorrect, misleading, or fabri-
cated information while presenting it with high confidence. Hallucinations may arise due
to limitations in training data, probabilistic text generation, outdated knowledge, insuffi-
cient contextual grounding, or incomplete reasoning processes. This issue raises serious
concerns in critical domains such as healthcare, finance, legal systems, cybersecurity, and
autonomous Smart IoT environments, where inaccurate outputs may lead to harmful con-
sequences or unsafe decision-making. Although techniques such as Retrieval-Augmented
Generation (RAG), external knowledge integration, fact verification, tool-augmented rea-
soning, and reinforcement learning from human feedback have improved response reliabil-
ity, ensuring factual consistency, explainability, and trustworthy reasoning remains a major
open research challenge [22–26,28,29].

c. Bias, Fairness, and Ethical Concerns

Large Language Models are trained on massive internet-scale datasets that often
contain societal and demographic biases related to gender, race, religion, culture, and
political viewpoints. Consequently, LLMs may reproduce or amplify harmful stereotypes,
discriminatory behavior, and offensive content within generated responses [54]. Sheng et al.
further demonstrate that seemingly simple prompts can trigger biased, toxic, or socially
harmful outputs in language generation systems [55]. Although mitigation strategies
such as adversarial data augmentation, bias-controlled fine-tuning, dataset filtering, and
reinforcement learning-based alignment have been explored [56], eliminating bias remains
difficult due to the scale and diversity of training data. These ethical concerns become
particularly critical in sensitive application domains such as hiring, education, healthcare,
law enforcement, and autonomous decision-making systems, where biased outputs may
directly affect individuals and communities.

d. Robustness and Adversarial Vulnerabilities

Large Language Models can be highly sensitive to adversarial prompts, malicious
instructions, or small input perturbations, which may lead to incorrect, unsafe, or ma-
nipulated outputs. Prompt injection attacks, jailbreak prompting, and adversarial trigger
strategies expose important vulnerabilities in real-world LLM deployments. Wallace et al.
demonstrate that carefully crafted trigger sequences can manipulate model behavior and
significantly degrade output reliability [57]. These vulnerabilities are particularly concern-
ing in Future Internet and Smart IoT environments, where LLMs may support autonomous
agents, decision-making systems, intelligent assistants, and cyber-physical infrastructures.
Malicious prompt manipulation in such environments could potentially influence auto-
mated workflows, bypass safety mechanisms, or generate harmful actions. Therefore,
improving robustness, secure alignment, adversarial defense mechanisms, and trustworthy
reasoning remain an important research direction for future LLM systems.

e. Privacy and Security Challenges

Modern LLMs raise significant privacy and security concerns due to their reliance
on massive datasets, external interactions, and distributed infrastructures. Sensitive confi-
dential information may unintentionally appear in generated outputs if models memorize
private data during training. Furthermore, prompt injection attacks, data poisoning, model
extraction, unauthorized access, and malicious API exploitation represent major security
risks in real-world deployments. These concerns become even more critical in distributed
Smart Internet of Things (SIoT) and Future Internet ecosystems, where LLMs interact
with decentralized devices, sensor networks, cloud-edge infrastructures, and autonomous
intelligent systems. Emerging solutions such as federated learning, privacy-preserving
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training, secure model alignment, differential privacy, and encrypted inference mechanisms
are being explored to improve the trustworthiness, resilience, and security of LLM-based
intelligent systems [6].

f. Edge Deployment and Scalability Challenges

Deploying Large Language Models (LLMs) in edge computing and Smart Internet of
Things (SIoT) environments remains a major challenge due to limited computational re-
sources, memory capacity, bandwidth availability, and energy constraints on edge devices.

Most state-of-the-art LLMs are designed for large-scale cloud infrastructures and re-
quire substantial GPU resources for both training and inference. However, Future Internet
applications such as autonomous vehicles, smart healthcare systems, industrial IoT, and
smart cities require low-latency and real-time decision-making capabilities closer to the data
source. These requirements create significant scalability and deployment challenges when
integrating LLMs into distributed and resource-constrained environments. To address
these limitations, researchers are exploring lightweight architectures, model compres-
sion, quantization, pruning, knowledge distillation, sparse computation, and edge-native
AI frameworks. In addition, federated learning and distributed inference mechanisms
are being investigated to support collaborative intelligence across decentralized IoT net-
works while preserving privacy and reducing communication overhead. Despite these
advancements, achieving scalable, energy-efficient, privacy-preserving, and real-time LLM
deployment across heterogeneous edge environments remains an important open research
problem within Future Internet ecosystems.

10. Future Directions
Future research on LLMs must increasingly align with the vision of Future Internet

and Smart IoT ecosystems, where intelligence is distributed, context-aware, adaptive, and
continuously interconnected across cloud, edge, and device layers. Within this paradigm,
LLMs are expected to function as cognitive engines for autonomous systems, intelligent dig-
ital twins, multimodal analytics, and adaptive service orchestration across interconnected
cyber-physical environments.

Several Future Internet and Smart IoT research directions, as outlined in Table 7, are
particularly important. Edge-native LLMs should be designed for resource-constrained
devices, gateways, and edge servers. RAG should be adapted for IoT knowledge bases,
technical manuals, sensor histories, and local operational rules. Multimodal sensing should
be integrated with LLM reasoning so that models can interpret data from cameras, micro-
phones, smart meters, environmental sensors, wearables, and industrial devices. Privacy-
preserving learning should support local adaptation without unnecessary movement of
sensitive data. MCP and agentic AI should be explored as mechanisms for interoperable
tool use, service orchestration, and multi-agent collaboration.

Table 7. Future research roadmap for LLM-enabled Future Internet and Smart IoT ecosystems.

Research Direction Current Gap Needed Method Future Internet/SIoT Value

Edge-native LLMs Most frontier models
remain cloud-centered.

Compression, quantization,
pruning, sparse activation, and
hardware-aware inference.

Lower latency, better privacy, and
reduced bandwidth dependency.

RAG for IoT knowledge bases LLM outputs may be ungrounded
or outdated.

Retrieval from manuals, sensor
logs, digital-twin states,
and local policies.

More reliable and explainable
decision support.

Multimodal sensing Many LLM systems
remain text-focused.

Fusion of camera, audio,
wearable, environmental, and
smart-meter data.

Context-aware reasoning for
smart homes, healthcare, industry,
and cities.
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Table 7. Cont.

Research Direction Current Gap Needed Method Future Internet/SIoT Value

Federated and privacy-
preserving adaptation

IoT data is sensitive
and distributed.

Federated learning, differential
privacy, secure aggregation, and
encrypted inference.

Local learning without
unnecessary data exposure.

MCP and agent interoperability Tool and agent ecosystems
are fragmented.

Standardized context exchange,
permissioning, memory,
and audit trails.

Interoperable autonomous
services across cloud-edge-
device layers.

Digital-twin integration Physical systems lack explainable
AI interfaces.

LLM interfaces for simulation,
monitoring, explanation, and
control-policy support.

Human-centric management of
cyber-physical infrastructures.

Trustworthy safety monitoring Autonomous outputs may be
unsafe or biased.

Guardrails, verification,
constrained actions, logging, and
human-in-the-loop escalation.

Safer deployment in critical and
semi-autonomous environments.

Energy-aware inference LLM deployment may be
environmentally costly.

Energy profiling, adaptive model
routing, green AI reporting, and
workload scheduling.

Sustainable scaling of intelligent
Future Internet services.

Developed by the authors.

The emergence of open-weight and efficient models further reinforces the importance
of transparency, accessibility, reproducibility, and collaborative innovation in the responsi-
ble development of next-generation intelligent systems. Overall, future LLM research must
balance intelligence, scalability, sustainability, and trustworthiness to support the evolving
requirements of the Future Internet and Smart IoT ecosystems.

11. Conclusions
This paper presented a taxonomy-based review of LLMs for Future Internet and Smart

IoT ecosystems. The review classified LLMs according to deployment environment, archi-
tecture, training strategy, accessibility, and application scope, and used these dimensions
to explain how LLMs can function as cognitive middleware across distributed digital
infrastructures. The analysis shows that LLMs are relevant to Future Internet systems not
only because of their language-generation ability, but because they can support semantic
interoperability, multimodal interpretation, contextual reasoning, tool use, retrieval-based
grounding, and autonomous service orchestration.

The study also identified the main limitations that hinder LLM deployment in edge
and resource-constrained IoT environments. These include computational cost, energy
consumption, inference latency, memory footprint, hallucination, privacy risk, security
vulnerability, bias, and limited robustness. These challenges are amplified in Smart IoT
environments because intelligent systems must operate close to physical devices, interact
with sensitive sensor data, and support reliable real-time or near-real-time decision-making.

Future research should therefore focus on lightweight and energy-efficient LLM ar-
chitectures, trustworthy and explainable AI systems, federated and privacy-preserving
learning, multimodal sensing, RAG-based grounding, agentic AI ecosystems, MCP-enabled
interoperability, and secure edge-native deployment strategies. The integration of LLMs
with Smart IoT and Future Internet infrastructures represents an important step toward
autonomous, adaptive, scalable, and human-centric digital ecosystems, but this integra-
tion must be governed by deployment-aware design, transparent evaluation, and strong
safety controls.
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