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Outline

* Internet of Things (loT) - statistics & facts
 Why loT is Getting Popular?

* Essential Protocols for IoT

* |oT Multiprotocol Gateway

* Architecture and components of a multiprotocol loT
gateway

* Emerging Security Challenges of Multiprotocol loT
gateways




Internet of Things
(loT) - Statistics &
* [n 2023, the number of cellular loT

fa Cts connections is estimated to reach 3.5 billion.
(Forbes)

Internet of Things (loT) and non-loT active device connections worldwide from 2010 to
2025 (in billions)

* The size of the global loT healthcare market
is expected to reach $534.3 billion by 2025.
(Grand View Research)

According to www.internetsociety.org,
By 2025, there could be up to 100 billion
i B connected loT devices with a global
o o o s o s s 01 o 0 a0 e oo s oo economic impact of more than $11 trillion.

® loT @ Non-loT

Statistica.com


http://www.internetsociety.org/
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* A network of physical objects, or
"things," that are embedded with
sensors, software, and other
technologies to connect and
exchange data with other devices
and systems over the internet.

* loT Connectivity
« Device to device (D2D)
* Device to gateway
+ Gateway to data systems
* Between data systems
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Ubiquitous connectivity

Cloud Computing—cloud
computing has become a point
with virtually unlimited processing
power and storage for loT data
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Miniaturization—smaller computers and

communication chips

By improving operational
efficiency and reducing
waste

y) )

loT technology can automate
many tasks, freeing up time
and resources for more
valuable work

Produc.fivii y

loT has the potential to transform
how we live and work, providing
new opportunities for innovation,
efficiency, and convenience.

loT Applications for Smart City

rite Ifgsin: kb Street Light Electric Vehicle
Transport Management, - S g Chargin
System Smart ¥ ging
Water Remote Health _|n_te|||gent
- ¥ Buildings, Safety
Management Management ’
& Surveillance




Enabling
loT is a crucial component of Technologies for
Industry 4.0, enabling Industry 4.0
manufacturers to optimize

. data from manufacturing
Internet of Things (loT) equipment, products, and

production processes, reduce
costs, and improve product

e - . collected from loT devices
Avrtificial Intelligence (Al) and make decisions in real-

quality

Robotics is used to automate
manufacturing processes, including

Robotics assembly, packaging, and material
handling
3D printing, is used
to produce
customized products
on-demand
Est. YORK AR and VR technologies are
1841 STJOHN Augmented Reality (AR) use(tji tot.train workers, sirr(ljulate
- . production processes, an
UNIVERSITY and Virtual Reality (VR) visualize products before they

are manufactured.




Essential Protocols for 1oT

e Communication Protocol

* Defines how data is communicated
between the sensor nodes and the
gateway and between the gateway and
the cloud.

* Wired or wireless communication

* Data Protocol
» Defines how data is formatted, handled,
and presented

« MQTT (Message Queue Telemetry
Transport) DDS (Data Distribution Service)

« AMQP (Advanced Message Queuing
Protocol)
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loT Communication Protocol

Two main categories of loT Communication Protocols

2.4GHz loT protocols.
Wi-Fi
Bluetooth Low Energy (BLE)
Zigbee
Thread is a newer 2.4GHz loT protocol

Sub-GHz loT protocols

offers long-range, low-power connectivity and are suitable for a
wide range of loT applications, especially those that require
coverage over large areas.- LPWAN

LoRaWAN
Sigfox
NB-loT
Weightless
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Protocol
WiFi
Zigbee
Bluetooth
LoraWAN
NB-loT
Sigfox
Z-Wave

Thread
6LoWPAN

MQTT-SN

CoAP

LoRa
NB-Fi

Range

30-100 meters

10-100 meters
10 meters

Up to 10 km

Up to 10 km

Up to 40 km

Up to 100 meters
Up to 700 meters
Up to 100 meters

Up to several
kilometers

Up to several
kilometers

Up to 10 km

Up to 5 km

Multimedia

DEIERIE] Support

11 Mbps - 10 Gbps

20-250 kbps

1-3 Mbps
0.3-50 kbps
50-250 kbps
100 bps - 1 kbps
9.6-100 kbps
250 kbps

250 kbps

10-250 kbps

10-250 kbps

0.3-50 kbps
100-250 kbps




loT Gateway

The gateway is
responsible for
collecting data from
various devices,
aggregating it, and
transmitting it to the
cloud or enterprise
network for processing
and analysis.

Door sensor

Light sensor

Gateway

Temperature sensor HTTP or MQTT
- PIR
Humidity sensor
: senso: :
Window sensor Rain sensor
6LoWPAN
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Why loT Multiprotocol
Gateway

*Interoperability
*Cost savings
*Scalability
*Flexibility
*Security
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loT Multiprotocol Gateway

<L

WiFi + LP WiFi
Bluetooth + BTLE
2G/3G/4G/LTE (GPRS)
ZigBee

Zwave

6LOWPAN

WiHART

Data Transport
RFID Broker

W — T =

Data Ingestion
& Processing
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Query
Persistence
& Concurrency

Satellite
Sensor Ethernet T
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|— ri MQTT, HTTPS,
Actuator € CoAP, REST, Load Balancer
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Storage

Metadata
Catalog

TCP/IP
. .

Compute G— rri

Servic
Orchestration

Analytics 3

API Library & APl Mgmt

Intel® IoT Gateway

Intel® loT Gateway Technology supports
Wi-Fi, Bluetooth, ZigBee, and Ethernet

LoRa Gateway supports Wi-Fi, Ethernet,
and Bluetooth

Cisco IR809 Industrial Integrated Services
Router supports 4G/LTE, Wi-Fi, and
Ethernet

The Things Gateway supports Wi-Fi,
Bluetooth, and LoRa

Advantech WISE-710 supports Wi-Fi,

Bluetooth, ZigBee, and LoRa.




The Artik 1020 board - Internet
of Things (1oT) platform

2.4 GHz WI-
FI/BT

* The Artik 1020 board is an Internet of SomnSEEE
Things (loT) platform developed by
Samsung that supports multiprotocol,
including Wi-Fi, Bluetooth Low Energy, ==u En b = T
ZigBee, and Thread et o O T N

switch

* The board features 1GB of LPDDR3
RAM, 4GB of eMMC flash storage, and
Wi-Fi and Bluetooth connectivity. In
addition, it includes a range of sensors
and interfaces, including GPIO, SPI, 12C,
UART, and USB.
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LoRa connectivity

Components of
a Multiprotocol
loT Gateway

device
Bluetooth LE
connectivity

ZigBee connectivity
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XBee ZigBee kit
UNIVERSITY loT sensor device :

Keysight Tech. U3800A IoT Development Kit



/

/ Multiprotocol gateways
/ support multiple
/ communication
/’ protocols, they are
/ vulnerable to protocol

vulnerabilities.

Vulnerabilities can be
/ exploited to obtain
/——+ unauthorised access to
/ the gateway and its
Emerging connected devices.
Security
Issues of loT
Multiprotocol

Gateway Some loT devices and

communication
protocols do not use
encryption to protect
data, making it easier for
attackers to intercept
and pilfer sensitive
information.

\

Lack of encryption

Default credentials

Many loT devices and
gateways come with
default login credentials
that are easily guessable,
making them vulnerable to
brute-force attacks.

| As the number of
i Internet of Things (loT)
\ : devices and gateways in
—a network increases, it
i becomes more difficult
E to effectively manage

| and secure them
|
i

Scalability

Most common passwords used in Internet of Things (loT) devices over a 45 day
period worldwide in 2021 (in 1,000s)

admin

root

enable

Statistica.com

20,994.69



Protocol Vulnerabilities

* Each communication protocol supported by the
gateway may have its own security vulnerabilities.

* For example, ZigBee and LoRaWAN protocols
has known vulnerabilities

» Zigbee and LoRa uses a simple security
mechanism that relies on a shared
secret key for encryption and
authentication.

* Zigbee and LoRa does not use a secure
timestamp or nonce mechanism, which
can make it easier for attackers to
replay network traffic.
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Zighee Protocol is commonly used for smart homes, industrial
automation, and healthcare systems.

Encryption weaknesses - Zigbee uses symmetric
encryption to protect its data. The use of a fixed default
key for all devices can make it easier for attackers to
intercept and decrypt Zigbee messages.

Replay attacks

Man-in-the-middle attacks

Physical attacks - Zighee devices can be physically tampered
with to extract encryption keys or other sensitive information.

Zigbee Protocol

:Ii_'i

LoRaWAN Protocol

Replay attacks - LoRaWAN messages can be intercepted
and replayed by attackers to gain unauthorized access to
the network.

Jamming attacks

Physical attacks

Side-channel attacks - LoRaWAN encryption keys can be
extracted through side-channel attacks, where attackers monitor

power consumption or electromagnetic emissions of a device to
infer the secret key



* The attacker can exploit a vulnerability in the gateway to gain
access and then uses that access to move laterally through the
network and compromise other devices.

P I VOt Att a C k * Once the attacker have access to the gateway, they can
use it to pivot to other devices on the network, such as

smart locks, cameras, or sensors.

on loTl R

* Regular vulnerability assessments and patch

I\/l J ‘ t I rO t O C O ‘ management, network segmentation, access
controls, and encryption.
G a t e W a * Network monitoring - monitor the network for
unusual activity and respond quickly to any

detected attacks

* keep loT devices up-to-date with the latest
security patches and firmware updates to prevent
known vulnerabilities from being exploited.

YORK
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UNIVERSITY
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A Signal Jamming on loT Multiprotocol
Gateway

* To prevent signal jamming attacks, it's

* The loT devices may become essential to secure the wireless
disconnected from the gateway causing communication channels used by loT
them to malfunction or become devices.

unresponsive. * monitor the network for suspicious activity

and respond quickly to any detected attacks.

* this could lead to service disruptions, data

loss * using frequency-hopping techniques to avoid

interference from jamming signals
* or even physical harm if the devices are part
of a critical infrastructure or medical system

= YORK
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Al-Based attacks on an loT Multiprotocol
Gateway

* Deep learning-based attack .
* Prevention

* Al algorithm is used to analyse the ! : Y

to the gateway for attacks. assessments
* Al-powered malware

. AA is beingdused to generate malwar?( * Implement strong security measures
that can adapt to changes in networ :
traffic. evadepdetectiongby sateway such as network segmentation, access
security mechanism controls, and encryption

* Botnets : : :

e Al can be used to create more * Using Al-based security solutions that
?jophis’_cicateddkiotne’%s that can evade are capable of detecting and responding
aﬁ’gecclf;?n and launch more effective to Al-based attacks

YORK
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Case studies on successful implementation of
Security Measures for Multiprotocol loT Gateways
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Intel® loT Gateway Technology supports
Wi-Fi, Bluetooth, ZigBee, and Ethernet

LoRa Gateway supports Wi-Fi, Ethernet,
and Bluetooth

Cisco IR809 Industrial Integrated Services
Router supports 4G/LTE, Wi-Fi, and
Ethernet

The Things Gateway supports Wi-Fi,
Bluetooth, and LoRa

Advantech WISE-710 supports Wi-Fi,
Bluetooth, ZigBee, and LoRa.

Bosch, a global provider of technology and
services - The solution included strong
authentication mechanisms, encryption, access
control, and intrusion detection and prevention
systems.

Protocols
SIM card socket x 1, 3G/4G LTE mini PCle
connector, NB-loT connector

Schneider Electric - The solution included strong
authentication mechanisms, encryption, access
control, and intrusion detection and prevention
systems. The gateway was also deployed in a
segmented network to limit the impact of
security incidents.

NXP Semiconductors - The gateway was also
designed with a secure boot mechanism to
ensure the integrity of the firmware.



Conclusion

» Several companies offer successful implementations of security measures for multiprotocol
loT gateways.

We are interested in understanding

How can blockchain technology be used to enhance the security and integrity of IoT data
transmitted through an loT multi-protocol gateway?

What are the ethical and legal implications of using an loT multi-protocol gateway, particularly
with respect to data privacy and security?

What are the most effective methods for implementing secure over-the-air firmware updates to
loT devices through an loT multi-protocol gateway?
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