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ABSTRACT Unmanned aerial vehicles (UAVs) are getting more popular for deployment in surveillance
related operations owing to their flexibility and ability to reach hazardous areas. Moreover, the quality of
digital cameras is getting better, and they can capture and store more visual information in high-resolution
images. Unfortunately, due to the resource-constrained nature of UAVs, storing such large images can
exhaust memory and related resources; whereas, the transmission of these images over the public link
can pose several security threats. Securing these critical images during transmission from unauthorized
access can be achieved through the use of efficient encryption techniques. This article proposes a novel
encryption scheme incorporating both confusion and diffusion for encrypting both grey-scale and color
images. In the proposed- encryption scheme, the image blocks are rearranged using a combination of
random permutation, rotation, DNA encoding and zigzag pattern. Next, a bit-plane extraction method is
used to obtain eight different bit-planes, including the most and least significant ones, from the scrambled
image. These extracted bit-planes are then processed using confusion and diffusion techniques with a secret
key, which is created using a hyper-chaotic map. The proposed method for encrypting the images taken by
unmanned ariel vehicles is evaluated by examining its security level and time complexity using evaluation
metrics such as correlation, entropy, energy, histogram analysis, keyspace and key sensitivity. The results
and analysis demonstrated that the proposed encryption algorithm is able to effectively secure digital images.
Additionally, the proposed work is also found to be superior to existing methods when compared using
statistical security metrics.

INDEX TERMS Unmanned aerial vehicles, chaos theory, cyberattacks, DNA encoding

I. INTRODUCTION for drones is crucial due to their use in sensitive areas.
However, it is essential that the encryption algorithms used
are not only reliable and secure but also effective in terms
of computational power [2]]. Drones have several advantages
over traditional ground-based surveillance methods. The use
of drones in surveillance has become increasingly popu-
lar in recent years due to their numerous advantages over
traditional ground-based security methods [3]]. Drones have

NMANNED aerial vehicles (UAVs), also known as

Drones, are becoming more popular in a variety of
industries for tasks such as security and surveillance. The
drone sector is particularly thriving in sectors such as the
military, and oil industries, where drones are used to inspect
hazardous activities from the air and provide images for
decision-making [[1]. The importance of image encryption
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the ability to traverse large and hazardous areas discreetly
and precisely, making them a cost-effective and compact
alternative to manned aircraft. This also makes them harder
to detect with radar systems. However, as drones continue to
be equipped with advanced sensing and surveillance technol-
ogy, the importance of securing them has become a crucial
concern.

In recent years, information security has become a highly
researched area due to the growth of digital information, such
as images, videos, and audio. The transmission of this type
of information over the Internet is challenging because of
its bulk and high correlation compared to text, making tra-
ditional encryption algorithms like AES and DES unsuitable
[4]-[8]]. Although these algorithms are secure, they require
a lot of computational time and are not practical for real-
time applications [9]. The secure transmission of medical
images is a critical issue, and researchers are exploring differ-
ent approaches to encrypting images, including the Fourier
Transform, Discrete Wavelet Transform, chaos and SCAN.
Chaos-based image encryption algorithms have been found
to be the most secure because of their complex structures,
sensitivity to initial conditions, and ability to generate highly
random sequences.

Chaos-based systems are commonly utilized to produce
random key streams for image encryption through the se-
lection of initial conditions and state variables, which are
also referred to as key parameters or seeds [[10]-[12]. These
key streams are then used to encrypt images. A small
change in the seed values can result in a completely dif-
ferent key stream, leading to significant differences in the
encrypted image. In recent times, chaos-based image en-
cryption has gained a lot of attention from researchers.
Confusion-diffusion-based encryption algorithms are consid-
ered to be very secure, based on the concept introduced by
Shannon. Confusion involves scrambling the pixels in several
ways, such as row scrambling, direct pixel scrambling and
column scrambling, while diffusion modifies the pixel values
through transformations or logical methods [[13]—-[16]. In an
image, pixels are the primary component and can consist of
different numbers of bits. For example, in an 8-bit image,
each pixel consists of 8 bits.

The level of security in an encryption scheme is im-
proved when it encrypts information at the smallest unit.
Bit-level encryption, which encrypts images on a bit-level
basis, can result in a higher level of encryption compared
to other methods [[17]], [18]. Bit-level encryption, confusion-
diffusion-based and chaos-based encryption are all forms of
spatial domain encryption. This type of encryption involves
the direct manipulation of pixel values through mathematical
operations such as substitution, and other logical operations.
In contrast, frequency-domain encryption involves convert-
ing the pixel values into frequencies before manipulating
them.

The way images are encrypted can be broken down into
two main categories: spatial domain encryption and fre-
quency domain encryption. In spatial domain encryption,
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the pixels of an image are directly manipulated using math-
ematical operations like permutation and substitution and
logical operations like a cyclic shift. In contrast, frequency-
domain encryption requires converting the pixel values of
an image into frequencies, for example, through the use of
a discrete wavelet transform. In this process, the original
image is decomposed into four sub-bands, each consisting
of different frequency components. The LL sub-band of an
image holds a significant portion of the image’s information
[19]. In contrast, the other sub-bands (LH, HL, and HH)
contain high-frequency information. By analyzing just the
LL and LH sub-bands, it is possible to reconstruct the original
image with minimal loss of information.

A. CONTRIBUTION OF THE WORK

Our aim in this work was to address the security concerns
prevalent around the world by developing a solution to pro-
tect digital data from potential threats. The contributions of
the paper include:

o In this study, we evaluated the existing encryption
scheme and identified security vulnerabilities, which
are detailed in sectionll] To ensure the protection of
digital images, we designed an encryption technique
that produces three different encrypted RGB images
from one plaintext image. In order to access the plain-
text information, the recipient must possess all three
enciphered images.

« We propose an encryption method that combines dif-
ferent encryption methods such as bit-plane, chaos and
DNA encoding. The design of the proposed encryption
algorithm takes into account both the time required
for the encryption process and the level of security it
provides.

« In the proposed encryption method, we aim to minimize
the computation time which can be obtained using the
bit-plane extraction method. In the proposed work, only
the most significant bi-planes (MSPs) are considered for
encryption. The reason for choosing the MSPs is that
the majority of the information of the original image
is present in them. Therefore, it is more important to
secure the MSPs compared to the least significant bit-
planes (LSPs), as it might result in a time-consuming
encryption process.

o We evaluate the effectiveness of the proposed encryp-
tion scheme through statistical analysis like PSNR, en-
tropy, MSE, correlation and energy. Additionally, we
tested the proposed algorithm against various attacks
like noise attacks, cropping attacks and brute force
attacks, to demonstrate its robustness against different
cyber threats.

The rest of the paper is structured as follows: Section
presents a review of the existing encryption scheme and its
limitations. Then, Section [[IToffers a brief explanation of the
secure drone monitoring architecture. Following that, Section
covers the preliminaries that are employed in developing
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the proposed cryptosystem for high image resolutions. While
section [V] and [V are devoted to the proposed cryptosystem
and its experimental results and analysis, respectively. Fi-
nally, the paper concludes in Section [VII] and Section [VIII|
presents the future work.

Il. RELATED WORK
Chaos is often used in image encryption systems due to
its unpredictable and sensitive nature. This means that even
small changes in initial values can lead to vastly different
outcomes [20]], [21]]. For example, Song et al. [22] utilized
a chaotic system, specifically a one-dimensional skew-tent
map, to encrypt color images. However, a chaotic system
with low dimensions can be easily targeted by signal esti-
mation algorithms, due to its straightforward chaotic path.
Moreover, a low-dimensional chaotic map also has a small
key space, making it vulnerable to cyberattacks. Hua et al.
[23]] presented an innovative framework based on exponential
chaos in order to generate a secure and robust chaotic system.
Similarly, Wang et al. [24] proposed a refined cross-coupled
map lattice, which has high entropy and a larger chaotic range
and applied it to encrypt the digital images. Such existing vul-
nerable encryption schemes demonstrate the ongoing efforts
to improve chaotic systems for enhanced security. Further-
more, to improve security, various image encryption methods
that integrate chaotic systems with other techniques have
been proposed. Ghaffari et al. [[25] utilized the measurement
matrix produced by a Lorentz chaotic system to both encrypt
and compress the original image. In [26]], a four-wing hyper-
chaotic system is incorporated to generate DNA sequences
dynamically, thereby diffusing the plaintext image. However,
the existing encryption techniques are limited to encrypting
a single image at a time and are not equipped to satisfy the
demand for efficient transmission of information.
Encrypting multiple images at the same time is becoming
a common trend in the field. There have been numerous
new chaotic multi-image encryption methods developed in
recent years. In [27]], Man et al. introduced an effective
image encryption scheme based on chaos and interpolation
techniques. This allows for a single key to be used to encrypt
multiple images. In [28]] Shahna et al. proposed an image
encryption algorithm that uses multiple colors and multiple
levels of scrambling. The algorithm enhances the security of
the encryption by linking the plain image’s hash value with
a cross-coupled PWLCM system. While Patro’s technique
enhances the performance of encryption, it does not address
the issue of reducing storage space and transmission costs
by compressing multi-plain images. This deficiency is also
present in other encryption schemes such as [29], [30]. Re-
cently, the development of compressive sensing (CS) based
technology has allowed for simultaneous, compression, non-
uniform sampling and encryption of digital images [31],
[32]. One example is Luo et al.’s work [33], where the
authors presented a compression, scrambling and diffusion-
based strategy for image security. Their approach uses only a
limited number of keys to generate the measurement matrix,
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which helps to minimize the storage space required for the
keys. Additionally, Zhang et al. [34] introduced a unique
dual-image encryption technique that combines double ran-
dom encoding, diffusion-confusion and compressive sensing
to enhance information transmission efficiency. Ye et al.
[35] presented an optical multi-image encryption approach
through the use of compressive sensing. In these schemes,
the measurement matrix is made using a chaotic sequence.
This lowers the cost of transmission and improves the per-
formance of both compression and encryption. However,
the encryption process in such schemes is not related to
the characteristics of the natural image, and the same key
streams are used for different plaintext images. This makes
the encryption vulnerable to chosen plaintext attacks and can
easily be broken.

Apart from the chaos and compress-sensing image encryp-
tion schemes, DNA computing is also applied to the design of
encryption techniques that use dynamic rules to create secret
keys. Digital images can be expressed as sequences of DNA
bases [36]. Generally, DNA-based encryption works by con-
verting the pixel values of an image into DNA bases and then
performing encryption operations based on DNA operations.
After the encryption process is completed, the DNA bases
are transformed back into 8-bit pixel values [37]. Chaos has
been integrated with DNA in several encryption algorithms
[38], [39]. These algorithms were created to address the
weaknesses of traditional image ciphers against cyberattacks
and statistical attacks such as the entropy attack, chosen
plaintext attack, and Bruce Force attack [40]—[42]]. In [43],
a combination of a chaotic logistic map and DNA is used
to design an encryption algorithm. The chaotic logistic map
controls the rules for the DNA encryption, and the secret key
is derived from the plaintext image through a hash function.
The results showed improved performance compared to other
encryption methods; however, each image could only have a
single secret key with a limited size.

In [44], a new encryption algorithm is introduced that com-
bines DNA coding, chaotic maps, and arithmetic sequence
scrambling. The algorithm uses the hash of the original
image as the secret key, which is transformed into a chaotic
sequence and then into DNA sequences for diffusion and
confusion. Another encryption algorithm is proposed in [45]]
that uses a compound sine-piecewise linear chaotic map and
varied DNA coding, with a focus on a straightforward design.
While chaos is commonly used to secure plaintext images,
there are concerns about their efficiency and security due to
the computationally expensive floating-point operations and
potential security weaknesses.

A. LIMITATIONS OF THE EXISTING ENCRYPTION
SCHEMES

A few limitations of the existing encryption schemes men-
tioned in section [[are listed below:

1) Low diffusion: Chaotic systems can suffer from low
diffusion, meaning that encrypted data may not be suf-
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ficiently shuffled, which can result in residual patterns
that could be exploited by an attacker.

2) Lack of standardization:There is no standardization
of chaos-based encryption algorithms, which makes
it difficult to compare and evaluate the security of
different schemes.

3) Vulnerability to known-plaintext attacks: Some
chaos-based encryption schemes are vulnerable to
known-plaintext attacks, where an attacker can obtain
information about the encryption key by using known
plaintext and ciphertext pairs.

4) Weaknesses in key generation: A few existing en-
cryption schemes heavily rely on the generation of se-
cret keys, and any weaknesses or vulnerabilities in the
key generation process can compromise the security of
the encryption scheme.

5) Dependence on the quality of randomness: Encryp-
tion schemes depend on the quality of the randomness
used in the system. If the randomness is not of high
quality, the encryption scheme may be vulnerable to
attacks.

lll. SECURE AND SAFE DRONE MONITORING
ARCHITECTURE

A secure drone monitoring framework refers to a set of
protocols, systems, and tools that ensure the safe and secure
operation of drones used for surveillance purposes. This
framework would include elements such as encryption for
sensitive data, secure communication channels for transmit-
ting the data, and robust security measures to protect against
hacking or unauthorized access [46[]-[48]]. Additionally, the
framework might include guidelines for drone operation,
such as specific flying patterns or altitude restrictions, to
ensure the safety of both the drone and those in the area being
surveyed. The goal of a secure surveillance drone framework
is to provide a safe and reliable way to gather information
while minimizing the risk of data breaches or other security
incidents.

Drones have become a popular tool for surveillance due to
their ability to capture live video of a specific area. They are
especially useful in industries as they can access hazardous
locations that would otherwise be difficult or even dangerous
for human observers to reach. With a wide range of abilities
to follow moving objects, drones provide a flexible and
effective means of gathering information. However, drones
also have some limitations, such as limited battery life and
flight time, so they must be used strategically [49]-[51]]. Due
to the sensitive nature of drone footage, it must be encrypted
before being transmitted via wireless.

The communication between a drone and its ground con-
trol station (GCS) is often not secure and requires encryption
to protect sensitive data [52]], [53]. To address this issue,
a framework is needed that provides a secure means of
transmitting the drone’s images over potentially vulnerable
communication channels. Drones are equipped with limited
battery power and are capable of capturing high-quality im-
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ages, making it essential that the encryption method used to
be both fast and efficient. This will help to ensure that the
drone can perform its surveillance operations optimally with-
out being hampered by slow or resource-intensive encryption
processes [54], [55]]. To maximize the drone’s performance,
the encryption system must be designed with efficiency,
taking into account factors such as processing time and
the impact on the drone’s battery life. Figure [T] shows the
secure UAV monitoring framework, designed specifically
for sensitive areas, consisting of the UAV, the GCS, and
the communication link. However, an attacker may be able
to intercept the insecure communication link and carry out
a "man-in-the-middle" attack, which is why encryption is
necessary. The framework proposed in this paper utilizes an
image encryption algorithm based on bit-plane extraction and
DNA encoding methods to securely transmit drone data.

Secure
Images taken UA Eneryption  ppgpemitter
by UAVs i ...i Wireless

%@ Q T‘Yﬁ*f—» «Z@Aj)% Hacker

© /

Reciever

Decryption Ground Control

Decryption Station

FIGURE 1: Secure UAV monitoring framework

IV. PRELIMINARIES

In this section, a preliminary overview of Deoxyribonucleic
acid (DNA)-based encryption, hyper-chaotic maps and bit-
plane extraction-based encryption is given, as they are crucial
components of the proposed encryption scheme. All of these
ideas are central to the encryption method, and a clear under-
standing of them is essential for comprehending the proposed
algorithm and its purpose.

A. DEOXYRIBONUCLEIC ACID

Nucleic acids are tiny bio-polymers that are essential for the
survival of all known forms of life. DNA and RNA, the two
types of nucleic acids, are made up of nucleotides. These
nucleotides contain four bases: cytosine (C), thymine (T),
guanine (G) and adenine (A) in DNA, and the three bases (A,
C, and G) are the same in RNA, but the fourth base, thymine,
is replaced by uracil (U) [56]]. The bases have complementary
partners; for instance, A is complementary to T and C is
complementary to G. A sequence of nucleotides can be
represented by a symbolic string, where the biopolymers are
expressed using symbols.

The utilization of DNA concepts in the field of comput-
ing, specifically in data encryption, has become widespread
because of its simplicity in transforming binary numbers into
nucleotides for processing [57]]. Each of the four nucleotides
can be symbolized using two bits of information, specifically
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the combinations 00, 01, 10, and 11, with eight different
mappings of these bits to nucleotides available (as shown in
Table [I). Four different types of operations can be done on
such four nucleotides, and the XOR operation is frequently
employed in DNA-based encryption schemes. The results of
the XOR operation on all possible combinations of DNA
nucleotides are presented in Table 2] The DNA-XOR oper-
ation is a straightforward and efficient logical operation that
is widely utilized in encryption as the DNA-XOR operation
makes it possible to retrieve the original plaintext after de-
cryption has taken place [58]], [59]]. This operation also has
the benefit of producing an equal number of Os and 1s, which
makes it a good choice for making the key schedule and
encryption algorithm proposed in this paper.

W|A|C|A|C|G|T|G|T
01| G|C|A|T|A|T|G|C
0| T|C|G|T|A|G|A|C
1M A T|C|G|G|T|A|C

TABLE 1: DNA encoding rule

XOR | T|A|C|G
A T|A|C|G
C G|A|G|T
T C|G|A|C

TABLE 2: XOR-DNA encoding rule

B. 2D HYPER-CHAOTIC MAP

The 2D hyper-chaotic map (HCM) is a technique used to
shuffle the positions of pixels in a plain image [60]. This
method is based on a 2D hyper-chaos discrete nonlinear
dynamic system and it can be represented as follows:

{Anﬂ — by + by A, + by 0

Tn+1 = a1 + a3A%
where b1=0.3; b2=0.4; b4=0.6; a1=1.6; a3=3.8. The gen-
eral representation of the system is given below:
An = An; n
Tnt+l = f(Anarn)

Where;

9(An,rn) = b1 +b2An+b3Ai+b47’n+b57’72,,+b614n7’mbi €
Ri=1,2,---,6
f(An,rn) = ay + as A, + a3A% + agry, + asr? +
agAprn,a; € Ryi=1,2,---,6

The Lyapunov exponent of the hyperchaotic system is
converted into (A, ry,)

(8An+1> _ (fn le) <8An)
aMH—l - f21 f22 87"71

fi1 = 2% = by + 2034, + beru;
f12 — aig = by + 2bs7r, + aﬁAn;

where;
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fo1 = g—f = az + 2a3An + beTn;
fa2 = gh = as + 2a5r, + agAp

Hyper-chaotic maps are used in the proposed work to
generate secret keys in cryptography because they have high
entropy and exhibit chaotic behavior, making them difficult
to predict or reproduce without knowledge of the initial
conditions. The basic idea is to use a hyper-chaotic map in the
proposed work to generate a random sequence of numbers,
which can then be used as a secret key for encryption and de-
cryption. The sequence generated by the hyper-chaotic map
is usually used to "seed" a pseudorandom number generator,
which then generates the actual key used in the cryptographic
system.

Equation [2]in the 2-D hyper-chaotic map is used to gen-
erate the random key sequences for permutation as well as
diffusion purposes. The procedure for generating the random
sequences using Equation [2]is given below:

« Specify the initial conditions, such as Ay, 7, and fj.

o Iterate Equation [2] 65536 times to produce 65536 dis-
tinct random numbers in the sequence R, with each
number ranging between 0 and 1 (i.e. R € (0, 1)).

o The selection of initial values is performed on the bifur-
cation diagram of the hyperchaotic map. A detailed ex-
planation of the bifurcation diagram of the hyperchaotic
map and the criteria for selecting the initial key is given
in [61].

« To enlarge the values of the sequence R, multiply each
value with a large number say 999.

o Multiply each value in the sequence R by a large num-
ber, such as 999, to increase their values.

o To truncate the fractional values, apply the floor func-
tion or convert them to integers.

« if the plaintext image consists of 256 rows or columns,
select the first 256 unique values from the random
sequence R.

« Use the updated sequence R to scramble the pixel rows
and columns of the plaintext image, corresponding to
the confusion operation. To create diffusion, convert the
entire 1-D sequence of 65536 different values into a 2-
D matrix known as the X — Mat of size 256 x 256,
and then perform an XOR operation with the scrambled
image.

The generated sequence (R) and a 2-D matrix (X —
M at) will be used as secrete key sequences.

C. BIT-PLANE EXTRACTION

Bit-plane (B-P) extraction is the process of separating an 8-
bit digital image into 8 separate 1-bit images, each repre-
senting a single bit-plane of the original image [62]]-[65].
Mathematically, the bit-planes (B — P;) can be extracted
using Equation [3] This process can be accomplished using
the following steps:
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(a) Plaintext image

Vig: - 3
(b) BP

(g) BPy (h) BP3

FIGURE 2: Eight bit-planes
I, L,
B-P = (2—0)m0d(2), B—P,= (?)mod&)
1, I,
B—P;= (2—;)mod(2), B—- P, = (2—3n)mod(2)
3)
I, I,
B - P = (2—4)m0d(2), B—Ps = (ﬁ)mod(Z)
B—-P;= (é—?)mod@), BP —-8= (g—m)mod@)

Where I,,, and 2" represent the plaintext image and the
position of the bit-plane respectively.

« Initialize a set of 8 1-bit images, each representing a
single bit-plane of the original image.

o For each of the 8-bit-planes, isolate the corresponding
bit from the original 8-bit image. This can be done using
bit shifting and bit-wise operations.

« For each pixel in the original image, shift the corre-
sponding 8-bit value right by the number of bits rep-
resenting the bit-plane of interest.

o Mask the result with 1 (00000001 in binary) to obtain
only the relevant bit. Store the resulting 1-bit value in
the corresponding bit-plane image.

« Repeat steps 2-5 for each of the 8 bit-planes.

o The 8 resulting 1-bit images are the bit-planes of the
original 8-bit image.

Bit-planes are categorized into two groups: most signif-
icant bits (MSBPs) and least significant bits (LSBPs). The
information contained in each bit-plane varies. MSBPs pos-
sess the highest amount of information, while LSBPs have
the lowest amount of plaintext information, as illustrated in
Figure 2| [66], [67].
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The quantity of plaintext information as a percentage can
be computed using Equation [4] and the numerical values
obtained are displayed in Table[3]

27—1
I = —8 . 1 C)]
Zj:l 2J71

TABLE 3: Information percentage

BP; (j=0,1,---,8) [ Percentage values
0.30
0.79
1.42
3.12
6.25
12.23
25.7
50.20

00| | OV | K| W 1| —

V. PROPOSED ENCRYPTION PROCESS

The proposed encryption method consists of four key steps.
The first step involves scrambling the bitplanes that are ex-
tracted from the original plaintext image. The key generation
process, which is based on a hyperchaotic map, is presented
in the second stage. After the generation of the secret keys,
a random image is generated, which is used for creating the
discussion in the scrambled image using an XOR operation.
The proposed encryption scheme utilizes symmetric keys,
implying that the same secret key must be used by both the
transmitter and the receiver. However, the receiver must have
knowledge of the secret key information before receiving the
encrypted image. The generalized process of the proposed
encryption process is given in Figure 3]

Scrambling stage | Stage

e | . . . |
Zig Bit-plane Permutation .
< > . Key-Stream
S R Zaggin, Extraction N
ma;@'r s ""'|
Original

Image ————"—7"——>————————— —

\

\

| Random
| Image
\

Genelation

Diffusion

Ciphertext

Image
FIGURE 3: Different stages of the proposed encryption
scheme

A. SCRAMBLING PROCESS
Before splitting the original image into its 8-bit planes, the
original pixels value are shuffled as shown in Figure 4]

The original image pixel values are shuffled, as depicted in
Figure [] prior to being divided into 8-bit planes. As shown
on the left side of Figure 4] a small portion of the plaintext
image is selected as an example. Upon applying the Zigzag
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technique, a new image is generated, which can be seen on
the right side of Figure ] The pre-scrambled image is given
in Figure f{b).

10090 #3769 |z [100 (200 |79 |63
! Zagging
150 201" | 19#"] 63 JENEREEIE!

5V 79% 29/ 3 150 169 (206 | 154
2187420677 15458 51119 99 |8
(a) Zigzaging

ALy R L

(b) Pre-scrambled image

FIGURE 4: Scrambling using zig-zagging process

Now extract the eight bit-planes from the pre-scrambled
image (P — ST) as shown in Figure[5|and shuffle the position
of pixel rows and columns.

V (\a)‘ P :’;5:'18 (b) P — SI7 A (c 16 (d) P —SIs

(e) PI4 (f)— Si3 ‘ (g) P—SI> ‘ (h)é—SIl

FIGURE 5: Bit-planes extracted from the pre-scrambled
image

The mathematical of the permutation process which is
applied to the P — S1; is given below:
Let take a portion of P — ST (I):

150 26 210
I=135 127 206
42 169 166

The binary version of P — S1 will be:

10010110 000110100 11010010
00100011 01111111 11001110
00101010 10101001 10100110

Ibin =

VOLUME 4, 2016
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To extract the P—S1; from Iy, consider each corresponding
bit from each pixel. For instance, for the P — S, choose ]th
bit from each pixel. Similarly, for the P — SI7, choose Tth
bit from each pixel and so on. The extracted eight P — S1I;
form I;;,, will be:

01 1 10 1
P-SIg=|1 0 0|, P-S,=|1 1 1
01 0 100
10 1 01 0
,P-SI=|1 0 0|, P-SI;=|(1 1 1
10 1 00 0
00 1 110
P-SI,=|1 0 ,P-SI;=10 0 0
10 1 1 00
01 0 00 0
,P-SL=1|1 0 1|,P-SL=5|0 0 0
110 00 0

If we change the positions of values present in the P— ST,
the permuted bit-planes (PP — S1g) will be:

110 01 1
PP—-SIg=|0 0 0|,PP-SI;=1{1 0 1
1 0 1 110
[0 1 0] 1 11
,PP—SIg=1|1 1 1| ,PP-SIz=1{0 0 1
0 0 1 00 0
[0 1 0] 1 0 1
PP—SIb,=1(0 0 1|PP-SI3=1|1 0 0
11 1 000
1 1 1] 00 0
,PP—-SI,=10 1 1|,PP-SI,=]0 0 0
0 0 0 00 0

Following the permutation process, the binary values
placed at position (1,1) in each PB P are merged to produce
the eight binary values used for the permuted image’s first-
pixel value (1,1). Similarly, to acquire the (1,2) pixel in the
permuted image, combine the binary values inserted at the
location (1,2) in each PpP. Repeat the same process to
obtain all pixel values of the permuted image (F;,,, ). The final
permuted image corresponding to I, will be:

10010110 11111010 01010110
01100100 00100010 01111010
11001000 01001000 10101000

Pim:

150 250 86
100 34 122
200 72 168

Pim:
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The matrix P;,, is generated by applying a permutation
operation only on the MSBs. The resulting matrix is fully
distinguishable from the original matrix I. Similarly, the
whole process will be repeated for all the P — SI; in two
iterations; (a) Row wise and (b) Column wise.

B. KEY GENERATION
The row and column-wise scrambling key generation process
is given in algorithm T}

Algorithm 1 Pseudo code for the generation of secrete keys
and random image

Start

— Input set the initial conditions for the hyperchaotic
map. such as ag, bg, 79 and Ag

— Iterate the chaotic map one thousand times.
for N = 1:1000
Apg1 = b1+ b2 Ay, +byry
Tn+1 = a1 —+ (L3A72,L

— Enlarge the values generated in the sequence (A and )
A(n) = (A(n+1)) * 999
r(n) = (r(n+1)) * 999

— Convert the fractional values into their decimal form.
A(n) = floor(A(n))
r(n) = floor(r(n))

— Now take modulo of A(n) and r(n) with 256, to restrict
the values between 0 to 255.

Apmod(n) = mod(A(n), 256);

Tmod(n) = mod(r(n), 256)
end
— The Sequences A,,,q(n) and 7,,,4(n) will be used for
the row and column scrambling of P — S1;, respectively.

— To generate a random image, convert both the se-
quences (Amoq(n) and rpeq(n)) into a two-dimensional
array as follows:

Asp = reshape(A o4, TOw, col);

rop = reshape(r o4, oW, col);
End

C. DIFFUSION

In the diffusion process, the information contained in the
image is altered by changing the values of each pixel. This
results in the creation of a noisy image. To generate the
final encrypted image, a substitution box and a bit-wise
exclusive OR (XOR) operation is applied between the Asp
and the scrambled image data. A generalized pseudo-code
of the proposed encryption algorithm is given in Algorithm
[2] The figure presented in Figure [] illustrates the detailed
block diagram of the proposed work. Additionally, Figure
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displays the test plaintext images and their corresponding
ciphertext images. It is evident that the proposed encryption
method can completely conceal plaintext information. This
observation validates the efficacy of the proposed encryption
scheme.

Algorithm 2 Pseudo code for the proposed encryption algo-
rithm
Start
—Input Original images (M;,,) of size Row = M x
Columns =N
— Py, = mod(M;,,, 2), P, = mod(floor(M;,,/4), 2), P3 =
mod(floor(M;,,,/8), 2), Py = mod(floor(M;,,/16), 2), Ps =
mod(floor(M;,,,/32), 2), Ps = mod(floor(M;,,/64), 2), P
= mod(floor(M;,,/128), 2) > Bit-plane extraction: Py, P,
Py, --- Pr are bit-planes
— Random sequence generation:
— Iterate HCM for one thousand times
Setting the iteration to one thousand times is not compul-
sory and can be any large value capable of producing a
minimum of 256 unique integer values.
— Insert initial conditions and control parameters (ag, by,
r9, Ag in hyperchaotic map.
fori=1:1000

Iterate Equation 3]
variable called Y;

Qi) =Y;11 x 999

F(i) = floor(Q(i))

Md(i) = mod(F'(i), 256)

end

— X =unique (Md(7), 256) > Choose only unique values
— Change initial conditions: (ag, by, 7, Ap)
— Repeat all the above steps to generate another random
sequence (Y') for column permutation
— Row permutation:

for row = 1:R

rowperm(X (R), :) = M;,,(R, :);

> Result will store a

end
— Column permutation:
for col= 1:N
colperm(:, Y (coll)) = rowperm(:, N);
end
Create diffusion using XOR operation to generate a final
encrypted image.
End

The proposed encryption scheme is ideal for securing
drone images in comparison to other image encryption meth-
ods for the following factor and reasons.

o The structure of the proposed scheme is relatively
straightforward when compared to other image encryp-
tion algorithms that use complex mathematical opera-
tions involving high-dimensional chaotic maps.

o The proposed encryption approach relies on the use of a
Hyperchaotic map to create round keys and the final key,
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FIGURE 6: Detail block diagram of the proposed work

(a) Cameraman (b) Lina (c) Captured by UAV (Image-1) (d) Captured by UAV (Image-2)

® (€3] (h)
FIGURE 7: (a-d) Test image, (e-h) corresponding ciphertext images

which involves less computational effort and is simpler from other chaos-based image algorithms that use com-
in nature. plicated chaotic maps.

o Lastly, the process of generating a random image o The proposed method for encrypting images involves
through the Hyperchaotic map is crucial to producing using the DNA bases of the pixels in the image along
the final key, which sets this encryption method apart with round keys to create diffusion, which changes the
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/ /
Rotor-4

Camera

FIGURE 8: Multi rotor UAV

positions of the DNA bases in the image pixels.

o The proposed approach involves extracting bit-planes
from the image and eliminating the least significant
bit-planes from the encryption process, which helps to
reduce the computational time required for encryption.

o This encryption method is particularly relevant for
drone images, which can be very large and may con-
tain sensitive information. Because drones have limited
computational resources, the emphasis is on encrypting
the images before sending them to the Ground Control
Station (GCS) for decryption. The encryption algorithm
needs to be designed with minimal latency, while the
decryption algorithm can be performed on the GCS,
which has more computational resources available.

o Compared to other nonlinear functions, DNA opera-
tions, chaotic operations, and bit-plane extraction are
relatively simple and have lower computational com-
plexity.

VI. EXPERIMENTAL RESULT AND ANALYSIS

The experiments in this section were carried out using MAT-
LAB(R2022a) that makes processing matrices and signals
simple and easy to implement. The computer used for the
experiments had an Intel Core i5-1135G7 processor running
at 2.40GHz, with 8GB of RAM and 11'". To evaluate the
efficiency of the proposed algorithm, it is also implemented
a multi rotor UAV, as depicted in Figure [§] This drone has
a maximum flight time of 34 minutes, can record 5K/90
fps videos, and capture 52-megapixel images. The images
used in the experiments are of two types: standard images
such as Lena and cameraman as shown in Figure [/, which
are commonly used to evaluate the performance of modern
encryption schemes, and images captured by a drone in an
industrial zone for monitoring purposes. Such images have
large sizes and high resolution.

A. HISTOGRAM ANALYSIS

A histogram is a graphical representation of the distribution
of pixels in an image [68]]. This information is useful when
evaluating the strength of an encryption scheme. A strong
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encryption method should result in a histogram of the en-
crypted image that is uniform and flat, with no noticeable
patterns compared to the original image. For example, Figure
O] shows a comparison of the histogram of a plaintext image
and its corresponding encrypted images. The histogram of the
ciphertext image shows a uniform distribution of pixels and
appears to be completely different and lacks any recognizable
patterns. This indicates that the proposed encryption scheme
is able to resist attacks based on histogram analysis.

B. HISTOGRAM VARIANCE ANALYSIS
Variance is a statistical measure that is used to evaluate the
uniformity of the histogram of encrypted images. Unlike his-
togram visualization, which provides a visual representation
of the distribution of pixels, variance gives a numerical value
that represents the spread of the data. It is often considered a
more reliable metric for evaluating uniformity [69].
Variance can be calculated using a mathematical formula
as shown in Equation [5] which gives a value that represents
the spread of the data in the histogram. If the variance is low,
it means that the data are tightly clustered around the mean,
indicating a more uniform distribution. On the other hand, a
high variance indicates that the data is spread out and less
uniform.

] 256
Var(P)= — Y [l; — E(L))? )
256
K=1
Where L is the image pixels stream, L = { I, I, I3 ... .,l256,
l; is the image pixel value at K*" position and E(L) =

1 2256 L
256 LK =11

Table [] provides a comparison of the variance values of
encrypted images produced by different encryption schemes.
When analyzing the variance values, it becomes evident that
the proposed encryption method outperforms the existing
ones. The reason for this is that the variance values for the
images produced by the new scheme are smaller, showing a
more uniform distribution of pixels and providing a stronger
form of encryption.

TABLE 4: Histogram variance analysis

Plaintext Ref [70] Ref [71] Ref [72] Ref 73] Proposed
images

Cameraman 271.17 272.17 268.33 277.53 255.63
Lina 261.97 263.78 271.72 274.94 262.60
Image; 275.70 274.36 273.39 276.98 259.33
Image-1 271.37 274.36 276.87 274.31 269.96

C. MAXIMUM DEVIATION
The security of a cryptographic algorithm can be determined
by the difference in pixel values between the original (plain-
text) image and the encrypted (ciphertext) image. The greater
the deviation in pixel values, the more secure the encryption
technique is considered to be [[74]], [[75].

Mathematically, this deviation can be expressed as the
maximum difference between the image pixel values of the
original and enciphered images as shown in Equation [6]
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FIGURE 9: Histogram analysis: (a-d) Histogram of plaintext images, (e-h) histogram of corresponding ciphertext images

The larger this maximum deviation, the more robust the
encryption scheme is in terms of security.

K—2
Fo+ F_
MF:%—FE at (6)
J=1

K and Fj represent the number of gray levels and range
of histogram values at a specific index (J) respectively. If
the value of M is high, it indicates that the encrypted image,
known as the ciphertext, is notably distinct from the original
image, referred to as the plaintext.

Table[8shows the results of the maximum deviation for the
proposed encryption method and other existing algorithms.
By comparing the average values of the largest differences
between the images, it can be determined that the proposed
encryption algorithm and the methods mentioned in [66,
67] are better than other comparable encryption methods.
This means that the amount of deviation in the proposed
encryption method does not give away any important infor-
mation about the encryption’s strength. This indicates that the
proposed encryption method is secure and does not reveal any
important details of the original image.

TABLE 5: Maximum deviation

Plaintext Ref [70] [ Ref[71] | Ref[72] | Ref[73] [ Proposed
images

Camerman 24110 24897 25998 25631 24978
Lina 24993 24796 25689 25336 25789
Imageq 25196 25036 25687 25303 24231
Imagesbase 24978 25639 25367 26031 25791
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D. IRREGULAR DEVIATION

Measuring the encryption quality using just the maximum
deviation (MD) is not sufficient. To determine the quality
of the encryption, another metric known as Information
Dissimilarity (ID) is employed. ID evaluates the encryption
by measuring how similar the statistical distribution of the
differences between the original and encrypted image is to
a uniform distribution [[76]], [77]. This helps in assessing the
evenness of the deviations between the two images.

The ID can be calculated using a mathematical formula
given in Equation [7] which gives a value that represents the
similarity of the deviation distribution to a uniform distribu-
tion. A lower value of ID indicates that the deviation distri-
bution is closer to a uniform distribution, meaning that the
encryption is stronger and more secure. On the other hand, a
higher value of ID indicates that the deviation distribution is
less uniform, meaning that the encryption is weaker and less
secure.

J—1
I, = Z Tk — Cql (7
K=0

Where T represents the highest value in the histogram at
position K, while C¢ refers to the average of all the values
in the histogram.

Table[6]displays the I, values for the proposed and existing
encryption techniques. The results demonstrate that the ID
values for the proposed work are smaller compared to the
other techniques, indicating that it has a higher encryption
quality when compared to the others.
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TABLE 6: Irregular deviation

Plaintext Ref [70] Ref [71] Ref [72] Ref [73] Proposed

images

Cameraman 46978 47635 48569 47301 45031

Lina 45569 46996 47894 46687 45064

Image; 46691 47630 47133 49963 45666

Images 46791 46698 47656 46687 45339
E. ENTROPY

In image encryption, entropy refers to a measure of the
uncertainty or randomness of the image data. It provides
information about the distribution of the image’s pixels and
can be used to assess the quality of the encryption process.
The entropy of an encrypted image can be calculated as
follows:

Entropy = — Z C(Pj)1092C(Pj) @®)

Where: P; represents the probability of appearing in the
jth variable.

The maximum achievable entropy value in an encryption
scheme relies on the image type being encrypted. For in-
stance, in the case of an 8-bit image, the maximum attainable
entropy value cannot exceed 8. In the proposed encryption
technique, 8-bit images are considered for encryption. A
value close to 8 indicates that the encryption scheme can
provide a significant level of security to digital images. Table
presents the entropy values of different encrypted images
and compares the outcomes with those of other existing
encryption schemes. The findings demonstrate that the pro-
posed encryption approach achieves entropy values that are
much closer to the ideal value of 8 compared to other existing
techniques, whose entropy values are lower than those of the
proposed encryption method.

TABLE 7: Entropy analysis

Plaintext Ref [70] Ref [71] Ref [72] Ref [73] Proposed

images

Cameraman 7.9771 7.9853 7.9820 7.9835 7.9990

Lina 7.9865 7.9863 7.9965 7.9971 7.9991

Image 7.9896 7.9870 7.9923 7.9933 7.9990

Images 7.9799 7.9832 7.9834 7.9978 7.9989
F. CONTRAST

The contrast of an image refers to the difference in brightness
between the lightest and darkest pixels in the image [78]].

The primary goal of image encryption is to modify the
contrast of the encrypted image such that it is dissimilar to
the original image. This modification of contrast enhances
the difficulty of extracting information from the encrypted
image. The contrast of an image can be determined using
Equation[9]

Contrast = Z [r — s|?y(r — s) 9
r,5=0

where r and s are 8-bit gray-level images, and (r — s) is
the gray-level occurrence matrix.
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The contrast analysis involves calculating the difference in
brightness between the pixels in the original image and the
encrypted image, and measuring how different they are. If
the difference is significant, it means the encryption process
has changed the contrast of the image and has effectively
concealed the original information. Table |8 shows the con-
trast values for the proposed encryption algorithm and other
existing ones, where it can be seen that the contrast values for
the proposed work are greater than the existing ones, which
indicates that the proposed encryption method performs bet-
ter than the other comparable encryption schemes.

TABLE 8: Contrast analysis

Plaintext Ref [70] Ref [71] Ref [72] Ref [73] Proposed

images

Cameramna 9.4986 9.5789 9.3689 9.8980 10.6989

Lina 9.7826 9.8910 9.7960 9.7741 10.2311

Image; 9.8784 9.8812 9.7850 9.7713 10.6790

Images 9.8741 9.7780 9.8710 9.9820 10.3460
G. ENERGY

Energy analysis in image encryption is a measure of the
randomness and uniformity of the pixel values in an en-
crypted image. The energy of an image is calculated as
the sum of the squared pixel values of the image and is a
measure of how much energy or "power" is present in the
image. A higher energy value indicates that the pixel values
are more uniformly distributed, while a lower energy value
indicates that the pixel values are more clustered or unevenly
distributed. The energy of an image can be calculated as:

Energy = (i,5)° (10)

This information can be used to assess the quality of an
encryption scheme, as a good encryption scheme should pro-
duce encrypted images with small energy values, indicating
that the pixel values are well randomized and the content of
the original image is effectively concealed. Table [9] provides
a comparison of the energy values for plaintext images,
existing encryption methods, and the proposed encryption
scheme. The outcomes demonstrate that the proposed en-
cryption technique generates ciphertext images with energy
values that are lower than those of both the plaintext images
and other existing encryption methods.

TABLE 9: Energy analysis

Plaintext Ref [[70] Ref [71] Ref [72] Ref [73] Proposed
images

Cameraman 0.0158 0.0159 0.0158 0.0164 0.0153
Lina 0.0164 0.0165 0.0161 0.0163 0.0151
Image; 0.0160 0.0161 0.0162 0.0163 0.0154
Images 0.0160 0.0161 0.0159 0.0163 0.0153

H. LOSSLESS ANALYSIS

One critical aspect of an encryption algorithm is its capability
to retrieve the original pixel values of the plaintext image
with high accuracy, ensuring that the encryption process is
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lossless. Two commonly used metrics for assessing the loss-
less quality of an encryption algorithm are the peak signal-to-
noise ratio (PSNR) and the mean square error (MSE), which
can be mathematically represented as follows:

1

1 K—-1N-1

s=0
2
PSNR =1 logy ——14% 12
SNR 0 x OQQMSE (12)

Where, v and s are the row and column index respectively,
P(v, s) is plaintext image C (v, s) is the ciphertext image and
@ maz 18 the maximum plaintext image pixle value.

PSNR and MSE are two opposing measures used in im-
age encryption. PSNR measures the similarity between the
original image and the encrypted image, with higher values
indicating a higher degree of similarity. This is not desirable
in image encryption, where the goal is to have as little
similarity as possible between the original and encrypted
images. MSE, on the other hand, measures the differences
between the two images. Therefore, the goal is to have the
ciphertext image differ significantly from the plaintext image,
to protect the image data. The proposed encryption algorithm
is considered to be lossless if the PSNR is low and the MSE
is high. The results reported in Table [I0] and [TT] for the
proposed algorithm show a PSNR value of zero and an MSE
value of infinity, respectively indicating strong encryption.
Meanwhile, the existing encryption algorithms have PSNR
and MSE values other than zero and infinity, indicating that
they are not suitable for applications where the exact pixel
values are needed to be retrieved.

TABLE 10: PSNR analysis

Plaintext Ref [ 70, Ref [71] | Ref[72 Ref [73 Proposed
images

Cameraman 5.58 8.61 6.56 3.38 0
Lina 6.47 9.53 5.68 4.24 0
Image; 3.47 8.34 4.26 3.56 0
Image; 7.87 6.47 9.38 3.47 0

TABLE 11: MSE analysis

Plaintext Ref[70] [ Ref[71] T Ref[72] | Ref[73] | Proposed
images

Camerman 201.81 204.81 186.31 195.41 0o
Linea 215.46 217.87 195.66 206.82 00
Image; 206.13 235.80 206.98 205.89 00
Image> 227.12 215.87 216.80 214.87 o]

I. CROPPEING ATTACK ANALYSIS

In order to test whether the proposed encryption scheme can
withstand a cropping attack, a portion of the ciphertext im-
age, with dimensions of 250 x 250, is cropped. The resulting
cropped image is then input into the decryption algorithm
to visualize if the original information can still be retrieved.
From Figure [T0(d), it can be observed that after the plain-
text image is decrypted from the cropped ciphertext image,
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the original information can still be visualized, with some
distortion. This demonstrates that the proposed encryption
scheme is capable of withstanding a cropping attack and can
successfully recover the original information even from a
portion of the encrypted image.

&7

(c) Cropped ciphertext image  (d) Recovered image from

cropped ciphertext image

FIGURE 10: Cropping attack analysis

J. NOISE ATTACK ANALYSIS

To test how well an encryption algorithm can withstand a
noise attack, the algorithm is first used to encrypt an image.
Then, to simulate a noise attack, random noise is added to the
encrypted image using XOR operation as shown in Equation

NoisYimage = Noise ® C(i, ) (13)

Where & and C(%, j) represent the XOR operation and the
ciphertext image respectively. Following the addition of noise
to the ciphertext image, the proposed decryption algorithm
is utilized to perform decryption. Figure [TT] displays the de-
crypted image, which indicates that the image’s contents can
be easily visualized. Although the decrypted image contains
some noise, the differences between the decrypted image and
the original image are negligible.

K. COMPUTATIONAL TIME ANALYSIS

Computational time analysis is an essential aspect of image
encryption since it measures the time required to perform
encryption and decryption operations on an image. It is
particularly crucial for real-time drone applications, such as
video streaming, where images need to be encrypted and
decrypted quickly.

13
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B AT B = . -
(d) Recovered image from

noisy ciphertext image

FIGURE 11: Noise attack analysis

(c) Noisy ciphertext image

The computational time for image encryption depends on
several factors, including the encryption algorithm’s com-
plexity, the size of the image, and the hardware used for
encryption. More complex encryption algorithms tend to take
longer to encrypt an image, while larger images also require
more time to encrypt or decrypt. Additionally, the type and
processing power of the hardware used for encryption can
significantly impact the computational time required.

The proposed work involved measuring the computational
time of the encryption method using a built-in MATLAB
command called "tic-toc." Various images are taken using a
drone camera and encrypted using the proposed encryption
technique. Table [T2] displays the numeric values of time
taken to encrypt each image- of size 512 x 512 in seconds.
The results indicate that the proposed encryption scheme
can encrypt the plaintext images within a few milliseconds.
Moreover, a comparison with existing encryption methods
is also provided, showing that the proposed method is more
efficient in terms of processing time.

TABLE 12: Computational time analysis (sec)

Plaintext

images Ref [70] Ref [71] Ref [|[72] Ref [73] Proposed
(512 x 512)

Cameraman 1.026 0.879 0.346 0.099 0.0002
Lina 0.986 0.846 0.647 0.0642 0.0006
Image; 0.964 0.571 0.648 0.0698 0.0009
Images 1.015 0.945 0.206 0.087 0.0005

L. CORRELATION

In image encryption, correlation refers to the statistical re-
lationship between two or more variables or attributes in
an image. The correlation between two variables can be

14
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positive, negative, or zero. A positive correlation denotes
that an increase in one variable leads to an increase in the
other variable, while a negative correlation indicates that an
increase in one variable leads to a decrease in the other vari-
able. A zero correlation indicates that there is no relationship
between the two variables.

The correlation between the original and encrypted im-
ages can be used to assess the quality of the encryption
process. A low correlation between the two images indicates
stronger encryption, as it means that the encrypted image is
significantly different from the original image and that the
encryption has effectively concealed the original image data.
Mathematically, correlation can be represented as follows:

CorrCoff = <24 o, = /VAR,,  o,=\VAR,
VAR (m)= & S (m, -Em)?,  Cov(m, k) =4

SR (m, - E(m) (g, - E(k)

The symbols E and ’o’ stand for the expected value
operator and the standard deviation, respectively

The correlation between the pixels in the original image is
typically high, making it easy to see the content. However, a
properly encrypted image will have less correlation between
the pixels, making it more difficult to visualize the content.
The goal is to have a low correlation value in the encrypted
image so that the original image data is effectively concealed.
Table [T3] displays the results of the correlation analysis of
the original images, existing encryption methods, and the
proposed encryption method. It can be seen from the table
that the proposed encryption method results in a significantly
lower correlation value compared to both the original image
and other existing methods.

TABLE 13: Correlation analysis

Plaintext Ref [70] Ref [71] Ref [72] Ref [73] Proposed
images

Cameraman 0.006 0.0025 0.0028 0.0011 0.0001
Lina 0.0029 0.0021 -0.0121 -0.0036 -0.0017
Image; 0.0013 -0.0011 -0.0025 0.0011 -0.0001
Images 0.0017 -0.0025 -0.0013 -0.0013 -0.0028

In addition to statistical analysis, visual analysis can also
be used to assess the correlation between image pixels of
the plaintext and ciphertext images by plotting the scattered
diagram as shown in Figure

Figure [I2[a-c) illustrates the scatter plot of the pixels in
the original image in the horizontal, vertical, and diagonal
directions. The dots on the plot, representing the pixels, are
clustered closely together, indicating a high level of corre-
lation between the image pixels. In contrast, Figure [T2}d-f)
shows the scatter plot of the pixels in the encrypted image
in all three directions, and we can observe that the dots are
widely separated from each other. This demonstrates that
the proposed encryption technique effectively eliminates the
correlation between the pixels in the image.

M. DIFFERENTIAL ATTACK ANALYSIS
The encryption process should exhibit a high level of sen-
sitivity to even the slightest variations in the input. Even
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analyzing these values, it becomes evident that the proposed
encryption scheme outperforms the existing one and exhibits
greater resistance against differential attacks.

TABLE 14: UACI

il i Plaintext Ref [70] Ref [71] Ref [72] Ref 73] Proposed
0 50 100 150 200 250 300 0 50 100 150 200 250 300 0 50 100 150 200 250 300 lmages
il aluatlocaton () il vatue atlocton () Pl value stlocaton (1) Cameraman 33.3550 33.4972 33.5225 33.3131 33.6054
(a) Correlation of plain- (b) Correlation of plain- (c) Correlation of plain- Lina 334950 | 33.5172 | 33.5025 | 33.5731 | 33.6454
text image pixel in hor- text image pixel in ver- text image pixel in di- Image; 33.5049 | 335172 | 33.5325 | 334231 | 33.6537
izontal direction tical direction agonal direction Images 335138 | 33.5272 | 33.5525 | 33.5731 33.0618
300
TABLE 15: NPCR
Plaintext Ref [70] Ref [71] Ref [72] Ref [73] Proposed
images
Cameraman 99.6132 99.6234 99.6345 99.6123 99.6634
3 i i " Lenna 99.6531 99.6341 99.6220 99.6451 99.6653
50 100 150 300 0 50 100 150 200 250 300 0 50 100 150 200 250 300 Imagel 996345 996310 996421 996451 996612
Pixel value at location (x.y) Pixel value at location (x,y) Pixel value at location (x.y) Image2 99 6437 99 6275 9961 89 996034 996679

(d) Correlation of ci- (e) Correlation of ci- (f) Correlation of ci-

phertext image pixel in phertext image pixel in phertext image pixel in

horizontal direction vertical direction diagonal direction
FIGURE 12: Scattered plots of plaintext and ciphertext image
pixels

a small modification in one pixel’s value should produce
a significant shift in the texture of the output image. As
the difficulty level increases in establishing the relationship
between the input and output images, the effectiveness of
differential cryptanalysis decreases. To show the robustness
against differential attack analysis, two well-known metrics
including the number of pixels’ change rate (NPCR) and
unified average changing intensity (UACI), are used. For
effective encryption, the statistical values of these metrics
should be as high as possible.

1) NPCR and UACI

This analysis considers a pair of encrypted images that orig-
inate from source images differing by only one pixel. The
NPCR and UACI can be calculated using Equation [T4] and

[T3] respectively.

Zs,t D(s,t)

NPCR =
RxC

x 100% (14)

UACI =

1 Z IEl(s,t)Q* Ea(s, 1) x 100% (15)

RxC 55

s,t

Where R and C' denote the rows and columns of pixels in
the image, and F/; (s,t) and E5(s,t) refer to two ciphertext im-
ages whose corresponding plaintext images differ by only a
single pixel. The matrix D(s, t) can be determine as follows:

if By(s,t) = Es(s,t), 0
if By(s,t) # Ea(s,t), 1

Tables [T4] and [T3] display the UACI and NPCR values for
both the proposed and existing encryption schemes. Upon

D(s,t) =
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N. CHOSEN PLAINTEXT ATTACK
To obtain the symmetric key K. (it can be correct or in-
correct) in this attack, a plaintext image is generated with
specific characteristics as follows:
1) Create an image consisting of all ones except for
the first (4 x 4) pixels, which are represented by:
Py Py
Py Pa
2) The values of the initial (2 x 2) pixels, identified as
A11l, are known despite being randomly chosen.
3) Solving the following equation results in obtaining the
remaining (4 x 4) first pixels:

Ppo=1-"P;
Pyy=1- Py, (16)
Pi+P;=0

4) Let E represents the (4 x 4) pixels of the encrypted
image.
5) By taking the modulo of (28 or 219), the shared secret
key can be obtained as K, = (E x P)mod(2® or 216)
By adopting the above procedure, a simulation of a chosen
plaintext attack is performed.

1) Chosen plaintext attack simulation

The hyperchaotic map parameters are Ag = 03.4678 and ¢
= 0.1345 this generates the key sequences for diffusion (D —
K.) and random permutation (RP — K_.) as given below:

120 25 135 234
112 197 65 103
(D —Ke)cpa= 26 197 234 214
22 16 115 167

15 6 4 12 10 1 3 5 8 2
(RP_KC)CPA_[7 119 13 16 14
5 6
LetP—[7 8}
15
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Then the chosen plaintext will be generated as follows:

124 0 157 201
65 18 213 11
167 96 10 216
34 15 117 201

The encrypted matrix E corresponding to P will be:

P =

25 19 102 211
36 271 0 254
112 137 10 69
94 27 156 117

Using the aforementioned results produced, the recovered
diffusion key (R-D-K) and random permutation key (R-RP-
K) secret will be as follows:

E =

95 59 112 154
230 19 97 73
210 157 10 86
87 51 167 201

(R—D—-K.)cpa=

(R—RP—-K.)cpa=1|3,8151,12,9,7,2,5, 10, 16,

11,4,6,13, 14

The R— D — K. are R— RP— K are not similar to D — K
and RP — K, respectively. Therefore, as depicted in Figure
[13] it is nearly impossible to accurately recover the original
image.

(a) Plaintext image

(c) Recovered image using
(R—D—-K)cpa and (R —
RP - K)cpa

(d) Recovered image using
(D — K)cpa and (RP —
K)cpa

FIGURE 13: Chosen plaintext attack simulation
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O. KNOWN PLAINTEXT ATTACK
In certain situations, it may not be feasible to choose the
plaintext image, but it can still be obtained. In such cases,
the following steps can be followed to obtain the secret key
K.:
1) A window with dimensions of 4 x 4 is travelled over
the plaintext image.
2) The invertibility of the modulo 28 or 216 is checked for
each window.
3) Let the invertible matrix of size 4 x 4, referred to as I,
be discovered, the secret key can be deduced using the
following process:

K. = E x inv(I,,)mod(280r2'%) a7

The simulation of a Known plaintext attack is performed
by adopting the procedure given in section|[VI-OT]

1) Known plaintext attack simulation

An invertible block of size (4 x 4) is discovered at position
(15,19) in the original image illustrated in Figure [T4[a),
which is denoted as:

112 146 116 178
164 146 120 179
110 113 145 102
134 167 102 167

I, =

The inverse of I,,, with modulo 28 will be:

114 121 130 59
95 145 197 163
25 113 178 91
24 157 163 18

After performing the encryption, the encrypted matrix is
given as:

Inv(l,) =

154 210 15 98
E= 114 167 201 251
154 169 137 85

Using Equation [T7] the recovered diffusion and confusion
keys are as follows:

152 25 94 115
132 157 15 96
156 179 156 88
35 168 205 176

(R—D—-K.)gkpa=

(R—RP—K.)gpa=|2,15,10,7,9,6,8, 13, 16, 11, 12,

1,3,14,4,5

Byusing (R— D — K.)kpa and (R— RP — K.)gpa, it
can be seen in Figure[T4]that no information in the decrypted
image which is recovered using the recovered keys can be
visualized.
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(a) Plaintext image

(b) Encrypted image

(d) Recovered image using
(D - K)KPA and (RP -
K)kpa

(c) Recovered image using
(R— D — K)KPA and (R—
RP - K)kgpa

FIGURE 14: Known plaintext attack simulation

VIl. CONCLUSION AND DISCUSSION

This study presents a novel approach to secure image encryp-
tion for drone-based surveillance systems. The researchers
have developed a key scheduling algorithm that combines
elements of DNA and a hyperchaotic map. The secret key
is utilized to generate multiple round keys, which can be
adjusted to different sizes. The scrambling process is carried
out using the bit-plane extraction method, and the diffusion
operation is based on the integer representation of these bases
and the XOR operation. The design of the encryption algo-
rithm aims to provide both confusion and diffusion properties
in a single round, ensuring a high level of security. The
algorithm and its key schedule underwent extensive statistical
analysis. The results of these experiments indicate that the
encryption keys are randomly generated, and the encryption
process is efficient, even when applied to large images. The
proposed algorithm has demonstrated that it can withstand
any type of malicious attack. It has met the necessary spatial
demands for drone usage, however, there is still room for
improvement in terms of the speed of encryption for large
images. To overcome this issue, future work can focus on
making the proposed encryption scheme even simpler to
enhance its overall efficiency.

While the proposed encryption scheme has not been tested
in an actual UAV scenario, we have implemented it in
MATLAB and conducted a series of experiments to analyze
its real-time performance. For instance, we used the "Tic-
Toc" command, which operates in real-time, to calculate the
total time required for encrypting high-resolution images,
and we evaluated the scheme’s strength using various se-
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curity parameters. These assessments demonstrate that the
proposed encryption technique is robust enough to withstand
cyberattacks.

In a practical situation involving unmanned aerial vehicles
(UAVs), our analysis was conducted using MATLAB in
real-time. The performance of the encryption technique we
proposed is influenced by the processing speed of the UAV’s
processor. Consequently, if a fast processor is employed in
the UAV, our encryption method is likely to operate more
quickly and encrypt data in a more time-efficient manner.

Apart from that, Unlike existing schemes, where pixel-
level permutation is used, which involves permuting im-
age pixels based on DNA or zigzag pattern techniques, the
proposed work achieves permutation at the bit-level. This
involves decomposing the image into its bit planes and then
permuting the bits within the bit-planes using random se-
quences generated using DNA and chaotic maps. The use
of bit-level permutation instead of pixel-level permutation
results in better security and time efficiency, as shown in
Tables @}{13]in the manuscript.

VIIl. FUTURE WORK

The proposed work can be integrated with the existing ap-
proaches given in [79], [80]. One way to achieve this is by
utilizing the memristor-based neural network circuit to
intelligently encrypt high-resolution images. By incorporat-
ing this approach, the strength of the proposed encryption
scheme and other existing schemes can be detected within
seconds. Additionally, the use of DNA chaotic synchroniza-
tion for secure communication can aid in identifying
the region of interest in high-resolution images that require
encryption. By adopting these techniques, the encryption
computational time can be reduced even further while also
enhancing the security strength.
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