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ABSTRACT In this paper, a noise-resistant image encryption scheme is proposed. We have used a cubic-
logistic map, Discrete Wavelet Transform (DWT), and bit-plane extraction method to encrypt the medical
images at the bit-level rather than pixel-level. The proposed work is divided into three sections; In the first
and the last section, the image is encrypted in the spatial domain. While the middle section of the proposed
algorithm is devoted to the frequency domain encryption in which DWT is incorporated. As the frequency
domain encryption section is a sandwich between the two spatial domain encryption sections, we called it a
"sandwich encryption." The proposed algorithm is lossless because it can decrypt the exact pixel values
of an image. Along with this, we have also gauge the proposed scheme’s performance using statistical
analysis such as entropy, correlation, and contrast. The entropy values of the cipher images generated from
the proposed encryption scheme are more remarkable than 7.99, while correlation values are very close to
zero. Furthermore, the number of pixel change rate (NPCR) and unified average change intensity (UACI) for
the proposed encryption scheme is higher than 99.4% and 33, respectively. We have also tested the proposed
algorithm by performing attacks such as cropping and noise attacks on enciphered images, and we found
that the proposed algorithm can decrypt the plaintext image with little loss of information, but the content
of the original image is visible.

INDEX TERMS Discrete wavelet transform (DWT), chaotic map, medical images, bit-plane decomposition,

security analysis of medical images.

I. INTRODUCTION

In In the past few decades, information security has become
a very demanding research area. With the fascinating evo-
lution in digital information security such as image, video
and audio, secure transmission over an insecure channel
(Internet) is not convenient [1], [2]. Compare with the textual
information; images have more redundancy, the bulk of data
and high correlation in which traditional cryptosystems such
as Advanced Encryption Standard (AES), Data Encryption
Standard (DES) [3], [4] are not suitable. Although these
algorithms are very secure, the computational time is high and
not suitable for real-time applications due to the number of
rounds. In the present era, the secure transmission of medical
images and ensuring the integrity, authenticity, availability,
and confidentiality are very influential. Therefore, most of
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the researchers are trying to develop an appropriate image
encryption scheme with the extensive variety of non-linear
systems and transforms such as Fourier Transform [5], [6],
Discrete Wavelet Transform [7], SCAN [8], compressive
sensing [9] and chaos [10], [11]. Among all these approaches,
it is observed that the chaos-based image encryption schemes
are the significantly secure encryption algorithms due to its
tremendous properties such as the complexity of structures,
highly sensitive to initial condition and generating of highly
random sequences [12].

Chaotic systems are often used to generate random key
streams by selecting appropriate initial conditions and state
variables, which are also known as key parameters or seeds
and then encrypted images can be produced by employ-
ing the generated key streams [13]. A slight change in the
seed values may cause completely different key streams
and thus a significant difference can occur in the output
image (encrypted image). Nowadays, chaotic properties have
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(a) Plain CT image (b) LL sub-band (c) LH sub-band

(e) HH sub-band

(d) HL sub-band

FIGURE 1. 15 level decomposition of plain image using DWT.

drawn the attention of many researchers in chaos-based image
encryption [14]-[20]. In most cases, confusion-diffusion
based schemes are considered a secure encryption algorithm
and the idea was given by Shannon [21]. In confusion-
diffusion based encryption schemes, confusion is associated
with the pixel scrambling in which permutation can be done
in several ways such as direct pixel scrambling [22], row
scrambling and column scrambling [23]. While the diffusion
process alters the pixel values through some transformation
methods or by logical methods [24]. In an image, the pixels
are the biggest parameter and it can be composed of a differ-
ent number of bits. For instance, in an eight-bit image, there
are 8-bits in each pixel.

Any encryption scheme can be considered more secure if
it encrypts the digital information at the smallest level [25].
Bit-level encryption may produce better-encrypted images
as it encrypts the image at bit-level, which is the smallest
element in an image. The bit-level encryption, chaos-based
and confusion-diffusion based encryption are fallen into one
of the broad categories of encryption called spatial domain
encryption [26]. In spatial domain encryption, pixel values
manipulates directly via different mathematical operations
such as permutation [27], substitution [28], [29], cyclic shift
operation [30] and by mean of other logical operations [31].
In contrast to the spatial domain encryption, frequency
domain encryption is also taken into account. One cannot
directly manipulate the pixels before converting the real
pixel numbers into different frequencies during the frequency
domain encryption. For example, discrete wavelet transform
converts the plain image into four different frequency bands
such as LL sub-band, LH sub-band, HL sub-band and HH
sub-band. Figure 1 and Figure 2 show the 1* and 3'¢ level
decomposition of plain CT image using DWT.

In the wavelet decomposition, one thing is noticeable:
in every level of decomposition using DWT, the sub-bands
image’s size becomes half of the previous sub-band. For
example, if anyone takes DWT of an image of size M x N,
then after the 1% level decomposition, the size of the sub-
bands (LL, LH, HL and HH) become (%’I X %). Similarly,
the size of the sub-bands at 2" level decomposition decreases
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FIGURE 2. Decomposition at 3’ Level using DWT (a) Plain CT image
(b) 15t Level decomposition (c) 2" Level decomposition (d) 377 Level
decomposition.

accordingly. All the sub-bands have a different kind of fre-
quency components. LL sub-band consists of low frequen-
cies, which means most of the information of the plain image
present in the LL sub-band while very little information lies
in the other three sub-bands (LH, HL, HH). Because these
sub-bands contain high-frequency components, the LL and
LH sub-bands are so powerful, if we ignore the HL and
HH sub-bands while taking the IDWT of LL and LH sub-
bands, the original image can still recover with little loss
of information, but perceptually there will be no difference
between the plain and the recovered image.

A. CONTRIBUTIONS OF THIS WORK

As most of the part of the world is suffering from security
issues. So, keeping in mind the security issues, we have made
an effort to secure the digital data from adversaries. The
contributions of this work are as under:

« In this paper, we have examined the past encryption

algorithms and pointed out some security issues, which
are presented in section II. To provide security to the
medical images, we have developed a cryptosystem that
can generate three different RGB cipher images corre-
sponding to one plain medical image. To retrieve the
information of the original image, the receiver must have
all three cipher images.
In the proposed encryption scheme, we have deployed
spatial and frequency domain encryption in which the
frequency-domain encryption section lies in between
the other two sections of the spatial domain encryption;
thus, we called it sandwich encryption. While design-
ing the proposed encryption algorithm, encryption
computational time, and security level, both these
parameters are considered.
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o To reduce the computational time, we have considered
only a low-frequency band (LL sub-band), which is
extracted by taking Discrete Wavelet Transform (DWT)
of the plain image. The reason for considering only the
LL sub-band is that most of the plain image information
present in the LL sub-band. So it is more important
to secure the low-frequency sub-bands than the high-
frequency sub-bands, which may cause an increase in
the encryption computational time by applying some
complex mathematical operations sub-bands (LH, HL
and HH).

« We have figure out the proposed encryption scheme by
using statistical analysis such as entropy, correlation,
energy, PSNR, MSE to show the effectiveness of the
proposed work. The proposed algorithm is also tested
against different attacks such as cropping attack, noise
attack and brute force to prove that our encryption
scheme is robust against different attacks.

Il. RELATED WORK AND PRELIMINARIES

In recent years, a bulk of security work on the security of
the digital data has been successfully carried out by different
researchers [32]-[38], But most of the existing work still
has some issues which need to be improved remarkably.
This section provides the previous work related to digital
data security and some drawbacks of the existing encryption
schemes.

In [39], Wang et al. put his effort to achieve the confusion
and diffusion simultaneously to reduce encryption computa-
tional time. Although the authors were successful in reducing
the processing time, but the security was compromised a bit.
In [40], Zhou et al. presented his work to secure the digi-
tal images using complex mathematical functions of chaos.
A new chaotic map by combining different chaotic structures
was also proposed and then used in his proposed encryp-
tion scheme. The encryption scheme is consists of 5 rounds
rather than single encryption round to enhance the security.
In real-time applications, we required low processing time.
There is always a tradeoff between security and encryption
computational time. Obviously, as we increase the number
of rounds, the security of the encryption scheme enhances.
Nevertheless, with the enhancement of security by increases
the number of rounds, we must compromise on the processing
time, which is not suitable for real-time applications. In con-
trast to [40], Shafique et al. Proposed a bit-level encryption
scheme (IEC-BPMC) [41], in which the author(s) applied
the permutation function only on the most significant bit-
planes to reduce the computational time. The reason is that
most of the information is present in the MSBs bit-planes.
The information content gradually decreases as we go from
the MSBs to the LSBs bit-planes. Although the author(s) has
designed the encryption schemes for real-time applications,
security was compromised and it was a break in [42]. In [42],
Wen et al. has done cryptanalysis on the encryption scheme
which was proposed in [41]. The author used a chosen-
plaintext attack methodology to break the IEC-BPMC.
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A plain image can be recovered in the bit-plane encryption
methods by combining only four MSBs bit-planes with little
information loss. By adopting this methodology, one can
achieve high security with less processing time, but that
encryption scheme would be lossy, which is not suitable
for those applications where we required the exact recov-
ery of information. In 2014, Wang et al. [43] claimed that
the encryption scheme proposed in [44] is insecure against
chosen-plaintext attack. To remove the flaws of the encryp-
tion scheme proposed in [44], Zhang and Xiao [45] proposed
a cryptosystem which is based on bit-level permutation and
diffusion only mechanism. According to Shannon’s theory,
any cryptosystem becomes stronger if it contains a confusion-
diffusion mechanism. While the encryption scheme proposed
in [45] was based only on the diffusion mechanism, and it
may consider an insecure scheme because this scheme does
not satisfy Shannon’s criteria. In [46], the author(s) has pre-
sented an encryption scheme which also does not satisfy the
theory presented in [21]. In [47] Xu et. al proposed a novel bit-
level permutation encryption in which the author(s) utilized
"permutation-diffusion”" mechanism. Later on, In [48], a bit-
level and pixel-level substitution-based encryption scheme
was proposed. Pixel level substitution may be strong in some
cases i.e. multiple substitution box(S-box) encryption [49].
But in the case of bit-level substitution, it cannot be effective
because bit-planes consist of only two values 0 and 1. The
problems of the pixel substitution are addressed in [49].
In [49], Anees et al. highlighted that the single S-box encryp-
tion is not suitable for those images which contain higher as
well as a lower number of gray levels. The author(s) presented
an encryption scheme to solve these issues by addressing
the single S-box encryption problem. In his proposed work,
multiple S-boxes were used to improve the security of the
encryption algorithm. Apart from using multiple S-boxes,
the strength of the S-box plays a vital role in substitution
based cryptosystems. In [50], Shafique er al. proposed a
new methodology to construct a robust S-box to enhance
the substitution based encryption schemes. The substitu-
tion based encryption has gained much attention from the
researcher. The substitution-based encryption schemes are
well improved nowadays, but there is a major flaw of high
processing time.

Apart from symmetric-key cryptosystems, asymmetric
algorithms also have their importance. In [51], a public key
was used to create random sequences which utilizes elliptic
curve cryptography (ECC). The proposed scheme through
ECC is a very time-consuming cryptosystem because of sev-
eral numbers of rounds. It can be a time-efficient encryption
scheme by deploying some transformation techniques with
ECC rather than using more than one number of encryption
rounds. In [52], a homomorphic cryptosystem is used to build
a new encryption scheme. For better security, the author(s)
has used cloud storage for the sake of data storage. Although
the proposed algorithm’s security was quite better, it does
not provide high computational speed. For further improving
the security and reducing the computational time, In [53],
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the homomorphic cryptosystem is incorporated with Ant
lion Optimization (ALO) encryption. In [54], an encryption
scheme was proposed based on the Goldreich Goldwasser
Hallevi (GGH) algorithm. The only flaw in this scheme was,
it cannot resist the chosen-Cipher attack. In [55], a genetic
algorithm (GA) was incorporated to generate a different num-
ber of cipher images. In the GA algorithm, there were some
interpretation problems of function and selection of cipher-
ing. In [56], an encryption scheme was proposed based on a
chaotic map. Different chaotic structures like a logistic map,
gauss iterated and sine map has some mapping drawbacks.

A. CUBIC-LOGISTIC MAP (C-LM)

C-LM is a one-dimensional modified version of a chaotic
logistic map and can be used for various purposes such as
random number generation, key image generation and key-
stream generation. We have used C-LM in our proposed
encryption algorithm. Using C-LM over logistic map [57] is
that C-LM is the modified form of a logistic map and gives
better results than the chaotic logistic map. The C-LM is given
as: [58]:

X1 = @xp(1 — x,)(2 + xp) (1

Different chaotic maps have different chaotic ranges.
While in some intervals, the chaotic system generates con-
stant values. Those intervals in which the same number of
values generates are always avoidable. So it is essential to
choose the right interval for any chaotic system. Right interval
means in which the system shows random behavior. For
equation 1, there are two seed values xo and ¢. These initial
values should lie in the following intervals:

xp € (01)
¢ € [1.421.60)

The intervals mentioned above are those in which the
system 1 comes into the chaotic state and can generate the
values ranges (0 1]. These initial values, which do not lie in
the given intervals, are not suitable for generating random
sequences. We will see these effects one by one by taking
different initial values from the intervals and from out of the
intervals.

e The C-LM is highly dependent on the parameter ¢.
By changing the value of ¢, the system shows different
behavior. First, we take two different initial values of
¢ which are from out of the given chaotic interval and
plotted the generated sequences one by one as shown
in Figure 3(a) and (b). Figure 3(a) shows that the C-LM
initially shows some randomness, but it becomes steady
after some iterations and generates all constant values.
While in Figure 3(b) shows that the generated values are
repeating after a short period which means the selected
values are not suitable for the chaotic system, which is
given in equation 1.

o After that, we have chosen two more different val-
ues of ¢, which lies in the given interval. From
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FIGURE 3. (a-d) Graph of different chaotic sequences for different values
of ¢.
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FIGURE 4. Graph of sensitivity of initial conditions: (a) Green signal is
generated when ¢ = 1.450000 and red signal is generated when ¢ =
1.450001 while x is constant for both the signals i.e x, = 0.2 (b) Green
signal is generated when xy = 0.2000 and red signal is generated when
x = 0.2001 while ¢ is constant for both the signals i.e ¢ = 0.1.46.

Figure 3(c) and (d), it can be seen that the CLM is now
able to generate more random values.

The initial values should also be sensitive. Sensitivity to
initial values means that if we slightly change these values,
there must be a significant change in the output stream.
We have chosen slightly different values of ¢ such that ¢ =
1.450000 and ¢ = 1.450001 and by keeping the values of xg
constant such that xo = 0.2, we have plotted both the signals
for ¢ = 1.450000 and ¢ = 1.450001. Figure 4(a) shows that,
after minor changes in the value of ¢, the same values are
generated until the 23" iteration. After that, they separate till
the 200¢h.

Similarly, we have taken slightly different values of xy,
such that xp = 0.2000 and xp = 0.2001. while ¢ is constant,
i.e. ¢ = 1.46, both the generated signals corresponding to the
selected values of xo shows the different behavior as it can
be seen in Figure 4(b), which means that C-LM is highly
sensitive to both the initial conditions.

The interval in which the system shows the chaotic behav-
ior can also be analyzed by the bifurcation diagram. The
bifurcation diagram of C-LM is shown in Figure 5. The
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X-sequence values

1 11 12 13 14 15 16

Paramter ¢

FIGURE 5. Bifurcation diagram of C-LM.

parameter ¢ is on the horizontal axis, while the values gener-
ated corresponding to each value of ¢ is mentioned on the ver-
tical axis. When the value of ¢ is from 1 to 1.2, the generated
stream is constant in which the one value is repeating again
and again. While increasing the value of ¢ from 1.2 to 1.3,
two possible values are generated, which are repeating. After
¢ = 1.38, the system bifurcates into four different trajectories.
It means that by setting the values, ¢ = 1.38, the system
can generate only four different repeating values. At ¢ =
1.4, the system generates eight different repeated values. This
kind of behavior shows that the number of different generated
values increases by a factor of two. By increasing the value
of ¢, the system enters into the chaotic region in which the
system can generate so many different random values.

B. BIT-PLANE EXTRACTION
In the process of bit-plane extractions, the plain image divides
into eight bit-planes in which every bit-plane consists of two
different values i.e., 0 and 1. The percentage of informa-
tion in each bit-plane is different. Among all the eight bit-
planes, the MSB bit-plane (8" bit-plane) occupies the highest
information while the least information present in the LSB
bit-plane (1% bit-plane). The information of the plain image
gradually decreases from the last MSB bit-plane to the first
LSB bit-plane. This effect can be seen in Figure 6.

A 256 gray levels plain image is chosen which can be
represented as 2.

Lp =10, x 20410, x 2>+ 17, x 2*
+15p % 23 +1, x 22+I(’f’b x 2"

I, x 2", x 2" )
or we can simply write in a close form as given in 3:
7
Iy =) 11, x2" 3)
n=0
where; n = 0, 1, 2 .... 7. Percentage information can be

calculated by equation 4 [59] and the statistics of information
division in each plane is given in Table 1.

2r—1

L=—
7 _
Zp:() 21

“
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(d) MSB: (Bs) (e) LSBy (Ba) (f) LSB3 (Bs)

(g) LSB2 (B2)

(h) LSB1 (B1)

FIGURE 6. Bit-plane decomposition of CT plain image(a-d) 4 MSBs
bit-planes (e-h) 4 LSBs bit-planes.

TABLE 1. Information division in each bit-plane.

Bit-plane position
(B:),[i=0,1,..7]

percentage information
in each bit-plane

0.3000

0.7900

1.4200

3.1200

6.2500

12.2300
25.7000
50.2000

NN R W~ O

From Table 1, it can be seen that the MSB bit-plane (8”’
bit-plane) contained more than 50% of the information of the
plain image, which is the highest information occupied bit-
plane among all other extracted bit-planes. The least infor-
mation present in the LSB is bit-plane (1*' bit-plane), which
is less than 1%. For the extraction of the bit-planes, equation
5 can be considered:

Iop
I, = mod(ﬂoor(z—’n), 2) 5)

Again n =0, 1,2 ...7. The elements of all the bit-planes
I, lies in [0, 1]. Here, one thing can be noted that if we
extract the bit-planes by using equation 5, equation 2 can be
used to composition the plain image from the eight extracted
bit-planes.

lll. OVERVIEW OF THE PROPOSED CRYPTOSYSTEM

The proposed encryption scheme is composed of three major
sections, as shown in Figure 7 and the generalized block
diagram of the proposed algorithm is shown in Figure 8.
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FIGURE 7. Three sections of the proposed algorithm.
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FIGURE 8. Generalized block diagram of the proposed encryption
algorithm.

The first section of the proposed scheme is devoted to
spatial domain encryption in which we directly manipulate
the pixel values by extracting the bit-planes from the plain
image. We have adopted the bit-pane extraction in our pro-
posed algorithm because, according to [60], image encryp-
tion could be more strong if we encrypt the image at the
smallest level-element. As the smallest element in the gray-
scale images is the bit, when we convert the image into bit-
planes. Furthermore, a 1-D random signal is generated using a
chaotic structure in which the initial values of C-LM are taken
as keys (K; and K;;). Nevertheless, here we have included one
extra key (a key number K1), which amplifies the values
generated after iterating the chaotic map mn times. This 1-D
random generated key-stream is used for the permutation
of only MSB bit-planes. In comparison, the other LSB bit-
planes proceed as it is in the next section of the proposed
cryptosystem. The reason is that the LSB bit-planes contain
less than 6 % information of the plaintext image, as shown
in Table 1. So there is no need to do several many mathemati-
cal operations on the LSB bit-planes. It may result in increas-
ing the processing time. However, we have manipulated the
LSB bit-planes in the next section of the proposed encryption
algorithm in which the frequency domain encryption is done
by using a Discrete Wavelet Transform (DWT). By taking
the DWT of the modified and other unchanged bit-planes
(BP4, BP3, BP,, BPy), bit-plane elements are converted into
frequency components.

VOLUME 9, 2021

DWT transforms any 2-D signal into four sub-bands (LL,
LH, HL and HH). As the LL sub-band consists of low fre-
quencies, most of the information present in the LL sub-band
can be seen in Figure 1. Due to the maximum information
present in the LL sub-band, we have only manipulated the
frequencies of such sub-bands with a 2-D signal generated
using C-LM with different key parameters. This 2-D signal
is then used to perform the logical operation on all the LL
sub-bands one by one.

After manipulating LL sub-bands’ frequencies, we take
Inverse Discrete Wavelet Transform (IDWT) to convert the
frequency components into real pixel values.

The two sections, as mentioned above of the proposed
encryption scheme are shown in Figure 9; which is the first
part of the proposed algorithm. While the second part of the
algorithm is shown in Figure 10, which is the third section
of the proposed encryption scheme, and it is dedicated to the
spatial domain encryption.

After the frequency domain encryption part, we have eight
different images known as pre-cipher images. Now again,
extract the eight bit-planes from each pre-cipher image. It will
give us 64 bit-planes in which 32 are the MSB bit-planes
and the other 32 are the LSB bit-planes. Now make two
groups of the first 48 bit-planes in which each group will
have 24 bit-planes. Combine 1%, 9" and 17" bit-planes (Ag,
Bg and Cg) to create the 8" pre-RGB cipher image as shown
in Figure 10. Now combine 2"/, 10" and 18 bit-planes (A7,
B7 and C7) to create the 7 Pre-RGB cipher image and so
on. Form the first group of the bit-planes, we get eight pre-
RGB cipher images which will then combine using equation
(1) to produce 1** RGB cipher image. The combining process
of respective bit-planes is illustrated in Figure 10. Similarly,
generate 2" RGB cipher image from the 2 group of the
bit-planes. The remaining 16 bit-planes are placed in the 3
group in which eight more bit-planes are included, which are
extracted from the cover image that is generated by using a
chaotic structure with different key values and generate 3'¢
RGB cipher image in the same way as we generated 1% and
2" RGB cipher image.

A. PROPOSED ENCRYPTION SCHEME
All three sections of the proposed scheme are explained in
detail in this section. The sequence of the mathematical and
the logical operations to encrypt the plain image using the
proposed encryption algorithm are as follows:

Section 1: Spatial domain encryption

o Choose an 8-bit grayscale CT image of size MN i.e
I, ,(MxN. where M and N are the number of rows and
columns in the input image, respectively.

o Extract 8 bit-planes from the input image. Each element
in the bit-plane will be in the range [0, 1]. The extracted
bit-planes are given as:

7 7 76 6 15 5 74 4
Ia’bx2,Ia’bx2,la’bx2,la,bx2,
'3 3 42 2 41 1 70 0
Ia’bx2,Ia’bXZ,Ia’bXZ,Ia’bXZ,
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’ Part-1 of the proposed algorithm‘
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FIGURE 9. Block diagram of the first two sections of the proposed algorithm, (Part-1): Spatial and frequency domain encryption.

In general, the bit planes can be expressed as: o Generate the random sequence R using the C-LM by
selecting the suitable keys (K; and Kj;). The length of

I x 2" WAO<n<7
ab X (nine sn=7) the generated will be MN. i.e R = rq, r, r3.... ryn.

Where: 1 ; » and n represents the bit-pane and its posi-
tion respectively. While 2" represents that how much
information is present in the specific bit-plane. 2" can
be treated as an information control factor. For instance,
from Figure 6(a), which can be represented as: : Igb X
27 it can be noted that due to the highest information
control factor (27), most of the information of the plain
image present in that bit-plane (Bg). As we decrease the
value of the information control factor, the content of the
input image decreases accordingly in the bit-planes. Due
to the lower information present in the LSB bit-planes,
we have scrambled only MSB bit-planes to reduce the
computational time. A certain portion of one of the bit-
plane (B) is shown given below:

—
)

o~

Il
—OoO—,OoOOoOoOoO—
O O == = = -
SO, ,ROOOO
SOR ==, OOOoO
———_O = OO O -
S OO OoOoOo 0O
— O oo OoOoO~R—~,O
SO OoOoOo——,OO
SO OoO—O—r—~—=O

59114

All the values of the generated key-streams will be in
the range [0 1]. So, to amplify these values, we have
introduced another key, which is a key number (K1)
which is placed at the appropriate position as given in
the equation (5). Now map the generated key-stream as
follows:

key — stream = uint8(mod(floor((stream)
*Kpum), MN)); Ky > 258. (6)
key-stream € [O(M % N) — 1];

This stream (key — stream) is used as a permutation func-
tion by which we have scrambled the bits of only MSB
bit-planes. The impact of pixels permutation is shown
in Figure 12. 12(a) shows the smooth pattern of the pix-
els of an image, while Figure 12(b) (which is generated
after applying the permutation function on Figure 12(a))
shows the permuted version of Figure 12(a). After com-
pleting the scrambling process, the processed pixel
values will pass to the frequency domain encryption
module.
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FIGURE 10. Block diagram of the 37 section of the proposed algorithm, (Part-2): Spatial domain encryption.

(a)

(b)

FIGURE 11. Visualization of impact permutation function: (a) smooth
pattern of an image (b) permutation version of image (a).

Section 2: Frequency domain encryption
o Take the discrete wavelet transform (DWT) of all the
scrambled and non-scrambled bit-planes. We will get
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four frequency bands (LL, LH, HL, HH) corresponding
to each scrambled and non-scrambled bit-plane. Which
will give us 32 permuted frequency bands in which
eight permuted bands are LL sub-bands (LL,1, LL,2,
LL,3, , LLpg) are the highest information occu-
pied sub-bands (low-frequency sub-bands). While the
other 24 sub-bands contain the least information (high-
frequency sub-bands). The size of each frequency band
will be 4 x 4.

Generate the mask of size % X % by using the
C-LM by selecting different seed values (K, Kij,
Kuum2). The purpose of using different seed values is
to avoid the continuation of identical keys. The mask
is then applied only on the low frequency permuted
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Recovered
permuted bit plane
FIGURE 12. 379 |evel DWT and its IDWT: A Tree.
sub-bands(LL,1, LLy2, LLy3, ...... , LL,g and save as

My, M>, M3, .... Mg. Mask is applied by the logical XOR
operation, which is given as:

key — stream; = uint8(mod(floor((streamy)* Kyym2),
256))
Mask = reshape (key — stream;, M/2, N/2)
M = LLy) & Mask
My = LLpz @ Mask
M3 = LL,3 @ Mask

Mg = LLyg ® Mask

« Now takes the IDWT of each set of the respective four
sub-bands. After taking the IDWT, the modified fre-
quencies of the frequency bands are now converted into
the real pixel values. Here we will have eight altered
images. These values will be passed through the spa-
tial domain encryption module after converting the fre-
quency values into real pixel values.

A short tree of DWT and IDWT is given in Figure 12
in which 3"level decomposition is presented to explain
the converting and recovering from spatial to frequency
and frequency to the spatial domain, respectively.
Section 3: Spatial domain encryption

« FEight modified images which are the Inverses of DWT
are the inputs to the spatial domain section as shown
in figure 10. Now extract the eight bit-planes from the
eight input images. Here, we will have 64 bit-planes and
the size of each bit-plane will be MN.

o Generate noisy cover-image by using equation (5),
the keys (K,, K,i, Kyuum3) used to generate the noisy
cover-image are different from the keys which are used
to generate the key — stream.

o Extract 8 bit-planes from the noisy cover-image.
The purpose of extracting bit-planes from the noisy
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cover-image is that we need to make three groups of bit-
planes in which each group must contain 24 bit-planes,
which are further divided into three sub-groups and each
group contain eight bit-planes as shown in Figure 10.
Combine the bit-planes, which are at the same positions,
to generate eight pre-RGB cipher images. After that, for
generating the 1% cipher image, use equation 1 to com-
bine eight pre-RGB cipher images. Similarly, we have
generated 2" and 3™ cipher image. The receiver must
have all of these RGB cipher images to reconstruct
the original image. The proposed encryption scheme is
suitable for gray scale as well as binary images. Two
test CT plain images (gray and binary images), their
corresponding cipher images and histograms which are
generated using the proposed encryption scheme are
shown in Figures 13 and 14 respectively. Moreover,
we have tested the proposed algorithm by encrypting
the plain white and plain black image having a single
gray level. From Figures 15 and 16, it can be seen that
the proposed encryption algorithm is fully capable of
encrypting the single gray level images properly.

B. DECRYPTION ALGORITHM

To reconstruct the original image, the receiver must have
all the three cipher images generated using the proposed
algorithm. To decrypt the plain image, one must follow the
encryption steps in the reverse order, which are as under:

o Extract the RGB components from all the three cipher
images.

o Now Extract the bit-planes from all the RGB compo-
nents using equation (4).

« Take DWT to convert the bit-planes into frequency com-
ponents and perform the XOR operations only on the
low-frequency bands with the generated 2-D random
signal using the appropriate keys.

o Take IDWT to construct the permuted bit-planes from
the frequency sub-bands.

« In the last, perform inverse permutation using the gener-
ated 1-D random signal with correct keys to reconstruct
the eight bit-planes of the plain image. Now combine
the bit-planes using equation 1 to recover the original
image. The proposed algorithm is a lossless encryption
algorithm because it can recover every single bit from
the cipher image. I.e., when we subtract the decrypted
image from the plain image, all the entries in the resul-
tant difference matrix (D,,,,) become zero. There is also
no perceptual difference between the plain and cipher
image as shown in Figure 18(a) and Figure 17(a).

B Pi1=0 Pi2=0....Pin=0
Py =0.
P31 =0

Dyar =

Py—11=0Py—12=0....Py_1n=0
_PM)1=0 Pyo,=0...Pyn=0
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FIGURE 13. A 256 gray level CT image, Cipher image and their corresponding Histograms.

IV. PERFORMANCE AND STATISTICAL literature [22], [61]-[63]. Different kinds of experiments and
SECURITY ANALYSIS analyses such as keys sensitivity analysis, key-space analy-
To evaluate the performance and the security of the encryp- sis, entropy, correlation, energy, contrast, histogram analysis,

tion algorithm, several security analysis are present in the lossless analysis, cropping attack analysis, UACI and NPCR
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FIGURE 14. A 2 gray level CT Binary image, Cipher image and their corresponding Histograms.

are carried out to gauge the performance of the proposed A. KEY SENSITIVITY ANALYSIS
encryption algorithm. All these simulations are performed on For enhancing the security of the encryption algorithm,
MATLAB 14i3-31 110M CPU @ 2.400GHZ and 8GB RAM. the sensitivity of the key should be under-considered. The
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FIGURE 15. A single gray level white image, Cipher image and their corresponding Histograms.

sensitivity of the key is referred to the minor change in number (10~19) in each key. i.e. K; = 1.490000000000001,
the original keys may result in a drastic change in the K;; = 0.232000000000001, K;um1 = 99.000000000000001,
cipher images. For instance, we have added a minute K;; = 1.510000000000001, K; = 0.216000000000001,
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FIGURE 16. A single gray level black plain image, Cipher image and their corresponding Histograms.

Knum2 = 97.000000000000001, K, = 1.470000000000001, change in the original keys are completely different from
K,; = 0.258000000000001, K,;;m3 = 93.000000000000001, the cipher images generated by employing the correct keys.
the cipher images which are generated after making a minor We have also estimated the similarity of cipher images, which
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(a) Decrypted CT image

(b) Histogram of decrypted CT im-
age

FIGURE 17. Reconstruction of plain image.

TABLE 2. Percentage change in cipher images.

Percentage change occurred
Original Images Cipher images in cipher images after
and the existing a minor changes made
schemes in the original
keys

15% cipher image 99.6974
CT image ) 274 cipher image 99.3684

37 cipher image 99.8431

15% cipher image 99.7316
CT image ) 27 cipher image 99.8735

37 cipher image 99.8793

15% cipher image 99.3671
CT image,3) 274 cipher image 99.8241

379 cipher image 99.3791

157 cipher image 99.7103
Ref [64] 27 cipher image 99.8036

379 cipher image 99.3708

157 cipher image 99.3730
Ref [65] 27 cipher image 99.7013

379 cipher image 99.6301

157 cipher image 99.7301
Ref [66] 27 cipher image 99.9324

379 cipher image 99.9350

15% cipher image 99.3021
Black image 27 cipher image 99.5301

37 cipher image 99.7310

157 cipher image 99.7983
‘White image 27 cipher image 99.7610

37 cipher image 99.8340

are generated with original and with slightly different keys,
by subtracting the corresponding cipher images. After sub-
tracting the cipher images, we have calculated the number
of zeros in the resultant difference matrix, and we found
that there are very few zeros. This means that the similar-
ity between the cipher image is very less. The percentage
difference between each group of cipher images is shown
in Table 2.

B. MORE ABOUT THE SENSITIVITY OF KEY

We have done key sensitivity analysis in another way
as well. First, we encrypt the plain image using original
keys and then made some minor changes as explained in
section IV-A. These slightly different keys are then used to
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(a) Plain CT image (b) 15t cipher image (c) 2% cipher image

_— el

(d) 37% cipher image (¢) Decrypted image (f) Decrypted image
with original keys with slightly different
keys

FIGURE 18. Key sensitivity analysis.

decrypt the original image from the cipher images. The resul-
tant decrypted image occurs completely different from the
original image. This effect can be shown in Figure 18.

C. KEY SPACE ANALYSIS

The requirements of resisting the brute force attack must be
satisfied. Which is possible by enlarging the key-space. In the
proposed encryption algorithm, there are nine different key
parameters are used which are K;, Kii, Knum1, Kiii» Kivs Knum2,
K,, Ky; and Kj;;;;3. The numeric values of these keys are as
under:

K; =1.490000000000001 K;; = 0.232000000000001
Kyum1 = 99.000000000000001 Kj; = 1.510000000000001

K;, =0.216000000000001 Kjm2 =97.000000000000001

K, =1.470000000000001 K,; = 0.258000000000001
Kyum3 = 93.000000000000001

As the sensitivity of each key is 10~!5, which means that
each key has a space of 1013, According to the number of
keys used in the proposed encryption algorithm, the total key-
space will is 10'5*_ This means the total number of possible
keys will be approximately equal to 2133,

D. NOISE ATTACK ANALYSIS

We have added some noise in all three generated cipher
images corresponding to one plain image to perform the noise
attack analysis. In other words, we can say that any adver-
sary has contaminated the cipher images with some noise
to destroy the meaning information. It is essential for any
encryption scheme that if the encrypted image is corrupted
with the noise, the encryption algorithm must be able to
decrypt the original image. Obviously, after adding the noise
in the cipher image, the decrypted image will not be exactly
the replica of the plain image. However, the information
should be visible. The addition of noise is performed as
follows:
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(a) Plain image (b) 1t cipher image  (c) 2”@ cipher image

(e) Decrypted image
with some noise

(d) 37¢ cipher image

FIGURE 19. Noise attack analysis.

Let the three cipher images are (C, C; and C3). whereas
the noise is expressed as a small integer number Nyjse. We
have performed a logical operation for the addition of noise
in the cipher images as follows:

Clnoise(i’j) = Cl (I’J) 57 Nnoise
Cznoise(i,j) = CZ(I,J) @D Nuoise
C3n0ise(isj) = C3(1,]) @ Nyoise

The decryption process is then applied on the noisy cipher
images (Clpoise(i,])s C2noise(i,)) and C3ypi(i,j)) with the
original keys. The decrypted image is almost the same as
the plain image. Form Figure 19, it can be seen that the
information in the decrypted image can be visible. More-
over, the percentage of recovered information in different
decrypted images are listed in Table 3.

E. CROPPING ATTACK ANALYSIS

Apart from adding noise in the cipher image, the enemy can
also attack by cropping the transmitted image. The image
cropping may result in the loss of data. To attempt the crop-
ping attack analysis, we have cropped a block of pixels as
shown in Figure 20(b), (c) and (d) and then applied the
reverse process of the proposed scheme on the cropped cipher
images. The resultant decrypted image is very much similar
to the plain image. Like in the noise attack analysis, after
decryption, some meaningful information is also lost in this
particular analysis, but the information can still easily be
visualized. Figure 20 reflects the cropping attack analysis
in which Figure 20(d) is a decrypted image after cropping
some portion of the cipher images. The percentage loss of
information after the cropping attack is given in Table 4. The
procedure of evaluation of percentage loss is the same as we
adopted in section IV-A

F. SENSITIVITY ANALYSIS

For the sensitivity analysis, the Number of Pixel Change Rate
(NPCR) and Unified Average Change Intensity (UACI) are
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TABLE 3. Recovered information percentage after adding the noise in
cipher text images.

Original Images | Cipher images |Recovered information

percentage

1°7 cipher image
2" cipher image
37 cipher image
157 cipher image
2" cipher image
cipher image
157 cipher image
2™ cipher image
377 cipher image
157 cipher image
2™ cipher image
37 cipher image
1°7 cipher image
Ref [65] 2" cipher image
37 cipher image
157 cipher image
2" cipher image
377 cipher image
157 cipher image
2™ cipher image
Srd o
3" cipher image
1°7 cipher image
2% cipher image
37 cipher image

CT image; 94.6870

CT image> 93.8361

3rd

CT images 93.6385

Ref [64] 91.9873

93.5983

Ref [66] 92.3789

Black image 91.6852

White image 94.1368

(a) Plain image (b) 15t cropped-cipher (c) 2% cropped-cipher

image image

e

(d) 37 cropped-cipher (¢) Decrypted image af-
image ter cropping attack

FIGURE 20. Cropping attack analysis.

frequently used. These two measures evaluate the change
in the cipher images after changes a single pixel value in
the plain image. Sensitivity analysis provides evidence that
a slight change in the original image can significantly change
the cipher image. NPCR and UACI can be calculated as
follow [67]:

D(a, b
NPCR = Loy Dla.b) x 100% 7
MN
1 [C1(a, b) — Ca(a, b)|
UACI = — 100% (8
mn[azb 2K — 1 ] x o ®

where MN is the total number of pixels present in an image
and Cy and C; are the two different cipher images. C> is
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TABLE 4. Percentage loss of information after the cropping attack on
cipher text images.

Original Images | Cipher images |Information loss
percentage
1% cipher image
CT image; 279 cipher image 10.6321
37 cipher image
15% cipher image
CT image> 2™ cipher image 10.8035
377 cipher image
157 cipher image
Ref [64] ond cipher image 11.0153
377 cipher image
157 cipher image
Ref [65] 2™ cipher image 9.99368
379 cipher image
157 cipher image
Ref [66] 2™ cipher image 10.3650
37 cipher image
157 cipher image
Black image 2™ cipher image 10.8321
377 cipher image
157 cipher image
White image 2™ cipher image 10.6310
377 cipher image
TABLE 5. NPCR analysis.
Plain CT Ref[68] Ref[69] Ref[70] Ref[71] proposed
images
image ) 99.5107  99.3662  99.6558  99.6831 99.6958
image o) 99.2077  99.6511  99.5926  99.4501 99.6882
image3) 99.7162  99.8565  99.5505  99.3878  99.6103
image4) 99.3281  99.4332  99.5912  99.4799  99.5930
images) 99.5218  99.5227  99.6109  99.3929  99.6132
image ) 99.4146  99.5331  99.6399  99.5078 99.6712
Black image | 99.1218  99.6010  99.5892  99.5916  99.7123
White image | 99.3131  99.5425  99.5780  99.6785 99.6085

generated after changing one pixel in the plain image. More-
over, D(a,b) will produce two different results, either 1 or 0.
It depends on the conditions on the pixels of C; and C». If the
respective pixels of Ci(a,b) C2(a,b) are same then D(a,b) will
be 0 otherwise it will be 1. In equation 8, K represents the total
number of bits in a pixel. i.e, for an eight-bit gray-scale image,
every pixel will have 8 bits. We can evaluate the expected
values of UACI and NPCR by 9 and 10.

1
Exp — NPCR = [1 - 27] x 100% )
b
1 [ vy 4+ 1)

For a robust encryption algorithm, the expected values
for NPCR and UACI must be nearly equal to 99.6073%
and 33.4351%, respectively. We have calculated and com-
pared NPCR and UACI values for different images with
other encryption algorithms, as shown in Table 5 and 6.
We found that the proposed encryption algorithm can gen-
erate the values of NPCR and UACI are above 99.6073%
and 33.4351% respectively and higher than the compared
schemes.
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TABLE 6. UACI analysis.

Plain CT Ref[68] Ref[69] Ref[70] Ref[71]  proposed
images

image ) 335050  33.3972  33.3125  33.4831 33.6254
image ) 332744 333584  33.4420  33.5949 33.5021
image 3, 33.6049 333791  33.6562  33.5326 33.7015
image 4) 338333  33.3358 33.6493  33.4363 32.6930
image ) 33.6145 334376  33.6118  33.4275 33.6745
Black image | 33.4046 334075 33.6040 33.4987 33.6802
White imag; 334632 333516  33.6283  33.5261 33.6127

G. LOSSLESS ANALYSIS

Lossless analysis refers to the information loss after the
decryption of the plain image. For instance, the encryption
algorithms proposed in [72], [73] are the lossy algorithms,
which means these algorithms cannot reconstruct the exact
pixel values of an original image, but it does not mean that
these algorithms cannot decrypt the content of the plain
image. However, these existing schemes are suitable for
image encryption but not suitable for text encryption because
in text encryption, every bit should be recovered to decrypt
the corrected text. For the information loss analysis, peak
signal to noise ratio (PSNR) and mean square error (MSE)
are normally used. These two paraments can be calculated
using 10 and 11, respectively [74], [75].

MAX},
VMSE

where: MAXj, is the highest pixel value of an original image.

PSNR = 20log1o( ) (1D

1 K L
MSE = "% (G.)~CQ.jp} (12

i=1 j=I

where K and L represent the rows and columns of the plain
image, respectively. Whereas, 1(i, j) is the original image and
C(i, j) is atransformed image. There is an inverse relationship
between the MSE and PSNR as it is given as:

1
PSNR o« —— (13)
MSE

Mean square error is an error between any two images,
whether it can be a pair of plain and cipher image or plain and
decrypted image. If someone performs only MSE and PSNR
analysis, it always requires high values of MSE and lower
values of PSNR. However, in this section, information loss
analysis is presented. So we will consider plain image and
decrypted images. We have encrypted several plain images
and then decrypt those encrypted images using the proposed
encryption scheme. After decryption, we have subtracted the
plain images from the corresponding decrypted images; all
the numeric values in the resultant matrix are zero, which
shows that all the information is reconstructed. It means if
there is no difference between the original and decrypted
image, the MSE between the original and decrypted images
will be zero and then, according to equation 12, PSNR should
be infinite. We evaluated lossless analysis for different plain
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TABLE 7. Lossless analysis.

Plain CT Proposed Ref [76] Ref [77]
i algorithm
MSE PSNR MSE PSNR MSE PSNR

image;) 0 00 8.2486  39.0235 | 0.4034  51.0721
image ) 0 00 11.6899  37.4986 | 0.2041 49.3236
image3) 0 00 7.2465 39.4701 0.8800  56.2168
Black image 0 00 26.6350  33.8652 | 0.8551 59.7601
White image 0 00 21.7312  34.7823 1.6999  61.9310

images and reported the proposed encryption scheme statis-
tics compared with other schemes. From Table 7, it can be
seen that the MSE and PSNR values of the proposed algo-
rithm for all the images are zero and infinity respectively.
In contrast, the compared encryption algorithms have values
other than zero and infinity.

H. ENTROPY ANALYSIS

Entropy is used to measure the pixel disorder of an image.
To calculate the randomness of the cipher image, the follow-
ing mathematical formula is used [78]:

N
Ent(Y) ==Y pym)loga(pym)) (14)

m=1

where p(y,;) shows the probability occurrence of the symbol
vm and N is the number of pixels present in an image. In an
8-bit gray-scale image, there must be 28 different symbols
having the range [0 255]. The maximum possible value of
entropy depends on the number of bits i.e. if an image is 8-bit,
the value of the entropy will never increase by 8. Similarly,
if the image is 1-bit (binary image), the maximum entropy
value will be 1. Here we are analyzing the 8-bit images, which
means that, for strong encryption, the entropy value should be
very close to 8 to create the maximum possible randomness.
We have evaluated the entropy values of different plain and
cipher images and compared with the entropy values of the
other encryption algorithms. Table 8 presents the entropy
values in which we can see that our encryption scheme has
an average entropy is approximately 7.9983, which is higher
than the other comparable schemes. From these analyses, one
can conclude that the proposed encryption algorithm is robust
against the entropy attacks.

I. SPEED ANALYSIS AND COMPUTATION COMPLEXITY
Security is always the priority of any encryption scheme, but
we cannot ignore the processing time analysis. The compu-
tational time for every algorithm may differ depending upon
the computer specifications such as RAM, CPU and operating
system. We cannot compare the execution time of different
algorithms until the nominees are tested on the computer
having the same specification. So, we have implemented
various encryption schemes listed in Table 9 on the same
computer and we found that the proposed algorithm is a bit
faster than the other algorithms.
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J. HISTOGRAM ANALYSIS

The histogram of an image shows the frequency distribution
of the gray values of an image. To resist the statistical analy-
sis, the cipher image should have nearly uniform and it must
be completely different from the histogram of the plaintext
image [86]. We have analyzed histograms of some CT plain
and their corresponding cipher images and found that the
histogram of the cipher images generated from the proposed
encryption algorithm is fairly uniform and completely differ-
ent from the histogram of the original images. This effect can
be seen in Figures 13-16, which shows the histogram of the
plaintext images and their corresponding histogram of RGB
component of the cipher images.

Histogram analysis can also be performed numerically
by calculating the maximum and minimum curve val-
ues, the range, and the variance of the enciphered image.
Mathematically, it can be calculated using equation 15 [87].
The statistical values of these parameters are displayed
in Table 10. From Table 10, it can be seen that the variance
values of the enciphered image are minimal when compares
to the plaintext image, which ultimately reveals the unifor-
mity of the histograms of the enciphered image.

Var = %ZZ%% — %) (15)

a=1 b=1

where Y is the sequence of the histogram values i.e.(Y =y,
¥2,Y3 ..... ¥p) and n is the total number is values in the his-
togram. Other parameters such as maximum deviation (Mp),
deviation from the uniform histogram (D) and the irregular
deviation (Ip) can also be used to analyze the uniformity of
the histograms. The maximum deviation is used to evaluate
the encryption algorithm’s quality by calculating the rate of
change in the pixel values of the plaintext image concern-
ing the pixels of the enciphered image. Maximum deviation
values reveal a great change between the pixel values of the
plaintext and enciphered image. Also, it declares that the
encryption scheme is highly secure. Mp can be calculated
as [88]:

ap + azss &R
Mp==—""+) a (16)
=1

where ag and apss is the value difference in the histogram at
position 0 and 255.

The irregular deviation is based on how much numerical
histogram distribution is close to the uni from distribution.
The smaller the values show that Ip is close to the uniform
distribution. It can be calculated as:

1) Absolute difference between the values before and after
encryption:

Daps = |P — C] 17)

2) Calculate histogram of D, = histogram (D)
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3) Find the average values, that how many pixels are

TABLE 8. Entropy analysis.

Images Corresponding Cipher | Components Original image Ref [79] Proposed
R-Component Image(1) 7.1849 Image(y): 7.9821 7.9979
1% cipher image G-Component 7.9971
B-Component 7.9921
Average Entropy ) 7.9957
R-Component Image(o): 72240 Image(q) 7.9861 7.9972
CT image ;) 2"¢ cipher image G-Component 7.9971
B-Component 7.9969
Average Entropy o) 7.9970
R-Component I'mage(s): 74822 Image(z) 7.9853 7.9966
374 cipher image G-Component 7.9974
B-Component 7.9976
Average Entropy s, 7.9972
Average Entropy .. .+) 7.2970 7.9845 7.9966
Ref [80]
R-Component Image(4): 74730 Imageqy 7.9965  7.9971
15% cipher image G-Component 7.9976
B-Component 7.9972
Average Entropy ;) 7.9973
R-Component Image(s): 73821 Image(s) 7.9968 7.9979
Black image gnd cipher image G-Component 7.9970
B-Component 7.9969
Average Entropy o) 7.9972
R-Component Imageg): 74932 Images 79899  7.9978
3rd cipher image G-Component 7.9976
B-Component 7.9977
Average Entropy 3, 7.9977
Average Entropy ,,c¢) 7.4494 7.9984 7.9974
Ref [81]
R-Component Image(r): 13682 Image 7y 7.9893 7.9978
15 cipher image G-Component 7.9972
B-Component 7.9973
Average Entropy 1) 7.9974
R-Component Image(g): 7.3680 I'mages) 7.9973 7.9978
White image ond cipher image G-Component 7.9970
B-Component 7.9979
Average Entropy o) 7.9979
R-Component I'mage(g): 72683 I'magegy 7.9886  7.99638
379 cipher image G-Component 7.9971
B-Component 7.9970
Average Entropy 3, 7.9969
Average Entropy . .+) 7.3348 7.9917 7.9974
TABLE 9. Processing time analysis.
Encryption schemes Ref [82] Ref[83] Ref [84] Ref [85] Ref [32]  Proposed
Computational time(sec) 17.6 3.54 6.6063 5.926s-6.018 s 3.5781 3.3021

deviated from each deviation:

255
1

My=—-——=> h (18)

D

encryption scheme, it is always required minimum values of
D,,. It can be calculated using equation 10 [90].

255
> C=o|Hc, — Hc|

M x N

255 4
i=1

where A; is the amplitude of histogram
4) Subtract h; and My and take the absolute values as:

Hp, = |hi — My (19)

5) Now from the equation 17, 18 and 19, we can calculate
Ip deviation as follows [89]:

255

Ip=)_ Hp,
i=1

D, measures the deviation of the histogram of the enci-
phered image from the ideal histogram. For the highly secure

(20)

VOLUME 9, 2021

Hc and Hc; are the histogram of the enciphered image and

ideally enciphered image. Hc, can be calculated as:

M x N
256

0 elsewhere

0<C; <255

From Table 10, it can be analyzed that the values of Ip, Mp
and D, are comparatively better than the existing schemes.

K. ENERGY ANALYSIS

The energy of an image is referred to as the quantity of the
information present in an image. More energy will result in
more information. Plain images always contain more energy
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TABLE 10. Variance and encryption quality analysis.

Variance
analysis
Min Max Range Variance
Encryption Plaintext
schemes image
0 560 560 2.8501eT0%
Enciphered
image
Ref [91] 220 301 81 241.1983
Ref [64] 225 327 102 290.2106
Ref [65] 245 356 111 285.3021
Ref [66] 201 288 87 283.3710
Proposed 198 295 82 239.7301
Encryption quality
analysis
Mp Ip Dp
Ref [91] 37,981 39542 0.0551
Ref [64] 36,483 39708 0.0518
Ref [65] 39,183 37297 0.0526
Ref [66] 35,790 37483 0.0556
Proposed 40,837 37152 0.0510

than cipher images. The relation between energy and infor-
mation is given as:

Energy o information

For strong encryption, energy values must be closer to
zero. Form Table 11, it can be seen that the energy values
of the plain image are high because of more informa-
tion. For the cipher images generated through the proposed
scheme, the energy values are much closer to zero and lower
than the other encryption schemes. This shows that the pro-
posed algorithm can significantly reduce the energy value of
the cipher image. The following mathematical formula can be
used to calculate the energy value of the image [92].

M
E =Y Pij’ (22)
N=1

where: M is the total number of pixels in an image and p(i,j)
is the position of the pixel at i’ row and j column.

L. PERMUTATION PROCESS EVALUATION

We have considered MATLAB to implement the encryption
processes proposed in [93]-[96] and generated the permuted
images corresponding to each permutation process. To evalu-
ate the proposed and existing permutation processes, we have
performed some security analysis such as entropy, contrast,
PSNR and MSE on the permuted images generated through
the permutation process proposed in [93]-[96]. The statistical
values for the proposed and existing permutation process are
listed in Table 12. From Table 12, it can be analyzed that after
applying the proposed and the permutation process proposed
in [93]-[96], the proposed permutation process can generate
more secure and random permuted images.

M. CHI-SQUARE ANALYSIS
Apart from the visualized demonstration of the pixel values
for the ciphertext images, a chi-square test is frequently used.
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It can be calculated by the equation 23.
L

Pi— Qi)
Wog =Y Pi— Q) Q_Q) (23)

where L is the total number of gray values in the image, p;
and Q; represent the frequency occurrence of each pixel value
obtained from the extermination and the expected frequency
occurrence of each pixel value respectively. The values of
chi-square analysis for the proposed encryption algorithm
corresponding to the different ciphertext images are given
in Table 13. It can be seen from Table 13 that the chi-square
values obtained for the proposed algorithm are all less than
the theoretical value 293.24783. Therefore, the gray values in
the ciphertext image obtained through the proposed algorithm
are uniformly distributed and pass the chi-square test.

i=1

N. NIST SP 800-22 TEST

The NIST SP 800-22 test comprises fifteen statistical test
suite for PNGs (pseudo-random number generators) and
RNGs (random number generators). NIST tests produce dif-
ferent p-values, which could be helpful to determine whether
the generated random sequence is accepted or not.

P-vales depend on the condition; if the p-value is assumed
0.001 as condition, it must be 0.001 < P-value < 0.01 for
the successful bit test. Table 14 shows the NIST test values
and it can be seen that the random sequence generated in the
proposed work has passed all NIST tests.

O. CLASSICAL ATTACKS

We have performed resistance attack analysis on our pro-
posed encryption scheme to show the robustness against the
four classical types of attack such as Ciphertext only, known-
plaintext, chosen Ciphertext and chosen-plaintext attack.
Among all these attacks, the chosen-ciphertext attack is the
most powerful attack. If the encryption algorithm can resist
this type of attack, it can resist other attacks as well [97].

1) CIPHERTEXT ONLY ATTACK

In this case, the adversary has access to a set of cipher images.
The attackers attempt to decrypt the known cipher images
using a decryption algorithm [97]. The objective is to find
the correct key so that the attacker can be able to decrypt the
other messages as well. To prevent the plaintext message from
this kind of attack, a confusion-diffusion network plays a vital
role. With the permutation using chaos and diffusion using
XOR operation and discrete wavelet transform, it is nearly
impossible to execute this kind of attack in the proposed
encryption algorithm.

2) KNOWN PLAINTEXT ATTACK

In this case, the adversary has access to the collection of
different plaintext images. Using the known-plaintext images,
the adversary encrypts those images using the encryption
algorithm and tries to find the correct key [97]. From the key
space analysis presented earlier, it is clear that the adversary
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TABLE 11. Energy analysis.

Images Corresponding Cipher Images | Components Original image Ref [79] Proposed
R-Component Image(y): 0.1535 Image(y) 0.0193 0.0158
15¢ cipher image G-Component 0.0158
B-Component 0.0158
Average Energy ;) 0.0158
R-Component Image(2): 0.1512  I'mage() 0.0159 0.0155
CT image ;) 274 cipher image G-Component 0.0158
B-Component 0.0154
Average Energy o) 0.0155
R-Component Image(z: 0.1610 Image(s) 0.0157 0.0156
37% cipher image G-Component 0.0157
B-Component 0.0154
Average Energy 3, 0.0155
Average Energy,,c1) 0.01552 0.0169 0.0155
Ref [80]
R-Component Imagey): 0.1598  Imagey) 0.0156 0.0158
1t cipher image G-Component 0.0158
B-Component 0.0159
Average Energy ;) 0.0158
R-Component Image(s): 0.1681 Images) 0.0155 0.0153
Black image | 2"¢ cipher image G-Component 0.0156
B-Component 0.0158
Average Energy o) 0.0155
R-Component Imageg): 0.1455 Imageg) 0.0159 0.0155
374 cipher image G-Component 0.0157
B-Component 0.0158
Average Energy 3) 0.0156
Average Energy,,c1) 0.0156 0.0156 0.0156
Ref [81]
R-Component Image(7): 0.1148 Image () 0.0156 0.0152
15t cipher image G-Component 0.0156
B-Component 0.0152
Average Energy ;) 0.0153
R-Component Imageg): 0.1241 Imageg) 0.0158 0.0155
White image | 27 cipher image G-Component 0.0153
B-Component 0.0158
Average Energy o) 0.0153
R-Component Image(g): 0.1157  Image(gy 0.0159 0.0155
374 cipher image G-Component 0.0155
B-Component 0.0158
Average Energy ) 0.0156
Average Energy(,,c1) 0.1182 0.0157 0.0154
TABLE 12. Permutation process evaluation. TABLE 14. NIST test analysis.
Security Ref [82] Ref[83] Ref[84] Ref[85] Proposed Statistical results P-value Result
grllrt?ompeters 7.9861 7.9763 7.9874 7.9726 7.9968 Cusum-Forward 0427234 Success
y . . . . .
Contrast ~ 9.9876  9.9964 99934 107681 108671 grlf)%‘lie;fgquemy (=128 O8I Qecess
PSNRs 20.9755 25.6781 27.3715 29.3781 18.9756 Long Runs of Ones 0.799356  Success
MSE 23.6710 249781 249783 239961 259782 Cusum-Reverse 0:417224 Success
Energy 0.0167 0.0168 0.0162 0.0159 0.0157 Runs 0749556  Success
Non Overlapping Templates
TABLE 13. Chi-square analysis. (m =9, B =000000001) 0.534410  Success
Rank 0.125426  Success
Images W2 W2 roposed  Result Spectral DFT 0.729347  Success
Lena 293.24783 253.6781 Pass Approximate Entropy (m = 10) 0.827492  Success
Baboon 293.24783 261.3571 Pass Overlapping Templates (m = 9) 0.534549  Success
Cameraman  293.24783 264.3468 Pass Universal 0.314426  Success
Boat 293.24783 259.3601 Pass Random Excursions Variant (x =1)  0.216310  Success
Approximate Entropy (m = 10) 0.827492  Success
. . X . . Random Excursions (x = +1) 0.454652  Success
is nearly unable to find the correct key in a meaningful time Serial (m = 16) 0513420  Success

slot.

and generating their corresponding decryption under the
unknown key [97].In the proposed encryption algorithm,
the keystream relies on the private key. Hence, the keystream

3) CHOSEN CIPHERTEXT ATTACK
In this case, an attacker chooses a piece of cipher image
and gathers the information using the ciphertext image
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restored with one chosen-plaintext cannot decipher other
messages, which implies that our algorithm can resist the
chosen ciphertext attack.

4) CHOSEN PLAINTEXT ATTACK

In this case, an attacker chooses a piece of a plain image and
gather the information using the ciphertext image and gen-
erating their corresponding encryption under the unknown
key [97]. The proposed encryption algorithms can resist
the chosen plaintext attack in two aspects. First, the ran-
dom sequence generator generates the scrambling sequence
which scrambles the pixel values of the plaintext image. The
scrambling sequence for different images can be different
by using different inputs to the random sequence generator.
Secondly, in the pixel diffusion phase, each pixel is dif-
fused by deploying DWT and XOR operations, making the
proposed encryption algorithm resist the attack of selecting
plaintext.

V. CONCLUSION

In this paper, efficient image encryption is proposed to pro-
duce three RGB cipher images corresponding to one gray-
scale image. The proposed algorithm is suitable for both
image and text encryption because, during the decryption
process, every single bit can be recover. The proposed scheme
uses bit-plane extraction, Discrete Wavelet Transform and
chaos to encrypt the plain image. It has three different sec-
tions, based on which the security of proposed encryption is
enhanced significantly. We have used spatial domain encryp-
tion in the first and last sections, while the frequency domain
encryption is in the middle of the other two sections. The
purpose of using the spatial and frequency domain encryp-
tion in a single encryption algorithm is to enhance security
and reduce the processing time of the proposed encryption
scheme. Moreover, for the security measurements, we have
done a number of security analysis in detail to show the
effectiveness of the proposed algorithm.

VI. FUTURE WORK

In future work, we aim to introduce an intelligent scheme
using machine learning to enhance the security and encryp-
tion speed of the proposed work. In this scheme, different
features will extract from the plain image, and encrypt only
region of interests to make it more fast and robust for practical
and real-rime cryptographic applications.
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